


PROBLEM/MOTIVATION

WHY CONTAINERLOGISTICS NEEDS INTEROPERABLE, AUDITABLE AND
PRIVACY-PRESERVING PRODUCT PASSPORTS
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Missing maritime DPP
standard

No maritime-specific DPP
exists despite 80% of global
trade moving by sea
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Fragmented, siloed data

8—15 stakeholders, zero shared
event format, no tamper-
evident record

\_ /

Privacy vs.compliance

Proving compliance forces
exposing sensitive data.The
maritime privacy paradox.

\_ /

4 ih

The trust deadlock

Share raw data or self-
declare. Neither gives both
verifiability and privacy.
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STATE OF ART

NO PRIOR SYSTEM COMBINES ALL SIX PROPERTIES

B T

Catena-X Automotive X EDC X X Limited
IBM Food Trust Food X  Hyperledger X X Limited
VeChain éﬁéﬁ%é X VeChainThor X X Limited
Udokwu 2026 Generic DPP X Ethereum Proposed X X
Silveirinha 2025 = Maritime — — SUurvey - -

OceanDPP  Maritime v IOTA v v, V(16 exp.)



- THESIS STATEMENT & RESEARCH QUESTIONS

This thesis demonstrates that blockchain-anchored Digital Product Passports with

privacy-preserving zero-knowledge proof compliance verification are technically
feasible and performance-acceptable for maritime container logistics.

_ Can the EPCIS 2.0 pipeline achieve sub-200 ms Iatency at sustained

I RQ1 — Performance throughput?

I RQ2 — Privacy Cost Is Grothl6 ZKP overhead acceptable for maritime loT event intervals?
_ - Does Merkle-batched IOTA anchoring provide cost-effective tamper

I RQ3 — Immutability cvidence?

I RQ4 — Reliability Does at-least-once delivery hold under realistic failure scenarios?

Four questions. Sixteen experiments. All answered affirmatively.



~ OUR SOLUTION - OCEAN DPP ‘

A privacy-preserving Digital Product Passport platform for maritime containers, combining
standardised events, loT integration, zero-knowledge proofs and blockchain anchoring.

EPCIS 2.0

Event
Standard

Store & share
root anchored DPP
events

Sensor payload to or Merkle

EPCIS event



SYSTEM ARCHITECTURE
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‘TRANSLATOR

EPCIS 2.0 JSON-LD EVENT

RAW MQTT PAYLOAD
Identifier: urn:iepcid:sscclMCU-2847

RAW MQTT PAYLOAD

{
"DEVICEID": "LMCU-2847",

Event Time 2026-03-01T14:22:08Z

TEMP": 173 B.Location:  43.7210.40 (Port of Livorno)

J
"HUMIDITY": 65,
"GPS": "43.72,10.40",

B. step: shippin
"TS": "2026-03-01T14:22:08Z" S

Disposition: in_transit

, . Conditions:  sensorElement: temp 17.3°C
No standard, No interoperabllity

Standardised, interoperable — any GS1 system can read this



- HOW ZKP PRIVACY WORKS

The Privacy Paradox

B Privacy Boundary
Withqut /KP Raw temperature data ' % ® PUBLIC
e =
= 17.3°C,18.1 °C,19.5 °C.. e e / or X Compliance verdict
ey e Threshold:19°C
(B e Proof: 3 elliptic-curve points
. — e Merkle inclusion proof
With Ocean DPP  Groth 16 proof — == ,g\ e |IOTA anchor reference
N i)
ST
)4
E— @ Compliant @ non - compliant
£ PRIVATE £
e  Actual temperature (17.3°C)
304 ms 9.8 ms 31:1 e Containerkey K_c
oroof browser gen-to-verify *  Rawsensorstream

generation verification ratio



PROOF GENERATION & VERIFICATION

THE CLAIM (CIRCUIT)

Rule:
actual temp < max_temp

Private:
actual temp, K c

(container secret key)

Public:
Public: max_temp (19°C)

Compiled to:
RICS (17 constraints)

PROVER’'S KNOWLEDGE

Secret witness:
sensor readings + key

Groth16 generates:
short proof m

Proof size:
3 curve points (850 bytes)

Proof reveals nothing about
temp or key

KL

IE

VERIFIER'S CHECK

Verifier:
public data + vkey only

Runs Grothi6:
verify (T, public signals, vkey)

equations hold — proof valid

No access to hidden temp
or key



_ZKP IMPLEMENTATION PIPELINE

SETUP PHASE (one-time)

tempBound. circom circom compile Trusted Setup Output Keys
actual_temp < max_temp » R1CS constraints  ——  Phase 1: Hermez PoT —— proving_key.zkey
LessEqThan(16) > WASM witness gen (200+ participants, 2'2) (stays on server)

17 R1CS constraints Phase 2: circuit-specific verification_key.Jjson

(pinned in portal)

RUNTIME (per event)

PROOF GENERATION (DPP Core server)
@ Sensor event arrives with temp = 17.82°C @ Load pinned vkey (build-time, not server)

@ Build witness: {tempx1@, thresholdx10, key} @ Fetch proof + publicSignhals from API

® snarkjs.grothl6.fullProve(witness, wasm, zkey) ® snarkjs.grothl6.verify(vkey, signals, proof)
@ Output: proof {m_a, m b, m c} + publicSignals @ true » compliant | false » violated

® proofHash = SHA-256(proof + signals) - Merkle leaf ® Compare server vkey fingerprint -» tamper alert




JOTA ANCHORING & MERKLE BATCHING

EVENTS

) LI () (e )

B

Configurable batch size (10, 50, 100)

98%
TX reduction at B=50

)

MERKLE TREE IOTA ANCHOR
Merkl '::‘:-:.
[:505] FEEIOTA

I N j>

Locked Notarization

1 transaction per batch

Immutable - Public - Verifiable

3.5s 100%

anchor latency (batch-50) tamper detection




- THE SYSTEM IN ACTION

=) Verified « Pinned H 1o0TA Anchored

&} Circuit: tempBound

352026 4:5%51 vl & 18ms

{o} ZKP PUBLIC SIGNALS (DECODED) () RAW PROOF ARTIFACTS (PI_A, PI_B, P1_C)

Violated < 19.8 °C

Violated Compliance — Non compliant

# MERKLE TREE VERIFICATION

1. Client Proof Hash [Leaf)

E ANCHOR CHAIN | ¢ Verified

gxd3f2F525cdl1B85bYcc8eTad91818d]1 2bhd41895 2e8addc T 22563039098 2db 19+

2. I0TA Anchored Merkle Root A7oEhhd)ZrestxskuXtd?TIMeZ 2177261325 rBuclolL 5308ba5373136c70371F73ed3a4e549674cabsFlad 7572841

) o 763ef354b9e7 395
BxB@55eBc68578bad 75926dF6F588b1F178499b6d5@19ad58b181bdefE181576aal o Euplorer

batch-1F72726151783 352

e
[
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I‘-\.
LM
L
L
L
=]
=




- THE SYSTEM IN ACTION

rcuit: tempBound -
P =} Verified = Pinned = IOTA Andhored

2026, 4:53:56 PM £ 18ms
{8} ZKP PUBLIC SIGNALS (DECODED) (D) RAW PROOF ARTIFACTS (PI_A, PI_B, PI_C)

(i Passed < 19.8 °C

Passed Validation = Compliant

# MERKLE TREE VERIFICATION

1. Client Proof Hash (Leaf)

B ANCHOR CHAIN | + Verified

gxd2TlaeaFEsSbboaSaacoafFoBldSacERend2?leledb2 FAcTb7 336731 308990

= btaioaiie L s mE eBB9zZiSuBhdNmIqunWlTZsoxg7dKEwLBZURKDWDa30 aBBsFd560dcTF112f7c6e241aehe?784a9085d3b7e6FfdaTaal

daSedislablesia
Bud5F57255e7dTb3igB48abh S Shabs 92948 d5c T 17 ccBabob9c SdFEbele3ifldaal i Explorer

batch-1772726836429 3/5/2026, 4-54:00 PN




SYSTEM WALKTHROUGH
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Digital Product Passport  © [/CUoo0

i

il

TEMPERATURE

19.3°C
Fy

LAST UPDATE
13 minutes ago

50 events loaded

Temperature Trend  I2st40 reading=

4 Manufacturing

MAMUFACTURER
CIMC Containers

PRODULCTION DATE

2025-01-15

Lb  Supply Chain & Distribution

CURRENT STAGE

//Ref.Gs1.0rg/Cbv/BizStep-Transporting

LAST LOCATION
43.4106, 10.3367

&' Sustainability

SUSTAIMABILITY SCORE

DISPOSITION
©  /iref.gsl.org/cbv/Disp-in transit

Jfiref.gs1.org/cbv/BizStep-transporting

FACTORY LOCATION

Shenzhen, China

BATCH MUMBER
BATCH-2025-001

& LIVE

DISPOSITION

/fref.gs1.org/cbv/Disp-in transit

ACTIVE ALARMS
0 46

& 38 exceedances

L Materials & Composition

MAIN MATERIAL
Corten Steel

“ Usage & Operations

LAST MAINTENANCE
2025-01-15

¥ Documents & Certificates

CONTAINER CERTIFICATE

15°C It

Sections Timeline  JSON

ZKP COMPLIANCE

O 4%
247 proofs pass

i Ewent Breakdown

BY BUSIMESS STEP

& JSON =2 Share

IOTA ANCHORED

O 100%
50 of 50 events

step-transporting |

izStep-inspecting -

i LIVE

MEXT SERVICE
2026-01-15

C5C Certification (C5C-2025-001) £

& PDF ) Refresh

50 total everts

ZEP COMPLIAMNCE

pass

@ Compliant
@ Mon-Compliznt a5

Mot Evaluated



Digital Product Passport

Container details and lifecyde information

(o o 67%
& Identification “» Dimensions & Capacity
b atric
COMTAINER SERIAL OWMNER
LMcu2231201 ) CIMC Containers Ltd. LENGTH WIDTH
MODEL E-SEAL STATUS 6.06 m 244 m
DryContainerPassport Detected HEIGHT WEIGHT
2.59 m 2200 kg
CAPACITY MAX GROSS
33.2 m? 30000 kg
[+ Manufacturing L Materials & Composition
MANUFACTURER FACTORY LOCATION MAIN MATERIAL
CIMC Containers Shenzhen, China Corten Steel
PRODUCTION DATE BATCH NUMBER
2025-01-15 BATCH-2025-001
i
Lb  Supply Chain & Distribution ® LIVE ‘v Usage & Operations ® LIVE
CURRENT STAGE DISPOSITION LAST MAINTENANCE MEXT SERVICE
//Ref Gs1.0rg/Cbv/BizStep-Transporting /fref.gs1.org/cbv/Disp-in transit 2025-01-15 2026-01-15
LAST LOCATION
43.4106, 10.3367
%
£ Sustainability Z Documents & Certificates
SUSTAINABILITY SCORE CONTAINER CERTIFICATE C5C Certification (CSC-2025-001) 2
INSPECTION REPORT Container Assembly & Safety Manual
CARBOM FOOTPRINT RECYCLABILITY S e Do tion 7
L
1250 kg CO: 95% recyclable = Horamenisten




@ 0 LiveMap LF Translator () I0TAVerify [ DPPViewer ([ System (b Logistics Partner 2 Users % 8 (su) superadmin -

Digital Product Pa nt Q - Sections Timeline  JSON & JSON o Share & PDF J Refresh
BTSN L _RSUTTEITETE -
Ki @ Mon-Compliant 47

Mot Evaluated F:

@ Event Timeline (50 events)

FILTER: All Ay Telemetry 48 M Alarms 45 & eSeal 27 50 total
A
.
§) //ref.gsl.org/cbv/bizstep-transporting Enriched 03/24 1133 AM |
LMCU . 2231263 Alamm Condition I 21.1°C (1) ZKP Fail I skipped
O P //ref.gsl.org/cbv/bizstep-transporting Enriched 03/24, 1133 AM >
LMCU.2231283  //RefGs1.0rg/Cbv/Disp-In Transit L 214 ® 434535 103273 () ZKP Fai «f» skipped & Detected
.
(§) //ref.gsl.org/cbv/bizstep-transporting Enriched 03/24, 1133 AM >
LMCU. 2231283 fMRefGs1.0rgChv/Disp-In Transit L 20.6°C (1) ZKP Fai «J» skipped
.
) //ref.gsl.org/cbv/bizstep-transporting Enriched 03/24, 1133 AM >

LMCU.2231283  //Ref.Gs1.0rg/Cov/Disp-In Transit L 206°C @ 434738103228 () ZKPFai «f» skipped = & Detected

) //ref.gsl.org/cbv/bizstep-transporting Enriched 03/24, 1133 AM >

LMCL . 2231283 Alarm Condition L 19.2°C (1) ZKP Fail «f» skipped



§ //ref.gsl.org/cbv/bizstep-transporting  Eniched

372472026, 11:33:41 AM

//Ref.Gs1.0rg/Cbv/Disp-In Transit

SENSOR READIMGS

TEMPERATURE
21.89 ceEL

HEADING
173.7731154958172 oo

SIGMAL STREMGTH
-38 oem

EPC LIST

urn:epc:id:bic: LMOU. 2231283

» Show Raw 150N

I 211°C

© 43.4535, 103273 (1) ZKP Failed

HUMIDITY
72.48 =

ALTITUDE
12 wmTR

& Detected

SPEED
11.636418052307764 wis

BATTERY LEVEL
05.48597629215813 r1

) [ffretgsl.org/cov/bizstiep-transporung tnncned

LMCU. 2231283

Alarm Condition L 18.2°C () ZKP Fail

«f» skipped

EVENT DETAILS

EVENT ID TYPE
ni:///sha-256;6b743f037e0c0B408de7302236410b82eda82898bde3 ObjectEvent

191cadbe99d4f6e8c380

ACTION BIZ STEP

OBSERVE firef.gs1.org/cbv/BizStep-transporting
DISPOSITION READ POINT

//ref.gs1.org/chv/Disp-in transit geo:43.453500062029065 ,10. 327323494854304

ESEAL STATUS
Detected

VERIFICATION & CHAIN

£KP RESULT CIRCUIT
X MNon-compliant tempBound
EVENT HASH

36488ecefat2ebT578c73bBdccdB18b5497 226862 T2 2b586ac0a958dTaB91528

HASH METHOD IOTA STATUS
sha256-canonical skipped
EMRICHED AT

37242826, 11:33:42 AM

Udf24, 1133 AM 2



IOTA Anchor Verification
Cryptographic anchoring of DPP event snapshots on 10TA Tangle

Q

(¥ |

]
=

Lid

STATISTICS

VERIFIED (24H]

4

MERFKLE BATCHES

4

MERKLE PROCES

52

FAILED

FILTER
All Records
Merkle Batches
Merkle Proofs

Failed

I10TA NODE

@ Private Mode

rch by event hash, container |D, TX digest, or Merkle r

Anchor Verification Result © Verfied

#+ MERKLE ROOT

= Merkle Batch

Bx482dd4aed692b98cd2d71b5atbh36e251dad3Bea@@s5e87744843ec96958e 7514

COMTAINER ID
LMCU22312681

BATCH ID
batch-1772726136826

TX LATENCY
3494ms

[OTA TRAMSACTION DHGEST

95BUs7R>:XASRZvrLiEWGBE jKUhatHT jCT82EGedpaMad

oiarization object HF3BdddShagBsdf. . . 12 2bbi

& Download Proof

Anchor chain — LMCU2231201

e __.. ... ——

— Back to list

ANCHORED AT
3/5/2026, 45539 PM

LEAF COUNT
1 events

b

' Explorer

=

Audit Trail

4 records

a705hhdIZr. . .ucJodl

& Merkle Batch

Updated 20s ago

SSBUSTRC{A. . .dpaMad

& Merkle Batch

LHCL22%1 2A1

352026, £5539 FM - 1 events

EBEIZZISUS. . .DWDE30

& Merkle Batch

40AEBPSMYE. . .drjvIW

& Merkle Batch




@

85,/83/2026,
85,/83/2026,
95,/83/2026,
85,/83/2026,
85,/83/2026,
95,/83/2026,

85/83/2826,

<] Submit Observation

0 Live Map

16:52:18

16:52:809

16:52:89

16:52:88

16:52:87

16:52:86

16:52:86

Container ID

LMCU2231281

L? Translator

sha-256; 282F67..d5aB802c8
sha-256;8ba919..82%:ab94
sha-256;98cbda..f4e9cade
sha-256;b3bale..Be7B2447
sha-256;db5484..6FTa34693
sha-256; 29a78a..83%cb679

sha-256;812ecl..1flacecl

O 10TA Verify [E] DPP Viewer

//Ret.Gs1.0rg/Chv/BizStep- Transporting

//Ret.Gs1.0rg/Chv/BizStep-Transporting

//Ref.G51.0rg/Chv/Biz5tep-Transporting

//Ret.Gs1.0rg/Chv/BizStep- Transporting

//Ret.Gs1.0rg/Chv/BizStep- Transporting

//Ref.G51.0rg/Chv/Biz5tep-Transporting

//Ref.G51.0rg/Chv/Biz5tep-Transporting

(POST ObjectEvent as logistics partner)

Action

OBSERVE

b

Business Step

Shipping

[ System

b Logistics Partner

{/Ref.G51.0rg/Chv/Disp-In Transit
Alarm Condition
//Ref.Gs1.0rg/Cbv/Disp-In Transit
{/Ref.G51.0rg/Chv/Disp-In Transit
{/Ref.G51.0rg/Chv/Disp-In Transit
Alarm Condition

//Ref.Gs1.0rg/Cbv/Disp-In Transit

- -

The backend will assign the G571 NI-URI eventlD, ZKP proof, and IOTA anchor automatically. Raw telemetry is not required here.

23 Users

@ Anchored
& Anchored
© Anchored
& Anchored
@ Anchored
@ Anchored

= Anchored

© Valid

(=) Failed

(=) Failed

(=) Failed

(=) Failed

(=) Failed

(=) Failed

e O 11 SU
Internal @
Internal &
Internal ©
Internal &
Internal @
Internal ©
Internal ©

superadmin ¥




'RESULTS — PERFORMANCE (RQI)

Can the EPCIS 2.0 pipeline achieve sub-200 ms latency El: Baseline latency distribution

S at sustained throughput?
CDF of eze
100% A |
20 E2: Sustained Throughput — Latency vs. Input Rate - |
- > ° :
—@— P50 (Median) 5
7y - P95 S 60% i
E 200 44 NFR4: Target (200 mS) ................................................... g i
b - A % 40% - |
E., - - 191 ms £ i
- 1
o 150 - ___,..-"" " 20% i ~-- P50 =30 ms
o - I -== P95 = 48 ms
— - 112 ms i --- P99 =75ms
= 0% f . T — . :
- 100 | 0 20 40 60 80 100 120
(] End-to-end latency eze (ms)
43 Histogram of e;¢ (5 ms bins)
"g 50 - 400 - | i -~ P50 =30 ms
0 | --- P95 =48 ms
350 - ' -== P99 =75 ms
0 300 - i
R1 R2 R3 < 250 - |
(1 cont.) (4 cont.) (10 cont.) P i
Input Event Rate (events/s) 9 l
LW 150 i
100 - ;
48 ms 7 ev/s NFR4 v/ i | !
P95 baseline & sustained below 200 ms & .. - | ,
latency throughput target 0 20 40 60 80 100 120

End-to-end latency eze (mMs)



RESULTS — PRIVACY COST (RQ2)

/ Is Groth16 ZKP overhead acceptable for maritime loT event intervals?

ES: ZKP Operation Latency E10: ZKP Overhead on Pipeline
2.000 - B El1: No ZKP 1,968 +1,896 ms
M E10: With ZKP .
----- NFR9.1 (2,000 ms)
— 1,000 - _
g - SI_I}IA %156 0.8 ms mmm Median
— 520 +472 ms as 1.2 ms mmm P95
2> ! 350
&) +318 ms 308 mmm P99
8 300 - +278 ms
= 7ZKP
i Verification
LT:-:I 100 A
S E
z _ 7ZKP
= ! : :
is 20 | Generation 004 ms
' 10-1 10° 10! 102 103
0. Latency (ms) — log scale
Mean Median P95 P99
Latency Percentile
30dms | 9,8 ms | 31:1 | +318 ms

proof generation | brower verification gen-to-verify ! extra overhead with
mean mean ratio ZKP on



'RESULTS — IMMUTABILITY & COST (RQ?3)

Does Merkle-batched IOTA anchoring provide cost-effective tamper evidence?
Z4

EI1: Blockchain Anchor Latency by Batch Size EI3: On-Chain Cost Reduction via Merkle Batching

) ©
12000 TUU
4,036 ms 2
ol ) 1,000 —-98%
10000 A = 1,000 -
) o :
2 £
~ 8000 - 4,183 ms )
> T 5
(-
&) o
- _ = 100
.C_'IU 6000 S 100 :
- IOTA netwprk : 1
% 4000 - 3,529 ms cor:ﬁ;rggf;on g
% :
2000 - 43' 10
Q 10 1
%) !
=
0 - & .
B =10 B =50 B = 100 ~ S1ng1§ Beitch Beltch BiltCh
(n=27) (n=21) (n=18) Anchoring B=10 B =250 B =100
3.5s 98% . 100%
anchorlatency | TXreductonat |  tamper

(B=50, non-blocking) ! B=50 i detection



'RESULTS — RELIABILITY & SCALING (RQ4)

Does at-least-once delivery hold under realistic failure scenarios
%

Reliability Experiments: Fault Injection Timeline

Translator Drain 14 Recovered
Normal DPP-Core Drain 19 273
Down messages published
Normal Mobius4 DLQ captures OK
Down 18 events
4x Burst
: ueue =0
R4: Backpressure 77 msgs Drain . 0 loss
(nack)
| I | | | |
0 10 20 30 40 50

Time (SeCOI]dS) BN Normal operation W Recovery / drain
Bl Failure injected mw DLQ / backpressure

R2: DPP-Core

R3: DLQ / Mobius




RESULT - SCALABILITY

(a) S2: DPP-Core Scaling (b) S3: Mobius4 Scaling
mmm |Xx DPP Core 20000 1 mmm 1x Mobius4
1000 - o _ ~70%
mmm 2Xx DPP Core 90;28/6 B 2 X Mobius4 17,904
17500 -
-33% —379%,
~ 8007 47 m—_— 2 15000 -
g g
B> ~, 12500 -
g 600 - g
o 8 10000 A
S S
] 400 - [ 7500 -
o N
il ]
5000 A -64%
200 - 3,621
2500 - -30%
0 ____ - o |  —
Mean Median P95 Mean Median P95

-37%
median latency
2x DPP Core, p < 0.001)

+74%

throughput
(2x Mobius4, errors 810 — 0)



FIELD TEST — REAL CONTAINER, REAL ROUTE

9 ItaIy «——> Germany 9 End-to-End Confirmed

container round-trip
MQTT ingestion from real CTD

Commercial Container Tracking Device (CTD)
EPCIS 2.0 event generation

Live MQTT telemetry over public internet _
Groth16 proof creation

Platform deployed on cloud VM with TLS

|OTA blockchain anchoring

Multi-day voyage with real connectivity Dashboard + portal display

Note: This was an exploratory qualitative test, not part of the controlled benchmark series. It confirms operational viability with real
hardware under real-world conditions.



LIMITATIONS

R 1  Grothi6 trusted setup, non—post-quantum; metadata still visible

Single ZKP circuit (temperature bound with public threshold)

IOTA localnet only; mainnet cost and latency unmeasured

Limited scale (<100 containers); no 10k+ TEU experiments yet

N 5 SynthetiC emulator WOI’klOCIdS; Only one real CTD field test.



- FUTURE WORKS

A\ sle 2
o—@—o Post-quantum / universal-setup proofs (PLONK, Halo2, STARKS)
P\
&:&'KL More circuits: humidity, route, multi-condition proofs
7}53
®

,-:':!::{{: IOTA mainnet evaluation and batch-size optimisation.

TS

— | CUSTOMS

: :...9__J© Large-scale pilot with real carriers, customs, and insurers.

b o




" CONTRIBUTIONS

Ocean DPP Architecture
First maritime DPP platform integrating oneM2M, EPCIS 2.0, ZKP, and IOTA in a single microservice architecture with
formal threat model and RBAC.

ZKP-EPCIS Integration

First integration of Groth16 zero-knowledge proofs with the GS1 EPCIS 2.0 standard. Resolves the maritime privacy
paradox: verifiable compliance without raw data disclosure.

IOTA Merkle Batch Anchoring

Configurable event batching with Merkle trees. 98% on-chain TX reduction at B=50 while preserving per-event tamper
evidence via inclusion proofs.

Comprehensive Quantitative Evaluation

16 experiments covering performance, ZKP cost, scalability, IOTA anchoring, EPCIS compliance, and reliability —
plus an exploratory field test with a real CTD.

These four contributions fill all six research gaps identified in the literature review.



CONCLUSION

In practice, a GS1 EPCIS 2.0-based Digital Product Passport, anchored on IOTA and
combined with zero-knowledge proof checks, can deliver verifiable compliance for
maritime container logistics without exposing raw operational data.

Thank you
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