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Missing maritime DPP
standard

Missing maritime DPP
standard

Fragmented, siloed dataFragmented, siloed data Privacy vs. compliancePrivacy vs. compliance The trust deadlockThe trust deadlock

No maritime-specific DPP
exists despite 80% of global
trade moving by sea

8–15 stakeholders, zero shared
event format, no tamper-
evident record

Proving compliance forces
exposing sensitive data.The
maritime privacy paradox.

Share raw data or self-
declare. Neither gives both
verifiability and privacy.

WHY CONTAINER LOGISTICS NEEDS INTEROPERABLE, AUDITABLE AND
PRIVACY‑PRESERVING PRODUCT PASSPORTS

PROBLEM/MOTIVATION PROBLEM/MOTIVATION 



STATE OF ART STATE OF ART 

System

Catena-X

IBM Food Trust

VeChain

Udokwu 2026

Ocean DPP

Silveirinha 2025

Domain

Automotive

Food
Luxury-
Pharma

Generic DPP

Maritime

Maritime

✗
✗

✗
✗

EPCIS 2.0 Blockchain Evaluation

EDC

Hyperledger

VeChainThor

Ethereum

IOTA

Cold-
ChainZKP

✗
✗

✗
✗
✗
✗

Limited

Limited

Limited

✗

✓✓ ✓ ✓(16 exp.)

NO PRIOR SYSTEM COMBINES ALL SIX PROPERTIES

____ survey ____

✗
Proposed



This thesis demonstrates that blockchain-anchored Digital Product Passports with
privacy-preserving zero-knowledge proof compliance verification are technically
feasible and performance-acceptable for maritime container logistics.

RQ1 — Performance Can the EPCIS 2.0 pipeline achieve sub-200 ms latency at sustained
throughput?

RQ2 — Privacy Cost Is Groth16 ZKP overhead acceptable for maritime IoT event intervals?

RQ3 — Immutability Does Merkle-batched IOTA anchoring provide cost-effective tamper
evidence?

RQ4 — Reliability Does at-least-once delivery hold under realistic failure scenarios?

Four questions. Sixteen experiments. All answered affirmatively.

THESIS STATEMENT & RESEARCH QUESTIONS THESIS STATEMENT & RESEARCH QUESTIONS 
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EPCIS 2.0

A privacy‑preserving Digital Product Passport platform for maritime containers, combining
standardised events, IoT integration, zero‑knowledge proofs and blockchain anchoring.

Groth16
 ZKP

Merkle
Batching IOTA Mobius

OneM2M 

Sensor payload to
EPCIS event

Proof of
compliance

Batch and hash
events

Anchor Merkle
 root

Store & share
anchored DPP

events

Event
Standard

OUR SOLUTION – OCEAN DPP OUR SOLUTION – OCEAN DPP 



MQTT 
sensor 

Payloads

Ingestion  Enrichment &
  Anchoring

(MQTT  Plugin,
AMQP)

translated_event, 
ws_events

translated_events
WS_events

auth / 
verify

HTTPS

Public ZKP Portal 
(public)

RabbitMQ REST + 
WebSocket  Dashboard

 (authenticated)
Carrier  / 
Operator 

( ZKP + Merkle 
   + Catalog) 

Ocean DPP --  Docker Network 

CTD Sensor/
IoT Emulator 

Store &
Share *

Identity & 
 Gateway

oneM2M 
CIN write

DPP Core 
     MQTT

      consume

Mobius4 CSE
(oneM2M, PostgreSQL)

enriched 
EPCIS + ZKP 

+ Merkle proofs Ocean-ADM
(IdP)

API Gateway
(RBAC, REST
+ WebSocket)

HTTPS

REST 
public 
ZKP 
data, 
vkey

REST 
external AE 

Customs / Port 
Auth / Insurer

Logistics Partner / 
External AE 

Front End

IOTA Rebased 
Localnet

Translator
( MQTT  → EPCIS 2.0 )  

SYSTEM ARCHITECTURE SYSTEM ARCHITECTURE 

AMQP

Merkle Root Notarization

 * ONEM2M  service layer



TRANSLATOR TRANSLATOR 

{
  "DEVICEID": "LMCU-2847",
  "TEMP": 17.3,
  "HUMIDITY": 65,
  "GPS": "43.72,10.40",
  "TS": "2026-03-01T14:22:08Z"
}

RAW MQTT PAYLOAD WHEN

WHERE 

WHY 

HOW 

WHAT Identifier:

B. Location:

B. step:
Disposition:

Event Time

Conditions:

2026-03-01T14:22:08Z

43.72,10.40 (Port of Livorno)

shipping
in_transit

sensorElement: temp 17.3°C

urn:epc:id:sscc:LMCU-2847

 No standard, No interoperability

Standardised, interoperable — any GS1 system can read this

EPCIS 2.0  JSON-LD  EVENT 

RAW MQTT PAYLOAD



Groth 16 proof

Compliant non - compliant

PRIVATE 

Privacy Boundary 

PUBLIC 
✓ or ✗ Compliance verdict
Threshold: 19°C
Proof: 3 elliptic-curve points 
Merkle inclusion proof
IOTA anchor reference

🔒 Actual temperature (17.3°C)
🔒 Container key K_c
🔒 Raw sensor stream

HOW ZKP PRIVACY WORKS HOW ZKP PRIVACY WORKS 

Without ZKP 

With Ocean DPP

Raw temperature data 

17.3 °C, 18.1  °C, 19.5 °C...

The Privacy Paradox

proof 
generation

304 ms 9.8 ms 31:1
gen-to-verify 

ratio
browser 

verification



PROOF GENERATION & VERIFICATION PROOF GENERATION & VERIFICATION 

THE CLAIM (CIRCUIT) PROVER’S KNOWLEDGE VERIFIER’S CHECK 

Rule:‌  
actual_temp < max_temp 

Private:‌  
actual_temp, K_c
(container secret key) 

Public:‌  
Public: ‌max_temp (19°C) 

Compiled to: 
R1CS (17 constraints) 

Secret witness:‌  
sensor readings + key 

Groth16 generates:‌   
short proof π 

Proof size:‌  
3 curve points (850 bytes) 

Proof reveals nothing about
temp or key 

Verifier:‌  
public data + vkey only 

Runs Groth16: 
verify(π, public signals, vkey) 

equations hold → proof valid 

No access to hidden temp‌
  or key 



SETUP PHASE (one-time)

tempBound.circom

actual_temp ≤ max_temp
LessEqThan(16)
17 R1CS constraints

circom compile

→ R1CS constraints
→ WASM witness gen

Trusted Setup

Phase 1: Hermez PoT
(200+ participants, 2¹²)
Phase 2: circuit-specific

Output Keys

proving_key.zkey
(stays on server)
verification_key.json
(pinned in portal)

RUNTIME (per event)

PROOF GENERATION (DPP Core server)

① Sensor event arrives with temp = 17.82°C

② Build witness: {temp×10, threshold×10, key}

③ snarkjs.groth16.fullProve(witness, wasm, zkey)

④ Output: proof {π_a, π_b, π_c} + publicSignals

⑤ proofHash = SHA-256(proof + signals) → Merkle leaf

VERIFICATION (browser, zero-trust)

① Load pinned vkey (build-time, not server)

② Fetch proof + publicSignals from API

③ snarkjs.groth16.verify(vkey, signals, proof)

④ true → compliant  |  false → violated

⑤ Compare server vkey fingerprint → tamper alert

ZKP IMPLEMENTATION PIPELINE ZKP IMPLEMENTATION PIPELINE 



98% 3.5 s 100% 
TX reduction at B=50 anchor latency (batch-50) tamper detection

IOTA ANCHOR

1 transaction per batch

Immutable · Public · Verifiable

Locked Notarization

MERKLE  TREE

Merkle
 Root

H₁-h H₂-h

H₁  H₃H₂  H₄

EVENTS

Configurable batch size (10, 50, 100)

H₁
H₂
H₃
H₄
H₅

Hₙ

IOTA ANCHORING & MERKLE BATCHING IOTA ANCHORING & MERKLE BATCHING 



THE SYSTEM IN ACTION THE SYSTEM IN ACTION 

Violated Compliance → Non  compliant



THE SYSTEM IN ACTION THE SYSTEM IN ACTION 

Passed Validation → Compliant



SYSTEM WALKTHROUGH SYSTEM WALKTHROUGH 















Can the EPCIS 2.0 pipeline achieve sub‑200 ms  latency 
at sustained throughput?

P95 baseline 
latency

48 ms NFR4 ✓
below 200 ms 

target

7 ev/s
sustained

throughput

RESULTS — PERFORMANCE (RQ1) RESULTS — PERFORMANCE (RQ1) 

E1: Baseline latency distribution



Is Groth16 ZKP overhead acceptable for maritime IoT event intervals?

SHA-256
Hash

ZKP 
Verification

ZKP 
Generation

RESULTS — PRIVACY COST (RQ2) RESULTS — PRIVACY COST (RQ2) 

E5: ZKP Operation Latency E10: ZKP Overhead on Pipeline

brower verification 
mean

9,8 ms +318 ms
extra overhead with

ZKP on

31:1
gen-to-verify

 ratio
proof generation 

mean

304 ms



Does Merkle-batched IOTA anchoring provide cost-effective tamper evidence?

RESULTS —    IMMUTABILITY & COST (RQ3) RESULTS —‌  ‌IMMUTABILITY & COST (RQ3) 

TX reduction at
B=50

98% 100%
tamper

 detection 
anchor latency

(B=50, non-blocking)

3.5 s



Does at-least-once delivery hold under realistic failure scenarios

RESULTS — RELIABILITY & SCALING (RQ4) RESULTS — RELIABILITY & SCALING (RQ4) 



RESULT - SCALABILITY RESULT - SCALABILITY 

median latency               
2× DPP Core, p < 0.001)

-37%
throughput 

(2× Mobius4, errors 810 → 0)

+74%



Italy  ←→  Germany
container round-trip

Commercial Container Tracking Device (CTD)

Live MQTT telemetry over public internet

Platform deployed on cloud VM with TLS

Multi-day voyage with real connectivity

End-to-End Confirmed

✓ MQTT ingestion from real CTD

✓ EPCIS 2.0 event generation

✓ Groth16 proof creation

✓ IOTA blockchain anchoring

✓ Dashboard + portal display

Note: This was an exploratory qualitative test, not part of the controlled benchmark series. It confirms operational viability with real
hardware under real-world conditions.

FIELD TEST — REAL CONTAINER, REAL ROUTE FIELD TEST — REAL CONTAINER, REAL ROUTE 
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LIMITATIONS LIMITATIONS 

Groth16 trusted setup, non–post-quantum; metadata still visible 

Single ZKP circuit (temperature bound with public threshold) 

IOTA localnet only; mainnet cost and latency unmeasured 

Limited scale (≤100 containers); no 10k+ TEU experiments yet 

Synthetic emulator workloads; only one real CTD field test. 



FUTURE WORKS FUTURE WORKS 

Post-quantum / universal-setup proofs (PLONK, Halo2, STARKs) 

More circuits: humidity, route, multi-condition proofs 

IOTA mainnet evaluation and batch-size optimisation. 

Large-scale pilot with real carriers, customs, and insurers. 



C1
Ocean DPP Architecture
First maritime DPP platform integrating oneM2M, EPCIS 2.0, ZKP, and IOTA in a single microservice architecture with
formal threat model and RBAC.

C2
ZKP-EPCIS Integration
First integration of Groth16 zero-knowledge proofs with the GS1 EPCIS 2.0 standard. Resolves the maritime privacy
paradox: verifiable compliance without raw data disclosure.

C3
IOTA Merkle Batch Anchoring
Configurable event batching with Merkle trees. 98% on-chain TX reduction at B=50 while preserving per-event tamper
evidence via inclusion proofs.

C4
Comprehensive Quantitative Evaluation
16 experiments covering performance, ZKP cost, scalability, IOTA anchoring, EPCIS compliance, and reliability —
plus an exploratory field test with a real CTD.

These four contributions fill all six research gaps identified in the literature review.

CONTRIBUTIONS CONTRIBUTIONS 



In practice, a GS1 EPCIS 2.0–based Digital Product Passport, anchored on IOTA and
combined with zero‑knowledge proof checks, can deliver verifiable compliance for
maritime container logistics without exposing raw operational data.

Thank you

CONCLUSION CONCLUSION 
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