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Introduction

OR more than a decade, the research community has been atthby the theoretical and practi-
F cal challenges of Wireless Sensor Networks (WSNSs). The waiton of the great interest towards
such systems is probably to be attributed to the large numloérapplication areas, spanning from civil
to military domain. Technological advances have been theakling factor for such research eld, re-
ducing the gap between theoretical systems and every-dayplioblems, posing new challenges given
by the availability of “small” embedded devices deployalildarge number.

Wireless Sensor Netwoda be de ned as distributed systems composedaoyonomousensors
(nodes) interacting each other through wireless communica links and designed for speci pervasive
monitoring applications. Two main characteristics are péiar of WSNs: autonomyand pervasiveness
Each node of the network is capable of collecting informati@bout the physical environment (sens-
ing), performing local processing and communicating withh@r nodes. At the same time, WSNs are
meant to be deployed in large number of nodes and with a higlgtee of density. Moreover, devices
are usually required to be cost-effective and easily emladdizlin the environment they operate on. As
a consequence, a typical sensor node relies on limited res®) in terms of: energy supply and har-
vesting capabilities; computation power (small micro-doollers with few KB of memory are generally
adopted); communication capability (short transmissioange anflor low transmission bandwidth).

Recent advancements in technology have permitted to exténe original idea of WSNs, based
on simple scalar sensors (e.g. temperature, light, ...)wteat are nowadays callew/ireless Multime-
dia Sensor NetworK8VMSNSs), where more complex vectorial sensors are used @uglio and video).
WSNSs have been initially designed for simple monitoring dfgations where the objective is data col-
lection, i.e. typically raw scalar values, and transmigsiowards a central collection point. However,
algorithms and techniques developed for such networks h&wéoe reconsidered in case of WMSNSs.
Vectorial raw data, such as images, cannot be exchangedem#étwork as they are. On the contrary,
processing techniques are necessary to extract only thasstiof information which is of interest for
a given application context. However, computation reso@s are scarce, and executing complex algo-
rithms on the sensor nodes might be unfeasible. A solutioroféered by the distributed nature of the
WMSNSs, where collaborative approaches should exploit thpagallel) computation capabilities of the
network nodes. In other words, each node must collaboratethvihe others, extracting and exchanging
features, in order to accomplish an overall distributed kas






CHAPTER 1

Towards In-Network Processing

NCE their initial proposal, sensor networks have been alygassociated to the idea of distributed
Systems, mainly characterized by a distributed sensingd@mnd a centralized processing and con-
trol logic. Only recently the word “distributed” has assuntka deeper and more appropriate meaning,
referring more to collaborative nature of the overall apgtation logic, implementing the distributed
system in terms of a distributed application.

Depending on the place where most of the application prodagss executed we can identify three
types of systems: centralized, decentralized and distiéol TC11b].

(1) Centralizedin case of centralized processing, data are acquired, Iplygsie-processed locally
(e.g. extraction of features) on the nodes and nally traeskd to a central node that exe-
cutes the actual processing. This solution is theoretigalptimal, since all the information is
available at a single point. The computation on each sensodais independent on the other
nodes, since no collaboration exists.

(2) Decentralized\nother option is to use several central points of elaborai in the network as
closer as possible to the events generating the data to beqesed. In this way, a small subset
of sensors create a cluster and the elaboration is perforines centralized manner on single
node, the cluster-head.

(3) DistributedFinally, it also possible to rethink the overall applicatioto work in a completely
distributed way, i.e. part of the processing is performed liye nodes, and information is
exchanged to achieve a common goal. This case, represent&antier of the research in
WMSNSs.

The expression that more precisely describes the set of radtiiogies and techniques necessary
to truly achieve the idea of distributed application is knawin literature asin-network processinghe
methodologies presented in literature to enforce in-netikgprocessing can be classi ed in two main
categories:

(1) local processinghere the single node performs some processing on locassedata anflor
incoming (received) data;

(2) distributed processinghere a set of nodes perform a collaborative algorithm wisim overall
processing logic which is explicitly shared.

Following the classi cation proposed by YMGO8], applications for WMSNs can be dived in two
main categoriesmonitoring andtracking The work presented in this thesis addresses the problem of
in-network processing, focusing on both the local and digted cases. Scenarios from the domains of
monitoring and tracking are respectively considered forclal and distributed processing.

3
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FIGURE 1. Sensor data processing approach€entralized(a): all sensor measure-
ments (possibly pre-processed) are sent to a central psieggoint (Sink); Decen-
tralized (b): network is partitioned in 3 clusters and for each clusta centralized
approach is usedjistributed(c): possible distributed approach based on aggregation
chain, where Node 1 and Node 2 start the iteration and Node 3gduces nal results.

1.1. Motivations and Challenges

The simplest and the most adopted approach for monitoringcatiacking applications is based on
acentralizedsystem and &tch and forwargaradigm. Sensor nodes are connected to a single collection
point, generally known assink, as depicted in Figurel(a). Each node samples one or morg@mnwen-
tal variables (e.g. temperature, light) and sends theirten to the sink node. The actual monitoring
logic resides on the sink node, which is responsible for dptacessing and control behaviour: alert
noti cation, actuation, and so on. This approach merely reges nodes to be a wireless extension of
sensors “wired” to a central processing unit.

Although fetch-and-forward is appreciable for its simpitig, at least from the sensor point of view,
it results obsolete and unfeasible for new generation netk& With the advent of multimedia sensors
and with the availability of much larger deployment units, mre complexity has to be added to the
sensor processing logic, moving the horizon from distriled sensing to actual distributed processing.

Communication cost is, by far, the rst reason to discard theentralized fetch-and-forward ap-
proach. Given the signi cant amount of data produced by mufhedia sensors, transmission of raw
data is simply unaffordable if not feasible at all. Even catering scalar sensors with low sampling
rates might yield unfeasible scenarios as the network sgateeases. Techniques that use some local
processing on the node side can be used to reduce the amousgrgor data.

Energy consumption is another key issue for WMSNs, and oncen@communication cost repre-
sents one of the most important contribution in such way. Negeneration of sensors, such as cameras,
demands non-negligible amount of energy to operate, a pesblthat only recently has being inves-
tigated. See for instance the work by Casares and Velipadal&/10]. Local processing should be
exploited to reduce transmissions has an impact on the poa@nsumptions. However, code execution
has its own contribution to node energy depletion and, givéime complexity of multimedia raw data,
such impact might not be negligible. Using technologicaltpnstrained architecture, such as low-power
micro-controllers, yields good compromises in terms of pewconsumptions. However, feasibility of
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complex signal processing algorithms might be compromig&dRX08]. Nonetheless, given the fast
development of electronic devices is reasonable to thinktkthe local processing and multimedia sens-
ing contribution will be more and more marginal compared tdie communication one.

Focusing all the research efforts in local (light-weightjopessing is not the only way to be fol-
lowed. Another point of weakness of the aforementioned cealized processing approach is given by
the responsiveness to single node failures. In case thersiles is not reachable or not operating any
more, the entire system shall fail. Recovery or replacemeifithe sink node might be possible. How-
ever, the network should be automatically (re-)con guradgl and a non-negligible convergence time
shall be required to have the system fully operating again.chse of manual con guration the setup
time increases dramatically. If a distributed processingit is adopted, the system might be designed
to promptly respond to a single node failure. In principle he application logic might be coded in a
distributed way so that if one of the nodes in the network fail the algorithm continues its normal
operation without even requiring a recon guration phase.

1.1.1. Towards pervasive computer vision. Our interest in distributed (signal) processing for WM-
SNs has been drawn mostly by the sub-speci ¢ domain relatedmhage and video signals, a domain
known ascomputer vision As a matter of fact, the domain of WMSNs has been mainly intigated
by researcher from computer vision area and networked distited systems. For this reason, several
research groups have re-targeted their efforts trying towvadrom computer vision to networking and
vice versa.

Computer Vision.Computer vision is the science and technology of “machindést see”, in the
sense that the machine (computer) is able to extract infotima from an image (vision) in order to
accomplish several tasks. Operations performed by compuwfision can be classi ed according to a
taxonomy where techniques and algorithms can be organizedaading to the level of abstraction.
This classi cation is known awision pipelinesince each stage of processing follows a logical execution
order[ GWO08].

Acquisition a digital image is created, either using classical canmeraass (visible-light sen-
sitive cameras) or using other type of sensors (e.g. tomplyadevices, radar, ultrasonic,
thermal, etc.).

Pre-processing digital image is enhanced for further processing, usiagaus techniques to
emphasize some particular characteristic of the pixelg.(&oise removal, contrast enhance-
ment, blurring, etc.).

Feature Extractianelements of interest are identi ed in the image (e.g. foregnd pixels,
bounding boxes, histograms and any other possible desoript

Detection Segmentatianthe elements of interest (features) become object of iagts (e.g.
blobs, region of interest, etc.).

Decision higher-level processing that reasons on the segmentedoblip undertake further
decisions (e.g. classi cation, recognition, tracking).

For many years research has been carried out addressingalptoblems of the vision pipeline. How-
ever, only with recent advancement in VLSI technology, reseher began to extend the horizon of
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computer vision to embedded system$Smart camerais the expression typically used in such com-
munity to address computer vision for embedded systems.

Evolution of Smart Camerad\Vith the advent of WSNs, also smart cameras have evolved ia th
same direction. Rinner and WolfRWO09] have discussed the evolution of smart cameras towards
WSNSs, which ultimately is what other researchef®AMCQ07] have generalized a#/ireless Multimedia
Sensor NetworksAccording to Rinner and Wolf smart camera evolution can bepresented in three
steps.

Single smart cameré8SCs) represent the rst generation of embedded computsion. Such
systems are nothing more than an embedded systems intaggaihe or more image sensors
and a processing unit. An SSC is capable of performing all siteps of the vision pipeline,
thus is meant to be as system producing high-level inforroatie.g. classi cations, decision,
actions). The challenge of SSCs are more or less the samiobab of local processing for
WMSNSs.

Distributed smart camergd®SCs) are the next evolutionary step, introducing the cant of
distributed sensing and distributed processing to computision. DSCs are characterized by
cooperative algorithms, were low- ardr high-level information is exchanged between the
nodes to accomplish an overall strategy that might involveasion taking.

Pervasive smart came(RSCs) are the natural extension of DSCs to the technololgiltemain
of Wireless Sensor Networks. PSCs are, by all means, anofitassible way to de ne WM-
SNs, representing the technological effort to move towartth® scienti ¢ frontier of pervasive
computer vision.

The reason to move towards PSCs is given by several advastafjeervasive vision systems.

(1) Large-scale deployments. The possibility to have dgpients with a large number of nodes
allows to extend the area coverage much more beyond the fmlitsi offered by single node
technology.

(2) Solve occlusion problem. A dramatic problem of line-sight sensors can be easily solved
introducing a certain level of redundancy in the are coverbg the nodes (using partially
overlapping eld of view).

(3) Fault tolerance. If a node of the network fails, a backupght be provided using sensors
and or processing of other nodes of the network.

(4) Sensor diversity. Limitations of a given technologyde vision in darkness condition) might
be overcome by employing heterogeneous sensors and compigimg them (e.g. audiovideo
system).

1.1.2. Need for system-level QoS.Extending the research scope towards pervasive multimeuit
works shall not be possible without taking into consideratn the problem of communication. The
intrinsic nature of multimedia applications requests theetwork to have a behaviour as predictable
as possible, offering some guarantees when transmittingsiide information. In other words, some
sort of “system-level” Quality of Service has to be enfor¢awnsidering both communication and ap-
plication performances at the same time. In particular, thein issue we will focus our attention on
is timelinessthe capability of the network to deliver information in time. This is a crucial property
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when considering distributed collaborative scenarios, &k a node processing depends on the arrival
of information from other nodes within a certain amount of tine (e.g. tracking application).

Since the wireless channel is shared, multiple transmissiannot take place in the same broadcast
region, as to doing so might result in packet collision (ALH&like protocols)[ BDWL10]. If a packet
is corrupted due to collisions, it could be retransmittedrqvided a mechanism to detect the packet was
lost (acknowledgment mechanisms). Even so, the retransiois might keep going in an unpredicted
way, thus resulting in an increasing of the end-to-end commization delay and bandwidth consump-
tion. Mechanism to regulate the access to the channel aresireg at the Medium Access Control
(MAC) layer of the network stack by implementing speci ¢ prtocols. Generally, the purpose of a
MAC protocol is that of maximizing the usage of the channelytically de ned as throughput). Event
though, the time to wait before a packet is correctly delivedt might be unbounded (contention-based
access mechanism).

Due to the large scale of a WMSNSs, it is extremely unlikely andrealistic that all the nodes are in
single-hop communication range (single broadcast regidijerefore, routing protocols are required to
achieve multi-hop packet transmission. Although a lot ofdirature has been developed about routing
protocols for WSNs (se¢AY05] for a survey), the enforcement of real-time guarantees od-¢o-end
communication delay is still an active research eld. Thegiiem has been shown to be NP-Hard even
with simpli ed rules for bandwidth reservation] AGIJMO04], most of the existing solutions make use of
approximations based on heuristics.

Bit error rate, due to the noisy nature of the wireless chanpmight result in packet corruption.
There are two main techniques to solve this problem. The r& on error detection (checksums) and
automatic retransmission request (ARQ). The recipient isl@to detect an error in the packet and ask
the source node to retransmit the packet. The second is basedrror correction (redundant informa-
tion), i.e. the recipient is able to correct the errors on itsvn; for this reason this technique is called
forward error correction (FEC). Both strategies introduaaverhead, increasing the unpredictability of
the communication delay. We will not focus on these technigs, although studies have been carried
out nd optimal trade-offs between overheads and error re&sing.

1.1.3. Need for tools and platforms. The understanding and the modeling of the complexity of dis-
tributed applications based on WMSNSs require competenaesif several areas, ranging from network-
ing to control theory, and from computer vision to data mana&gnent. However, until now researchers
have studied algorithms, applications and protocols for VWIs without an holistic approach that
addresses complementary and interconnected issues frbthede disciplines.

An obstacle in such a way is represented by the lack of a comnsanulation framework where
all the aspects related to such different disciplines camizaeled and analysed simultaneously. For
this reason we decided to address the problem, studying ttatesof the art of network simulators,
comprehending the approaches used in signal processingcangputer vision, and nally delivering a
possible solution for WMSN scenarios.

Another area which has been covered by our work is related &al world testbeds, that represent
an important step to Il the gap between theory and practiceln such way, hardware and software
platforms suitable for WMSNs have been de ned and used foe implementation of a real monitoring
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application in the context of intelligent transportation ystems. The case study consists of a WMSN
for parking lot and traf c ow monitoring deployed at the airport of Pisa, counting more than 15
camera-based sensors.

1.2. Local Processing

Since the introduction of WSNs, researchers started exjihg the computation capabilities of the
sensor nodes to obtain “smart” sensing behaviours. Whileegting the limitations introduced by a
centralized architecture, the rst research efforts havedn focused on node local processing, involving
competences from the networking and data processing redeaglds. With the advent of multimedia
sensors, those efforts that have been renewed, attractirigrest from other research elds such as
multimedia signal processing and computer vision.

1.2.1. Data mining: compression, aggregation and fusion. In order to reduce the amount of data
of a sensor's raw measurements, and consequently miningzime communication cost, several tech-
niques have been proposed. They can be classi ed in threenntaitegories:data compressipaata
aggregatiomnddata fusiorf MRX08]. The basic idea behind them is to reduce or remove some redun-
dant information to avoid communicating data which are notseential for the system. As a matter of
fact, sensors networks are characterized by an high densitgensors, meaning that a certain environ-
ment is generally observed by more than a sensor at the same tiThe result is that each network
has an intrinsic level of spatial correlation between thensers' measurements, which is exactly the
inspiration and the origin of all data mining techniqugMGTG11].

Data compressiorData compression is a class of techniques aiming at reduttiegsensor local
measurement before its transmissi§iyMG08, MRX08, AMCO7]. In other words, raw sensor mea-
surements are processed on-site in order to produce a morapaxt representation thereof. Such
processing might yield a loss of information with respect tbe original data, in which case we refer
to lossy compressio®n the other hand, if it is possible to completely reconstctithe original data
from the processed (and transmitted) one, we referltssless compresdiechniques. In both cases,
compression techniques rely only on the correlation betwedata produced by the sensor itself, not
exploiting any inter-sensor correlation whatsoever. Inithsense we can classify these techniquesies
local processing approaches.

In the context of WMSNSs, data compression is generally asstd to the problem of multimedia
streaming. In such way, Misra et.dIMRX08] have presented an interesting classi cation of the appli-
cation components asoding paradigni compression technigqueéth a particular focus to the case of
vided image streaming.

Single-layer compression is the most adopted in literatushere JPEG is the most representative
technique. Several works have applied this technique faeaming of still images in WMSNs. Some
representative examples are:

Pekhteryev et al[ PSOB05, demonstrating the feasibility of JPEG and JPEG 2008099]
over an IEEE 802.15.4 networkK EE06];
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Chiasserini et al CM02], where a xed point Discrete Cosine Transform (DCT) is adoptl
to reduce the computation complexity with respect to the ding point on, enabling imple-
mentation of low-powered architectures;

Magli et al. [ MMMO3 ], where a change detection algorithm has been used for dfféial and
selective coding to reduce the amount of data to be transeitt

Multi-layer compression is generally based on the JPEG2DIB0D99] technique. In particular, the
wavelet decomposition that characterizes JPEG2000, islusecreate multi bit-streams that can be
transmitted using different paradigms. Some example oflaggtion are[ SPM96 YSV04].

Data aggregation and fusiobata aggregation exploits the redundancy of information teduce
the amount of transmitted bits. It refers to the capabilityfaodes to combine incoming data, possibly
with local data, in order to create smaller data represeigas that approximate the whole data set.
This is typically done using suppression functions such asmymax and average. Data fusion is used
to identify data aggregation mechanisms that are based gnadiprocessing techniques. The idea is use
the combination of incoming and local data to create a morecamte information, possibly reducing
the amount of bytes required for its representation.

Both techniques aggregation and fusion exploit inter-sensorrelation. Processing is still per-
formed on a single node, however there is an implicit distuted (sensing) model. In this way, we
might consider data aggregatibfusion an evolution of compression towards distributed pressing.
Some relevant example of data processing techniques for \&/&is:

Yu et al.[ YGS* 04], where synopsis of sensor readings are distributed, fusetira-collected
to implement a data aggregatiofusion framework applicable to any network topology; the
algorithm is known to be robust with respect to single-nodaifure while addressing energy
issues;

Shrivastava et aSBAS04, where nodes with signi cant values are organized in a ttde-
structure called g-digest (Quantile digest), i.e. the gedit encodes information about the
distribution of sensor values; the algorithm is known to hawgood trade-off between memo-
ry/ power and error.

1.2.2. Signal processing: computer vision.Data mining techniques are generally meant to operate
on simple scalar information that can be directly produceg bensors (i.e. raw data) or by some local
processing algorithm (e.g. Itering, fusion). The latterase is more crucial when dealing with WM-
SNs, since images are complex raw data that potentially eamtseveral types of information. It is
therefore necessary to extract a relevant subset of thogermation with respect to the problem at
hand (application-dependent). Such extraction procegadslly involves the rst stages of the vision
pipeline, from acquisition to feature extraction. Depenalj on the level of autonomy of the node, also
detectiord segmentation and decision-making steps might be perfordoedlly. In the following, some
of the most relevant efforts from literature are presented.

Foreground detectiorExtracting foreground is fundamental to nearly any other nguter vision
technique[ GWO08] In case of video sequences, detection of moving foregroubgects is based on a
technique known as background subtraction. Basically,énframe correlation is exploited to distin-
guish pixels that are changing from one frame the other, ifereground moving objects, from pixels
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that do not change, i.e. background. The rational of this tedque is to create a model of the back-

FIGURE 2. Example of background subtraction with nal thresholdig applied to
generate a binary image.

ground image and to subtract the current frame in order to hiight pixels that have changed with
respect to the background. However, in actual scenarios baekground itself is subject to changes in
time, although with different dynamics than the foregroundbjects. For this reason, actual implemen-
tations of the technique require background update mectems, ranging from static background to
complex statistical modelling.

Due to the limitations imposed by low-computation architeéares, new light-weight algorithms
have been studied for ef cient foreground detection. Twaogsii cant contribution in such a way are:

Casares and VelipasalgtV09], where a light-weight algorithm is to distinguiskalientfore-
ground motion from non- salient background motion based omé reliability of a pixel's
location, and by incorporating information from neighbonng pixel locations into decision
making. The proposed background model reduces the amountlafa stored per pixel when
compared with other state-of-the-art approaches; backgrd pixels are selectively updated
with an adaptive rate, thus minimizing the number of operains.

Tessens et a[TMP* 09, where an even lighter approach, based on horizontal andtiezd
scan lineds adopted to ef ciently approximate foreground pixels ingy background update.

In [TMP™*09], the basic idea is to reduce the number of operations and thenmary occupancy for
foreground detection by limiting the processing to horizdal and vertical scan lines. The algorithm ef-
fectively allows to obtain from the scan lines the boundingk of the moving objects, a feature used in
a wide range of applications. Figure 3 shows an example tgkam the authors' work where scan lines
are used for foreground approximation. There are, howevergnarios in which the algorithm does not
operate correctly, unless a proper partitioning of the imags considered (e.g. Figure 4). The scan lines
are obtained as Radon transform along the two directions. é&flbackground models the value assumed
by a scan line pixel in the absence of movement. The authorsvela decomposition, along the two
scan lines, of a classic 2D background update techniquedbaseombination of long- and short-term
background models. Experiments show how the scan line medtfairly approximate the behavior of
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FIGURE 3. Example of the approach by Tessens e{dIMP * 09] based orscan lines
correct bounding-box foreground approximation.

.
A

FIGURE 4. Example of the approach by Tessens e{dIMP * 09] based orscan lines
incorrect bounding-box foreground approximation.

the full 2D algorithm, outperforming with respect to the stéc background case. The scan lines ap-
proach represents the best trade off between reduced comfio power and ef cient approximation.
Foreground detection on full (2D) images is very expensivemmory-wise. Performing the detection on
areduced version of the image alleviates the memory prohlémreground detection on a sub-sampled
image requires less arithmetic operations than the scaadimethod, as soon as the sub-sampling factor
exceeds two. However, to keep memory needs as low as for tlandime approximation method, the
sub-sampling factor needs to be higher than 8 forimagesz# 830 306 and even higher for increasing
image sizes.

Decision-makingOne of the highest level of autonomy of sensor node is reachéten local pro-
cessing aims at “extracting” decisions out of the observeeng, rather than just features. In other
words, almost the entire overall (distributed) logic is lalty implemented on each node, leaving just
general supervisory logic at the global scope. Two relevaramples of such systems are:

Teixeira and SawvidesTS0§, where an approach is proposed for people counting and lecal
ization in indoor scenario, based on size and movement infation. The problem is sim-
pli ed by two main assumptions on environment and deployména) people are assumed to
be moving; b) cameras are placed on the ceiling (facing gliitadlown) and xing the ceiling
height the size of the person lies in prede ned ranges. A nastihistogram is constructed
from frame-differenced images and used to derive the discperson locations (histogram
peaks) which best t the moving pixels. The authors provedetfeasibility of their approach
through experiments, showing a deployment of a simple netikavith non-overlapping FOV
cameras where each node reports the person-count to an ggtjun base station.
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Chitnis etal.[CCM * 12], where processing on degenerated 1D images is exploite@tfmpm

an ef cient counting algorithm in a distributed visual sumrillance scenario.
The idea of thdine sensoproposed inf CCM * 12] is to detect moving object crossing a particular hor-
izontal (or vertical) line in the image plane (e.g. see Fig%). Image acquisition and processing along a
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FIGURE 5. The idea of theline sensoby Chitnis et al. [CCM * 12]; Vertical line
sampling over time allows reconstruction of moving objects

single line result much more ef cient than the 2D case. Withis approach, state-of-the-art algorithm
can be applied almost directly to the 1D image, without reqirig further approximation. For instance,
the authors show how the line sensor can be combined with bgabkund subtraction techniques to ex-
tract the foreground objects. Figure 6 shows a sequence tivee of vertical background lines. The
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FIGURE 6. The idea of thdine sensdpy Chitnis etal.[CCM * 12]; vertically sampled
background lines.

authors show the effectiveness of their approach in a trahwonitoring scenario presenting two type
of applications. In the rst case they focus on traf c ow mesurement, where basically a single line
sensor node is used to count the number of vehicles passing @iven road section. In this case the
application executes locally on the node. In the second caskstributed level of processing is used to
make a speed measurement of the vehicles passing by. In dsis,¢wo line sensors are coordinated by
a base station to accomplish the task.

1.3. Distributed Processing

Although the improvement of local processing capabilitiés a key enabling factor for WMSNSs,
the frontier of the research is represented by the actualdisited processing. In the following, some
of the main challenges towards the de nition of distributecomputer vision algorithms are identi ed.
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1.3.1. Camera Relationship Discovery. One of the main prerogative of WMSNSs is self con gura-
tion. In case of camera networks, the main aspect to be adskdsis the discovery of relationships
between cameras. While for non-line-of-sight sensors ssshe is generally limited to a localization
problem, assuming that sensor are related by proximity, iase of cameras the relationship has to be
derived from the sensor measurements. In particular, fandiof-sight sensors, such as cameras, the
problem is to identify the subset of cameras with overlapgjrField Of View (FOV) and, possibly, to
identify the overlapping regions in the image plane of thencara.

FOV lines. The concept of FOV lines has been introduced rst byKS03 and further extended
by [VSC* 08]. The idea is that camera extrinsic parameters, necessanyap pixels in the image plane
into points in the observed scene, are supposed to be knowm.this way, an object detected in the
image can be associated to a position in the real word cooati#s. The authors propose a mechanism
to automatically detect the boundaries of a camera's FOVanthe image plane of another camera.
Assuming that objects move one a ground plane in the scenis iiequivalent to determining a line on
such ground plane.

Localization and Calibration.In some cases, the camera extrinsic parameter might be umkmo
i.e. calibration is necessary. I[[BsLS0§ the authors propose a solution to localize cameras and re-
construct their parameters. The idea is to use a LED for théugephase of the camera network. Each
camera is associated with a unique ID. When the system is goimbe con gured, each node produces
a modulated signal with its LED that encodes the node ID. Ali¢ cameras that can observe this signals
can reconstruct the position of the transmitting node in tirdmage planes. Combining observation of
different nodes, at least three, the position can be deterad also in the real word coordinate (through
triangulation). In this way, the calibration of the cameragpameters might be performed.

1.3.2. Clustering. Clusteris a term that can assume different meanings depending onrésearch
elds it is associated. In networking, it can be used to idégta subset of node that communicate in
a speci ¢ region of the network, typically nodes in a singhep range. For instance this is the case of
a cluster-tree topology where the leaves of the tree are gof nodes connected to the rest of the
network by a gateway node (generally called cluster-hedlg; gateway nodes are organized in a tree
(hierarchical topology). In this context we can say that tdter” has a physical meaning.

The word cluster can be also used to specify logic identitiesparticular the nodes can be grouped
together on the basis of some relationship among themselves sensors with dependent measure-
ments such as cameras with overlappimgn-overlapping FOV or proximity sensor that are in the
same region of the target. It is worth noticing that logicahd physical cluster could not match each
other. For instance two cameras looking at the same targatldde far enough to use a multi-hop link
to communicate.

Clustering is a technique used to cope with growth in the nurabof nodes] GGGAQ07,SSC09.
The idea is to limit the heavier part of the communication whin the boundaries of a sub-set of nodes,
the cluster. In order to have an effective solution, nodeg dypically organized in single-hop clusters.
Cluster might have aleader responsible for the intra-cligprocessing anfcor communication. Cluster
might interact with some boundary nodes to collaborate atéhevel of the whole network. In camera
networks it is desirable to group the nodes on the basis of tieéationship between their FOVs. But
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this has an important drawback. Differently than classic WS, camera nodes with overlapping FOV
might not be in single-hop communication rangeMP09], leading again to the problem of scalability.

Static overlapping FOV based clustérsolution proposed in[ GGGAQ7] is to statically create
clusters of cameras with overlapping FOVSs, i.e. any two caanot in the same cluster shall not have
overlapping FOVs. The condition is realistic for indoor sweillance scenarios (e.g. hallways, rooms).

Dynamic FOV based (single-hop) clusterfMP09] the authors solve the problem of multi-hop
overlapping FOV based clusters by de ning a dynamic algdwin that creates multiple single-hop clus-
ter based on overlapping FOV. The proposed approach take®iaccount cluster formation (with
cluster-head election), cluster propagation (i.e. dynamianagement of membership and new cluster-
head selection), clusters coalescence and non-coaldaténgollaboration.

Hierarchical organizationln [ SHRO5] the authors proposed a hierarchical network organization.
The idea is to dynamically create groups of nodes tracking tame target. A second layer of hierarchy
is created within each group, in particular the nodes of thanse group are organized in cliques of
independent measurements, i.e. all the nodes of a cligue® lcarrelated measurements. Within the
cligue a broadcast protocol is proposed to send the raw measients to a master node which should
execute the tracking algorithm. The inter-cliques commuaition is based on a peer-to-peer protocol
with some ARQ technique; the tracking algorithm is basicgltiesigned at clique level rather than node
level, i.e. the algorithm interactions take place only beden clique master nodes.

1.3.3. Camera Selection.Sensor scheduling is a technique used for two main reasore saergy and
obtain the best application performance. It is easy to und&nd how the usage of idle period has an
impact in the reduction of the energy consumption of a sensbut the sensor scheduling can be also
useful in terms of application performance. A sensor could belected for measurement because the
information it could provide are more important for the proessing algorithm with respect to other
sensors. From the other hand, sensor that do not have intéregsinformation to report might be left

in an idle state.

In case of cameras, the sensor scheduling problem is knowoaasera selectiorGiven a set of
cameras, with overlapping FOV, observing the same targéte tamera selectigoroblem is that of
picking out the best sub-set of cameras to carry out the tashand, e.g. tracking a moving target.

An approach proposed if GGGAOQ7], relies on the fact that the set of selectable nodes is known
a priori. The set of node is a cluster. They propose to selenealuster-head at a time on the basis of
some generic features extracted by the cluster-members$thil features are sent towards the cluster-
head which is in charge of selecting the next cluster-heade Rctual processing is then performed
locally only by the cluster head.

The problem of camera selection can be modeled using the gédmery as a multi-player and
negotiation problem[SSC09. The global utility specify the capability to track all theargets in the
surveillance area. The maximization of the global utilitg indirectly obtained by maximizing the local
(of each node) utility functions.

1.3.4. Multi-Camera Tracking. Working with multiple view of the same object allows to impree
the performance of algorithms designed for single view. Tteelundancy of information can be used to
solve occlusion problems and to combine multiple images totain more accurate results. However,
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some problems have to be considered to fully exploit the potility of multi-view processing. Among
others, target labelling and hand-off are recalled hereit@an idea of such issues.

Target Consistent Labellingsiven a set of cameras with overlapping FOVs and assuming thare
than one target can be seen by those camera, the problem gfgiaconsistent labelling is that of keeping
consistency in the target identity across the cameras.

One of the most common approach is based on the fact that theneaas can measure the position
of target on a reference ground plane, i.e. common referecgerdinate system. Itis therefore possible
to simply assess the identity of the target seen by two diffiet cameras by matching, up to a tolerance
range, the positions on the ground plarjé&S03 VSC* 08].

If color based tracking system are used, e.g. CamShift, arcolodel of the target is usually re-
quired. This model might be exchanged between two camerasedfy the identity of the detected
targets. This approach has been used @KR * 07]

Target Hand-Off.It is a process that carried out when a target is leaving a aa'sd=OV and is
entering another camera's, with the purpose of maintaininige consistency on the identity of the
target to possibly reuse the past tracking information.

A possible solution is to adopt a proactive scheme. The deation nodes are informed about the
new target entering their FOV by the source nodes. This can éene using an explicit addressing
approach as iiGGGAOQ7], but can be done also with implicit addressing (e.g. broagtcaver-hearing)
as in[ SSC09.

Another possibility is to use a reactive scheme. The dedtiioa nodes request information to the
source nodes when a new target appear in their FOV. Even irstbase the communication can be with
explicit [WVC10] or implicit addressind MP09].






CHAPTER 2

Application-Aware Quality Of Service

HE expression Quality of Service (QoS) is historically us@dthe computer networking eld
T to identify algorithms and techniques for resource resetiga control. Supporting different user
classes is a typical prerogative of QoS, where users (oriepibns) are allowed to transmit information
with different priorities. Another prerogative of QoS-basd system is to provide a certain level of
performance to data ows: minimum bit-rate, maximum jitterminimum end-to-end delay, and so on.

However, some considerations should be made when dealinhWwVMSNs. One of the most
signi cant difference between such networks and traditiahcomputer networks is thgpurpose WM-
SNs are meant to be pervasive networks tightly coupled withet environment in which they operate,
requiring a design of each component of the overall systerommunication, on-board (local) logic
and distributed logic. On the contrary, traditional netwdks are meant to be generic, essentially en-
abling communication for any type of application built on tp of them. In other words, if traditional
networks can be intended ageneral purposetworks, WMSNSs are rathespeci ¢ purposmes.

Motivated by this observation, a reconsideration of the coept of Quality of Service for WMSNs
is necessary. In the same way we are used to think of WMSNs aswthole distributed systems, a
more appropriate de nition should consideguality as a matter of the overall distributed application,
therefore de ning the new domain ofApplication-AwareQos.

2.1. Background

The problem of QoS can be addressed at different layers of tB&/ OSI communication stack.
The survey on streaming for WMSNs byMRX08] discusses some of the most recent techniques to
enforce QoS: at network (NET) layer, at the Medium Access Col (MAC) layer and through cross-
layer optimizations.

2.1.1. Bandwidth Allocation. Bandwidth management represents one of the main approathes-
force QoS in terms of performance guaranteeing. In our workewocused on the bandwidth manage-
ment technique which is commonly known as dynamic bandwidilocation (or bandwidth reserva-
tion). This problem can be simply formulated for WMSNs as thaf a set of nodes competing to use a
shared resource (bandwidth) where a scheduling policyo@dtion) needs to be accomodated to satisfy
time requirements associated to the information (messagash node wants to transmjtCPLL09]. In
other words, the network protocol is responsible to providémelinesso end-to-end transmission com-
munication, trying to guarantee a maximum end-to-end deldyat a message can experience. Because
of the similarities with the operating-system problem of ¢& scheduling, the theory of (soft) real-time
systems perfectly applies to the aforementioned scenario.

17
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In wireless networks, uncontrolled concurrent transmissis result in collisions, packet losses, and
unbounded delays. Eventually, the performance of time-sitive applications, e.g. industrial automa-
tion, process control, distributed signal processing, lWdramatically decrease. Therefore, many MAC
and network protocols for WSNs have been proposed to disaiygld access to the medium.

The de-factstandard for WSNs, the IEEE 802.15[4EEQ6], provides as well a mechanism called
Guaranteed Time Slot (GTS) to enforce bandwidth managemedntparticular, a TDMA-based access
can be exploited to implement on top of the standard possiblendwidth allocation policies.

Contribution. The work presented in this Chapter faces the problem of apgation-aware band-
width allocation for IEEE 802.15.4 -based networks We stadnsidering the simple case of the star
topology as de ned by the beacon-enabled mode of the stadddesigning a bandwidth allocation al-
gorithm at the MAC layer. Thereafter we move to a higher levef abstraction, considering mechanism
for bandwidth allocation at the network layer. Following tle IEEE 802.15.4 standard speci cations, we
study the allocation problem in case of cluster-tree topgles.

Bandwith Allocation at Medium Access Control LayarWWSNs, the rst problem to solve is the
access policy to the shared medium. Solution based to Fregy®ivision Multiple Access (FDMA) or
Code Division Multiple Access (CDMA) are dif cult to be impemented for resource-constrained node
such as those typically used in WSNs. Most of the real-wordalementations of MAC layers for WSNs
refers to the family of Carrier Sense Multiple Access (CSMA)me Division Multiple Access (TDMA)
or a hybrid CSMA/ TDMA solutions. Seg BDWL10] for a survey on the recent development in MAC
protocols for WSNs.

One of the approach used in literature for bandwidth allogah in WSNs is based on prioritized
CSMA. The idea is that, given a parametric CSMA algorithmsiparameters can be set according to the
priority (importance) of the packets. The problem of this sations is that they work properly under
low traf ¢ assumptions and cannot provide guarantees inttes of minimum end-to-end delay.

Using TDMA to enforce bandwidth allocation is probably the a&siest approach for single-hop
communication. The most common implementations are based centralized time-slot scheduling
where the network is, generally, organized as sfghRSP06 KAT06,HPH08 ,NYMO08,NMS™ 10]. In
this case a central node, typically called coordinator ouster head, acts as scheduler of the access to
the channel (assigning time-slot to the nodes) and as cloakster to keep the node synchronized. The
other nodes can request bandwidth to the coordinator, sgeirig different prioriy indexes that can be
used to accomodate an optimal allocations.

Another approach to TDMA is based on distributed schedulirgjgorithms [CHTCO7]. In this
case there is no central node in charge of scheduling the badth, but the network is created in a way
that each node run the same scheduling algorithm that prodtice same results. This can be considered
as a consensus algorithm to obtain the same schedule on elhtides.

Bandwith Allocation at Network LayerAlthough a lot of literature has been produced about rout-
ing protocols for WSNs (se@AYO05] for a survey), the enforcement of real-time guarantees od-¢o
end delay is still an active research eld.

Many solutions for multi-hop communication are based on ctamtion access mechanism. The
problem is that the utilization obtained with this kind of séution are very low. It has been shown by
Li et.al. [LBD *01] that in case of a line and a grid of nodes the end-to-end thifmugs is respectively
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1=8 and £24 of the link throughput. Moreover, it is not possible to preide guarantees on the end-to-
end delay.

The problem has been shown to be NP-Hard even with simpli edules for bandwidth reser-
vation [AGIJMO04]. Most of the existing solutions make use of approximationaded on heuristics
[TXC05,SCCC06,2C02,Row08].

2.1.2. The IEEE 802.15.4 standardAlthough almost ten years of research has been carried out in
the eld of WSNs, with several proposals for MAC and routingqotocols, the development of standard
protocols has been relatively slow. Up to date, the IEEE 802.4, whose rationals are closer to the
original concept of WSNs, is thele-factatandard in the eld. It has originally been presented in 200
and further reviewed in 20061EE06]. A lot of literature, particularly related to real world apfication,
has been developed in the last years around the IEEE 802.4taAddard. Almost all the hardware
equipments (motes) currently used in actual deployment&é@SNs use the IEEE 802.15.4 speci cation.

The standard is the of cial speci cation of the IEEE Socieffpr the Low-Rate Wireless Personal
Area Network (LR-WPAN). The speci cation is de ned up to theMAC sub-layer of the second layer of
the ISO/ OSI communication stack. Therefore, only the Physical Layevhich speci es operating fre-
quencies and digital modulations, and the Medium Access €olnare covered by the standard. Other
components, such as Logical link control (LLC) and multi-pocommunications (routing protocols)
are out of its scope. The most popular extension of the startias ZigBee an alliance of industrial
companies that specify the upper layer of a protocol stacksbd on the IEEE 802.15.4.

The MAC sub-layer of the IEEE 802.15.4 supports two operati@ modes:

(1) the non beacon-enabled (beacon-lessiode, in which the MAC is simply ruled by a non-
slotted Carrier Sense Multiple Access with Collision Avoéshce (CSMA-CA);

(2) thebeacon-enabledode, where both a slotted CSMA-CA and a (TDMA) policies careb
applied according the speci cation of a special control reage calletieacon

The rst mode allows the creation of meshed topologies, wiges peer-to-peer relationship is estab-
lished among the nodes of the network. Each node can directynmunicate with any other node in
its radio range, using the contention mechanism speci edtbyg unslotted CSMA-CA. This operation
mode is the one adopted by the speci cation of the ZigBee conmication stack.

More interesting for time-constrained application is thesond operational mode where nodes
are con gured in a star topology. The central node is calledlR? Coordinatorand is responsible for:
controlling the association of other nodes to the star; symonizing the associated nodes; coordinating
the transmission through the beacon message. The nodesisd to a Coordinator are calleénd
devicesAny communication in beacon-enabled takes place accogdima global time-slot speci cation
calledsuperframedepicted in Figure 1.

The superframe structure is de ned by the content of beacoressage. This message is sent by the
Coordinator at the beginning of the superframe, while all &other nodes are expected to be in receiving
mode. The Superframe Duration (SD) is calculated from thep8tframe Order (SO) parameter which
is included in the beacon. The next beacon message, which staat a new superframe, is expected to
be sent after Beacon Interval (Bl) from the last receiveddmea The Bl is calculated from the Beacon
Order (BO) parameter which is included in the beacon message



20 2. APPLICATION-AWARE QUALITY OF SERVICE

Active Period

Beacon Inactive
GTS1 GTS2 I Period

Contention i Contention |

1 Access | Free !

! Period | Period ! !

- (CAP) IO

Beacon Interval (BI)

FIGURE 1. Superframe Structure in the IEEE 802.15.4 standard.

The duration of the superframe is further divided in 16 eqlakized time-slots, irrespective of the
SD value, i.e. changing the SD changes the duration of thgl&itime slot. At this point the standard
allows two adopt two possible medium access policies:

the Contention Access Peri@AP) represent the rst part of the superframe time-sloti,is
ruled by a slotted CSMA-CA and its presence in the superfraimenandatory (at least 7 time
slots);

the Contention Free PeridCFP) is an optional set of time-slots that follows immedéy after
the CAP and is ruled by a TDMA, the time-slots in the CFP are algalledGuaranteed Time
Slot§GTSSs).

While the CAP is generally used for best-effort communicati, the CFP allows to realize more ef-
fective communication for time-sensitive applications.h&€ CSMA-CA used in the CAP loses perfor-
mance as the number of nodes increases, since more contentee likely to happen. Moreover, the
random components of the back-off algorithm of the CSMA-CAas not allow to de ne a maximum
end-to-end delay that a packet might experience. On the cany, GTSs are more predictable, per-
mitting, in principle, time-bounded transactions for timeensitive applications. Although the nature
of the wireless channel introduces several sources of iadatnation so that is not possible to provide
absolute guarantees for any transmission, the TDMA stillpresents a valid solution for the class of
applications requiring soft real-time constraints. All iall, the GTS mechanism can be seen as an actual
tool provided to higher layers to implement bandwidth managent.

However some considerations have to be made regarding tlegea®f the GTSs. The IEEE 802.15.4
standard speci es a static mechanism for the allocationipplof the GTSs in the CFP. When a (asso-
ciated) node wants to transmit (or receive) data with reah¢ constraints, it requests the coordinator
to be assigned a GTSs in the next superframe(s). The nodeastglare processed by the Coordinator
which is in charge of allocating them to each node. The alltoa is then broadcasted in the next
beacon message(s). According to the standard, a GTS candilodated either when the device node
formulates an explicit request, or when the device does naika use of it for some time. A maximum
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of 7 descriptors for the GTSs is allowed. All in all, the polcfor GTS allocation proposed by the
standard result a bit inef cient in terms of responsivenemsd exibility.

2.2. Related works on IEEE 802.15.4

To better exploit the real-time features of the IEEE 802.45tandard, several bandwidth allocation
protocols have been proposed in literature. Some of the moaevant examples are presented in this
section.

Koubéa et al[KATCO08] have been rst authors proposing an algorithm for the IEEE 805.4
standard that would reuse its GTS mechanism to implement andgnic bandwidth allocation policy.
i-GAME enforces timeliness to the extent of the end-to-endlaly also referred to as messatgadline
An extension of the standard GTS request message is negessancapsulate the deadline and other
auxiliary information. A working simulation model existsallowing for early evaluation of generated
case studies.

The basic idea is to improve on bandwidth utilization by shiaig the same GTS among multi-
ple data ows instead exclusively allocating it to a givenda® The GTS is “shared” across different
superframes, in the sense that the same time slot is allec#bldifferent nodes for each subsequent
superframe. The Coordinator has to arrange a schedule tlagisses the deadline requirements of each
node, for instance following a Round Robin policy. The schel® can be updated by the Coordinator
upon arrival of new bandwidth request, each specifying thete and the deadline of the related data
ow. The bandwidth is assigned preserving the time requiremts of the already existing ows. In
other words, the bandwidth requests coming from the node®aerved following a First Come First
Served policy.

i-GAME performs reasonably well for time-driven systems h&re sensor nodes are expected
to periodically send information. This is the typical scena of classic monitoring applica-
tions, where simple scalar variable (e.g. temperature, iluosity) are periodically sampled and
transmitted to a sink node. New generation of WSNs are movitgwards an event-driven
paradigm, where sensor nodes are capable to acquire moreptmavariables (e.g. images,
sound), to take local decision about the importance of theqaged data and to select whether
and what time of information has to be transmitted. All in ali-GAME is more suitable
for network with a periodic traf ¢ model, thus implicitly assuming a time-driven system. Its
application to aperiodic or sporadic traf c models is not €fent because of the acceptance
policy (based on FCFS).

Low rate ows are eligible to remain unserved if activatede@uested) after high rate ones.
Suppose 7 high rate ows requests arrive at the PAN Coordinati-GAME allocates 7 GTS
to those 7 nodes letting eventual low rate requests be pegdorever.

Data ows are indistinguishable for what concerns the patkeformation content, being the
rate and the deadline the only parameters playing a role ie tdmission policy. In particular,
it is not possible to distinguish between essential packatsl packets that could be dropped
in case of congestion.

The authors of GSAINYMO08] have proposed an allocation policy to minimize the total nuper
of unallocated GTSs based on the Earliest Deadline First EE3cheduling algorithm[LL73]. An
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access control module runs on the coordinator and the algion accepts and possibly schedules a set
of transactions (data ows) according to their deadlines.S& is able to handle bursty, periodic and
aperiodic traf ¢ and is shown to perform better than FCFS-bad GTS allocation strategies. GSA tries
to smooth out the traf ¢ by distributing the GTSs of a transamn over as many beacon intervals as
possible while satisfying its time constraints. The algibmn is proven to be optimal, in the sense that
if a set of transactions is schedulable under EDF, it is aldoeslulable under GSA.

The proposed algorithm introduces signi cant improvementith respect to the iIGAME proposal.

The usage of an EDF-equivalent scheduling algorithm allawsachieve the best bandwidth
utilization. Although the formulation of iIGAME is general, it has only being implemented
in case of a Round Robin policy, which has a sub-optimal baridth utilization.

GSA supports aperiodic traf c model, enabling the reactiyaradigm of event-driven WSN
applications.

However, the lack of application-awareness is still prolvlecommon to both the GSA and iIGAME
proposals. Data ows are once more indistinguishable eatheas, since the GSA admission control is
only based on deadline speci cations.

An other solution proposed in literature to perform dynamit®andwidth allocation on top of the
IEEE 802.15.4 is the Adaptive GTS Allocation (AGA)HPHO08]. The algorithm has been designed to
solve the starvation problem providing fairness and lowéaicy to ows. The Coordinator computes
the GTS schedule for the new beacon interval depending onltla@dwidth requests and traf ¢ priority
speci ed by end devices in the previous beacon interval.

AGA is not focused on real-time communication, since it aais ordinary network metrics such
as fairness and average latency. Data ow differentiatisrout of the AGA proposal scope too.

2.3. Application Scenario

As application-driven networks, WSNs may require high dataliability to maintain detection
and response capabilities. Sensor nodes are typicallyctaffieby high failure rates so that a certain
level of redundancy is required to the network to enforce rability in the measurements. Moreover,
redundant observations (or observing sensor nodes) mighpriove the statistical con dence in the
measurement, as detailed by Pagano et al.[RPL0O9Y. If on one hand sensor nodes redundancy
enforces reliabilityf WLR * 07], on the other hand it increases the probability of network cgestion.

In an overloaded network, important services cannot be gaateed anymore unless proper scheduling
strategies are applied to differentiate upon the data ows the basis of their content. If this problem
might be negligible for some rst generation simple-scatetworks, it becomes dramatically important
for the new generation of WMSNSs, where higher volumes of dadtave to be managed.

In this work we consider a general application scenario apideed in Figure 2. A WSN is used for
monitoring a set ofobservable variablés,, ..., X, g, which can reside in a range that goes from simple
scalar data (e.g. temperature), to images in a video scameofie with the unreliability of typical low-
cost sensor nodes, each variable can be monitored by more three node. In the gure, four identical
nodes are observing variablg, three identical nodes monitor variablg,, and so on.

We considestartopologies, wheréN End Devices (EDs) are directly connected to the Coordinator
via single hop routes. An ED can send data messages to the @@oator upon event detection. A
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FIGURE 2. Architecture of a WSN monitoring four observables.

messageonsists of one or more MAC data frames, and is associateth @itime constraint (deadline).
We denote by ow a sequence of messages of the same type.

The network bandwidth is the resource shared among the nodesnpeting to send data, much
like the CPU is shared among tasks. If we logically associates to tasks and messages to jobs, our
bandwidth allocation strategy can be analytically studietaking use of the real-time theory developed
for scheduling systems. We adopt the real-time jargon andkenase of the symbols de ned in Table 1.

thei-th data ow

= f . the set of all the ows in the system
message size, in bytes.

The j-th instance (message or job) of theh ow.

period or minimum inter-arrival time between two messagettbe i-th ow.

the ow relative deadline.

message activation time.

d.=a

1]

O| &' O] A~ Ol

)
+
O

message absolute deadline.

]
J(t)=fJ ;9 || The setof all the active messages in the network at the titme
TABLE 1. List of Symbols

Some information must be collected by the star Coordinatan brder to accommodate a feasible
schedule of the ows. In particular, each data ow;, periodic or sporadic, is described by:

the worst-case size (in byte§)i of its messages;

the relative deadlineﬁi, which represents the maximum transmission delay that a ssge
can experience before loosing its validity;

the period (or the minimum inter-arrival time)?i between two consecutive messages.

Let = f ;gbethe setofall owsinthe system, and I&t; denote thej-th instance (ojob) of a message
of thei-th ow.
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To reconstruct an event it is necessary to aggregate theirggdof the nodes looking at the same
event from complementary perspectives. We call these pecsipesobservablesVe classify the infor-
mation needed to reconstruct an event in the independent set

= X X %< O,

with K being the number of observables so th&t N. An observable measure is encoded in a message
and transmitted by one or more ows. Therefore, we partitiothe ow set according to , as

= f 4 2o kO

where | = f i"g is the set of the ows that carry data for the observable We call *k” the type of
the ow. Note that, from the formal properties of the partition, = = f ;gisthe set of all the ows
in the system. Lel_ly\/k be the cardinality of subset ,, i.e. the number of ows that carry information
on X, with N = ij. All ows 2 | areequivalentin the sense that they carry semantically
equivalent information (although the actual values of theemsurements can be different). Thus, we

assume that all ows belonging to the same subsgthave the same paramete(rfk, Bk, Ek).

Note that failure rate (generally high in WSN technology) isot the only reason to generatev,
independent readings of the same variable. The estimata@roéxperimental observable, is a random
variable affected by statistical uncertainty,. Providing a set ofw, independent measurements fa,
permits to estimate it through the arithmetic mear, with an error of k:p W,. Of course, increasing
the level of redundancy imposes to lIter the transmissiongeests introducing an admission control
based on the packet content as it is discussed in the next@et

2.4. Application-Aware Bandwidth Allocation (MAC layer)

We want to address the problem of dynamic bandwidth alloaatiin the aforementioned scenario,
proposing the Bandwidth Allocation for Content based and ®@text Aware Real-time ApplicaTion
(BACCARAT) protocol [NMS™ 10]. The algorithm we proposed provides application-aware Q&®-
forcing timelinessvhile preserving the performance of the overall monitoringpplication. A general
mechanism for application-aware data ow differentiatiois proposed together with a possible imple-
mentation on top of the IEEE 802.15.4 standard. The proposguproach approach is suited to follow
different strategies customized to speci c event signa&siand arrival rates. But more importantly, our
approach is explicitly designed to address the network cestion due to the redundancy of informa-
tion in the system. The basic idea of BACCARAT is to reserve artain amount of bandwidth for
(off-line) guaranteed traf c. Mandatory information are eant to be scheduled as part of this traf-
c class. The remaining part of the bandwidth is used to ent@nthe performance of the system by
purposely selecting data ows to be transmitted and discedd

The main problem in WSN is that the total available bandwidtimay not be enough to support
transmission of all messages within a given period. Howewee could dynamically reduce the redun-
dancy level for some observables in a controlled manner, l@lguaranteeing a certain con dential level
on the measurement.

For every ow partition ,, we de ne WE as the minimum number of ows of typek (k- ows)
required by the Coordinator in order to guarantee the con dee level of the measurement. Lelf
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« be any subset OWE elements of . Since all ows belonging to , have the same parameters, all
possible subsets of, with the same cardinality are equivalent, we can choose ang of them during
the off-line schedulability analysis.

We denote as g, the guaranteed subs#te union of all ‘k3 The off-line analysis, which will be
described later on, checks that all ows ing can be safely admitted into the system. We denote as
residual subseg = n .

In event-driven communications, the EDs can trigger a traction asynchronously following the
readings of their sensors. Since the bandwidth allocatisréntrally managed by the network Coordi-
nator, it is reasonable to collapse the distributed systemoia “virtual” centralized system where the
available bandwidth is represented byatual processorThis permits to study bandwidth allocation
as a uniprocessor scheduling problem.

The communication protocol is based on service data frameledrequestdVe identify two types

of requests:

ow requestused to declare the presence of a new ow in the network;

job requestised to announce that a new job (a message) is ready on theoHi® transmitted.
Both ow and job requests are used to transfer informatiordim EDs to the Coordinator. In our model,
we assume that the length of the requests are negligible cameg with the actual message content, so
that we may suppose that all of them reach the Coordinator Wit null or negligible delay.

The BACCARAT algorithm is composed by: an off-line phase, veihe node association is per-
formed; and on-line phase were the bandwidth is actuallyoalited for message transmission. The
association and transmission stages are respectivelydb@seow requests and job requests and are
described by Algorithms 1 and 2.

Algorithm 1 Association Handshaking Algorithm

1: A new node declares its ow; to the Coordinator;

2:if ;isnew (anewtype)andg[f ;gcan be guaranteeitien
3: Update ;= SI[f ;g

4: else

5. Update ;= ¢[f ;g

6: end if

Algorithm 2 Transmission Handshaking Algorithm

1: Ajob J; is ready to be transmitted by an ED sendintgeq ;;
2: The Coordinator schedules the messageaccording to its policy;
3: The node transmits thg ; when scheduled by the Coordinator.

During the start-up phaseassociatiostage) the Coordinator is in charge of parsing ow requests
and updating the 5 or  sets. At every association request the Coordinator carides an admission
test called Guaranteed Flow Admission (GFA) that veri es¢rschedulability of .

At the end of the association stage, the Coordinator listebs job requests and manages the func-
tional communication by scheduling messagésuismissiorstage). The acceptance test, called Message
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FIGURE 3. Virtual-time representation of the IEEE 802.15.4 Suparhe

Acceptance and Scheduling (MAS), is applied to schedulesagess based on the requests) ; received
at run-time. During this stage, if a new ow type requires gtantees, i.e. a new node is asking to join
the network, a further admission test must be run in backgnod.

We model the Coordinator as a hierarchical schedul[évIFO2] with two servers managing the
transmission bandwidtt But97]. The high priority serverS;, manages the guaranteed bandwidip
associated to theg ow set. The low priority server S, uses the residual bandwidthlz = 1 Ug.
dispatches the message requegtg ; contained in an ordered queug, to schedule the] ; from EDs.
S, instead, dispatches from a different ordered quelyehe residual message requests. Both queues
J and ) are ordered following the ow classi cation and the messaggyuest arrival as described in
Section 2.4.1.

Furthermore, the two serverss; and S; need to interact one another in order to cope with the
dynamic condition of the system. Indeed, it can happen th&t has unused bandwidth tha, could
use to schedule its messages without jeopardizing the guaeal schedulability of 5 and its entries in

k-

2.4.1. Bandwidth allocation for IEEE 802.15.4 networks. The standard provides a slotted mode
that enables a TDMA based scheme to access the channel witt@rso-called Contention Free Period
(CFP). Every CFP is divided into at most 7 GTSs, each one spagrone or more slots. The standard
limits in time the maximum CFP width, setting a minimum durabn for the CAP. In other words, in
a given interval of time, only a certain portion is availabfer TDMA.

In this real-time analysis we discuss GTS allocation: toeeti®e mathematical formalism we apply
an axis transformation mapping the time slots into a compdeirtual time” as represented in Figure 3.
The virtual time is discretized to slots.
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To de ne this mapping, we need to convert ow attributes fronone representation to the other:

(T:1,D;,C) 7! (T;,D;,C) -
According to the speci cation of the standarflEE06] we denote by:
<TS> the duration of one time slot;
B the transmission bandwidth (measured in bits per second);
ifs(C;) theinterframe spacingFS);
<BI> the beacon interval.

The worst-case message size of a cﬁz,l can be mapped into the virtual time representation as:
2 3

C. 8, =
c = E—T+ 'fs(c"z as @
<TS

whereC; is expressed in number of slots.

The noti cation of a new instance of the ow is carried by theervice messageeq ; as described
in Algorithm 2. The request is received in the CAP by the Coondator. If the job is immediately
selected for transmission the Coordinator includes the appriate GTS descriptor in the next beacon
frame. Therefore, if a job is activated at tin® ;, the Coordinator can schedule itin the next CFP, let it
beg ;, as shown in Figure 3. However, the job absolute deadline s set considering this activation

offset. The relative deadlin®; , in the worst-case, is not greater tha®" , which is:

BYC =D, (2<BI>)
O - g B, empty(@i)z 2)

where D; is expressed in number of slots. Notice thakB1> is the largest value fo(g ; 3 ;); the
function empty(x) calculates the interval from time, ; to time x that cannot be used due to the inter-
ferences of CAPs and IDLEs:
i x B
X)= —— (<CAP._. >+ <|>)+ <>
empty( ) <B|> ( min )
where<C AP, ;> is the minimum duration of CAP and<lI> <IDLE>is the idle time. Notice that
the time needed to transmit a beacon is part< AP, ,>.
Finally, the ow period can be transformed with the simple fonula below:

Tingi emDW(Ti)z 3)
<TS

In the IEEE 802.15.4 standard, an important problem is podgdthe maximum number of the
GTS descriptors in the beacon, equal to 7. We can allocateag tlifferent ows in a CFP so that an
application cannot get more than 7 different ows in a Supeaime, although some residual bandwidth
is available. We denote this effect as tlogv-capeffect.
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THEOREM 2.4.1.Let C = fC,,C,,...,Cgbe the set of sorted ows computation times, where C
C,,8i 2[1,N 1]. Let<CF P>be the number of TS in the CFP interval in each Superframé. het
non-preemptive scheduling algorithm for the ows requests cient condition for avoiding the ow-cap
effectis that:

X6

1+ C

i <CFP>
i=1

PROOF. A Superframe can accommodate at most 7 different ows$C,,...,C,gis the subset
of the 7 ows with the lowest computation time among all the pssible subsets of 7 ows of =
fC,,C,,...,Cy0 The worst case for a Superframe allocation (the minimum nbars of slots allocated)
is obtained consideringC,, ...,C,g whereC, has not been completed in the previous Superframe and
requires 1 more slot from the actual S[gperframe. This way dB€S is used for 1 slot only. In the worst
case the total computation time is 4 ?zlci. If it is bigger than the available TSs in a Superframe
<CF P>, the ow-cap effect cannot happen. If the ow-cap effect de@ot appear with the application
worst case then the application is totally unaffected, whidemonstrates the theorem.

The GFA test is necessary to to guarantee that the set gf ows can always receive enough band-
width to meet the real-time requirements. This schedulabyjiltest acts as an admission control: every
time anew ow ; wants to join the system, a new instance of the test is exedu/e apply the EDF
scheduling policy to assign the bandwidth to the messagessiering theUtilization Criterion (UC)
and theProcessor Demand Criteri¢ldDC) [ But97]. Nevertheless our test might be easily extended to
different scheduling algorithms.

Every ow is denoted by a set of parameters (Ei ,Bi ,?i) and the partition | it belongs to.
As initial step, the ow parameters are translated into thertual time-slot representation, obtaining
C;,D;,T,, de ned in Equations (1)-(3). If there are alreavl;f ows in the system for ,, then the new

ow does not need to be guaranteed and will be added tg. If the minimum number of guaranteed
ows WkG has not been reached yet, Algorithm 3 (GFA) is executed, ands eventually added to 5.

Given anew ow ; the GFAveriesif 5= ;[ °G|d is schedulable. The test starts with the

necessary condition (UC):

X
Ug =

=0
H

i=1 i

If it fails, ; is rejected (not enough bandwidth), the test returns and thgstem continues to work
with the previous ow set ¢ = 2% otherwise it tries the suf cient UC to the most general cagéth
D T :

1 [
X,

— 1
i=1 Di

If this test succeeds, the ow is accepted, otherwise the PB@pplied. Whereas the latter succeeds,
¢ is schedulable.
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Algorithm 3 GFA: admission test for new incoming ows.

1: if (UC algorithm) |N1°T' > 1then
Reject request

2

3 Exit test

4: end if P

5: if (UC algorithm)- N:1% 1then
6 Accept requesk

7 MG = iN:17 Ts

8: else

9 if (PDC with total utilization)- P DC(2) failsthen
10: Reject request

11: Exit test

12:  else
13: Accept request
14: Ug =
15: endif
16: end if

17: while PDC(&G) succeedlo
18 U,=¥, U

19: end while

20: SetJg to the last successfMG.

We denote by resource supply bound function (sbf) and by derddound function (dbf)
sbf(t)=Ug t

X
dbf(t)= ‘+1  C,
8i: 2 ¢ !

where
D = fd,jd.isadeadliné d. minfH,L gg
whereH,L are calculated as

H=1lcm(T,,..,T,)
_ inzl(Ti DY,
U U
wheren is the number of ows in s, andUg is the re%)urce required to have a schedulable ow set

c- YetU is the actual 5 bandwidth occupation,U = Thus, the PDC[Bar03] states that
synchronous ows are schedulable if and only if

|lT

8t dbf(t) sbf(t).
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The goal of GFA is to prove the schedulability of 5 and to nd the “best” sbf that leaves 4
schedulable. Bpesbound functionsb f (t) we intend:

sbf (t)= minfsbf(t)jdbf(t) sbf(t)g (4)

wheret is the considered time interval andb f (t) t. The optimal supply bound function found
allows to save as much resource as possible leavigchedulable. This is obtained using the PDC with
decreasing utilization until the rst failure. The iteratbn step is the equivalent utilization of &T S>,
computed as U = ﬁ where<CF P> is the CFP length in<T S>. Equation (4) converges to the
formof sbf = Uy t. Since the rst serverS;, receives a capacity equivalent ty, the next one,
S, gets the residual resource left by the rst serveb f(t) =t sbf(t) Uz t=(1 Ug) t,to
schedule the messages ig.

The complexity of the acceptance test is pseudo-polynomi@lich complexity is affordable since
the algorithm is worked out off-line.

So far we have de ned the mechanism used during the assariagiage by the Coordinator to
allocate the capacity for the two servers. We now describe thn-line mechanism used during the
transmission stage, i.e. how the two servers actually iaiets to schedule guaranteed and residual ows.

The MAS algorithm, executed on-line by the Coordinator, ctrmls the input message requests
and classi es them into guaranteed or residual. Figure 4whdow the service request messages are
classi ed according to their arrival time. Within a set of eivalent ows |, the message requests

Flows L= 10 k= fond 2o

a ¢ &1 ¢ &2 ¢ %3 _
b ¢ 81 . a} 82 ¢ &3 . _
SR S

5= fobi k= 1od 1k e A

FIGURE 4. Message assignment & or S; and their queuesl;, . Three ows,
a band ., ofthe same , and their messagels; have been considered.

arriving rst are selected to be the guaranteed ones, white tremaining ones become the residual.
Remember that all the messages i are equivalent.

The MAS algorithm can be divided into 2 sub algorithm#AASguaranteedhat schedules guaran-
teed messages, aWtASresidualthat schedules the residual messages and reclaims unesearce from
the high priority guaranteed serveg;. We de ne the guaranteed and residual capacities respelgtas
TS = dUg<CFPreandT = <CFP> T§;.

MASguaranteeance classi ed the messages, extracts the messagestreqoethe ordered queue
J;- The queue is ordered according to the relative deadlecarried by the message request. Once the
queue is emptied or the bandwidthl; is exhaustedViASguaranteeeinds and triggers the execution of
MASresidual
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If the serverS; empties the waiting queue before exhausting the reserved, Ti@en the remaining
TSs are given t&;:

TS=Ts+ T,

where T Sé is the number of remaining TSs in th&-th Superframe. If in the current Superframe all
the guaranteed jobs have been served, all$geserver bandwidth is reclaimed. The pending requests
for & are sorted using a priority based algorithm that takes intocaunt the group relevance and the
number of redundant messages already transmitmgj,.

The mechanism used to select the redundant messages depentti& speci ¢ application-level
requirements. Following the scenario discussed in Sec@dhiwe want to reduce the uncertainty of;
taking by averaging from a set of independent observatiorns.this case the priority assigned to the
j-th job to be scheduled is given by

Px.

_ i
p] ij+1|

while jobs with the same priority are ordered by deadline. dfl the observables have the same “intrin-
sic” priority ( Py = Pp). & job that belong to the group , with the minimum number of transmitted
copiesNXi is chosen from the pending set. These requests are serv&d bging the Superframe budget

(T S;) following the logic described in Algorithm 4.

Algorithm 4 MASresidual: acceptance test f8 dispatcher.

1: if S queue is emptyhen

2. Exit
3: end if
4: setthe index to the rst queued request
5: while (T & > 0) & (S; queue not emptydo
6: Compute the request nishing timef,
7: if f,>d then
8: Skip the request
9: else
10: Accept the request
11: Decrease th§, server budgetT ) by C,
12:  endif
13: if & queueis NOT emptythen
14: increase the indeix
15: endif
16: end while

Since the accepted requests will be executed in the next Sw@mee, no preemption can be made
by successive requests, hence they are sequentially ese@cuthen the nishing time f; of job i is
computed starting from the nishing time of the last accepdgob f; ;. This should take into account
the computation timeC; and the interference induced by the servgg. Denoting by f, the nishing
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time of the last guaranteed job, the following relation hadd
& ;
C T
f = f IR Ci + —_—
T
The algorithm can be implemented keeping ordered messagjs Bo that the servers picks the proper

message to be scheduled. The complexity of MA®If), wheren is the total number of messages to
the Coordinator. Due to its low complexity, such algorithm an be applied on-line.

TS

2.4.2. Performance evaluation. Hereby we discuss a set of tests to prove the effectiveneisedBAC-
CARAT approach in event reconstruction. We model a WSN comped by nodes observing the same
events. The topology is the star one and the communicatiorrgdigm is follows the beacon-enabled
mode of the IEEE 802.15.4 standard.

In the proposed case study event reconstruction dependst@reading of four independent vari-
ablesx,, X,, X3, X,; the output of this measurement process will be formally deted by the linear func-
tion:

f (X1, Xp1 X3, Xg)
f being unde ned if a minimal set of readings is not availabletiae Coordinator. Adopting our for-
malism we need at Ieasz\lkG reports K = 1,2, 3,4) for each observable.

We assume that sensor readings are affected by random eradiartiori also f is affected by sta-
tistical uncertainty. Therefore we de ne the variance dfas . A good estimator of ?is s’ calculated
through the mean value of the random variables in the statistical sample. The maximum accepted
value fors? is that of events reconstructed by the minimal set of readéng\n index of the measurement
accuracy can be de ned by:

S

whereg= 25+

We now de nze event reconstruction ef ciency' as the ratio between the number of completely
reconstructed events and the total number of events in theglation.

To keep track of ef ciency and accuracy at the same time, werdaine the previous metrics into
one single quality index de ned as:

Q="(5=<5>),
where< s*> is the average of for the reconstructed events.

We perform simulation studies comparing BACCARAT performeces in terms of reconstruction
ef ciency and measurement quality with two popular schednf algorithms: FCFS, as the simplest
and most used bandwidth allocation policy, and EDF, which @ptimal for time constrained sched-
uling. The simulation engine is a discrete event generateritten in C code so that the core of the
BACCARAT scheduler can be easily ported to other simulators

We model event arrivals (detected by the EDs equipped by ajgpiate sensors) with a Gaussian
distribution centered at a mean value ) of 1 second and having a standard deviatighgf 4 millisec-
onds. All the ow instances at the node level might be actieat at the arrival of the event; it follows
that the minimum inter-arrival time ('?i) is the same for all the ows and is approximated with  3s.
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FIGURE 5. Event detection ef ciency as function oy 51

We assume that all the jobs related to the evgnare scheduled (so that the GTSs are allocated)
before the arrival of the event + 1: in other words we constrairmaxfd, ;g< minfa, ;,,9 8i,j.

Event detection misses due to local inef ciency or wirelgsansmission failures are not considered
in this simulation since we focus on overload conditions tiak place when all the nodes detect the
event and consequently want to send their reports.

To model the elaboration time needed by the Coordinator toka a certain action upon the de-
tected event, we set the relative deadlibe for each ow to 90% of the period?i :

We assume for simplicity that the report siz@k for each observable is the same and equal to 300
bytes, corresponding to 3 MAC data frames. The Superframeas gured to have a xed CFP length
of 7 time slots.

In the test cases shown in Figure 5 and Figure 6, we stli@y; o) and Q (U o) for all the algo-
rithms considered, varying th&J; parameter in a set of independent simulation runs (each ding
for 10000 events).

The variation of U; and U; o is obtained by uniformly increasing, respectively, eithére mini-
mum number of required reports per observablwf) or the total number of ows (w, ). Such uniform
distribution of ows depicts the optimal scenario for EDF ad FCFS because of the balanced composi-
tion in the ow nature.

In the test case of Figure 5 we shoWUy o ) for different values ofug. We setwf =6,...,10 with
Wy = WE, ..,40 fork = 1,2,3,4. It can be seen that BACCARAT shows full ef ciency pvided the
off-line guaranteed condition is valid/\(‘i3 < 9,i.e.Ug < 0.94). Whenever that condition is no longer
valid the ef ciency drops: starting fromU; 4 = 2, the Coordinator reconstructs less events; over that
threshold of Ug, irrespective ofU; 47, the ef ciency is zero.
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FIGURE 6. Measurement quality as function df; 5

Under values olU; 5 smaller than 1, EDF is performing ef ciently. Atlarger bandidth demand
EDF performs worse and worse. FCFS is always worse than EDF.

The other interesting case is the one of Figure 6, that is taeng experimental setup of the previous
test case. For all the data sets the required bandwidth foe tjuaranteed ows is low enough that
BACCARAT, EDF and FCFS reconstruct the event with' = 1 provided Uy o is low (portion of the
plot with U or < 1).

The quality indexQ starts from 1, beingJ; o = Ug thus ° = g, and increases withJ; o1 until
the system is overloaded. Whed; o is close to 1, the maximum value @ is obtained, i.e. all the
bandwidth is allocated. The quality obtained by BACCARAT neains to the maximum level, while
with EDF and FCFS it starts decreasing b 5 increases (EDF always overcomes FCFS). This is im-
portant because BACCARAT permits to increase the redundgrievel in the network, i.e. the number
of ows and thus U; o1, without reducing the event reconstruction ef ciency anche measurement
quality.

BACCARAT is proven to perform better than popular algorithns operated at their optimal condi-
tions. Although simpli ed our approach ts the usual speciations of a real-world distributed system
where the sensor nodes are required to interact with a givewionment and to extract from it ac-
tual physical measurements with a de ned con dence. We shemhthe effectiveness of our solution in
speci c real-time distributed applications devoted to extaletection and reconstruction.
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2.5. Bandwidth allocation at the network layer

Starting from the star topology it is possible to create moo®mplex scenarios. This is the case
of the so called cluster-tree topology, where different admators interconnect each other in a hierar-
chical way. The IEEE 802.15.4 protocol supports the clusteze topology. Nevertheless it is not clear
how to accomplish this in case of beacon-enabled PersonaiaAdetworks (PANS).

Extending approaches for bandwidth allocation to the cadenwulti-hop networks is not a trivial
task. Among the works addressing this problem we mentigkKCAO07] where Koubaa et al. present
a time division mechanism and propose a methodology to askiéair distribution of bandwidth. An
adaptive beacon scheduling scheme has been proposed by Cab [(CA09], making use of power
control and cluster grouping. Other works moved their focusn the real-time routing problem for the
cluster-tree topology. Trdicka et al.f TIHO7], gave an optimal solution for the off-line problem.

We addressed the problem proposingamponent-basadchitecture for WSN[ SCN* 10]. Theory
from Real-Time Calculug TCNOO] is used to model problem in a component-based manner, redyin
on the mathematical formalism of Real-Time Interface8HO01,HMO06]. The network consists of a
set ofcomponentsrganized in a hierarchical structure that mimics the undigng cluster-tree network
topology. A component can either be a node or a cluster of n@d&ach component is able to automat-
ically recon gure itself and the underlying nodes upon thecourrence of events, such as detection of
an environmental situation of interest, the low-battery Vel of a node, the insertion of a new compo-
nent, or the removal of an existing component. We develop oacguration algorithms which seek to
optimize the overallquality level provided by the WSN.

2.5.1. Hierarchical Network Model. We consider a classical WSN monitoring application with tea
time requirements. The system consists of a set of sensolesdtat collects data about events appearing
in a large area. The collected data are therefore packed ingages and sent towards a single collection
point called sink, with bounded transmission delay .

Among the several possible network con gurations adopted WSNs, we consider hierarchical
structure for its exibility and scalability. At the lowestlevel we consider star topologies where a
Control Coordinator(CC) node manageBnd-DeviceEDs) to form aleaf clusterIn order to obtain
larger scale networks, the star topology can be extendedrgliconnecting clusters in a hierarchical
way, thus creating what is called@uster-tree topolagy

In Figure 7 the leaves of the tree represent the EDS) (with sensing capabilities that are monitor-
ing the environment. All the other nodes are CC<() and have the main functions of maintaining
the topology and allocating the bandwidth that was assigri®dits upper layers to its children in a hi-
erarchical structure. The bandwidth allocated to the leabaes will be used to transmit data messages.
To simplify the presentation, and without loss of generajitwe assume that the CCs are not sensing,
thus their assigned bandwidth can be entirely redistribdt® the children. This hierarchical topology
results in a hierarchical bandwidth allocation problem.

To properly react to external events, the ED may operate in eof M different operating modes
Each mode involves a different requirement in terms of engrand bandwidth. The operating mode
of an ED is controlled by its CC. In this paper we assume that abdes execute the same application
code. Therefore, all of them can operate in one of tie possible modes.
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FIGURE 7. WSN hierarchical architecture with end devices, contagordinators and
clusters elements.

We denote by ; thei-th leaf cluster; = f ;, , |-gisthe set of all leaf clusters, withC the
total number of leaf clusters. Finally, is the set of all control coordinators. The notation is illusated
in Table 2.

2.5.2. Bandwidth Allocation Optimization Problem. The problem of allocating bandwidth to the
clusters and assigning a mode to each ED can be modeled astamizgtion problem. The goal is to
maximize a globaluality indexthat depends on the operating modes of the ED. Constraintg an
energy and on the bandwidth requirements of the nodes.

An optimization problem maximizing a generic quality indexn a WSN has to consider both
topological and functional aspects of the application to bgecuted. These aspects are coded in the
optimization problem as a set of constraints. In our case, eensiderdynamic constraintsvhenever
the system has to react to an external event, the set of caiats needs to be updated due to parameter
changes (energy and quality); a new problem must be solveditia solution consistent with the new
conditions.

In terms of notation, we de nex; as the number of nodes in the system operating in théh mode,

N as the total number of nodesyl as the number of possible modes, ang as the bandwidth received
by the k-th component.

Our proposal formulates the bandwidth allocation and modesignment as two separate single-
objective optimization problems, instead of a single praoh with two objectives.

Bandwidth allocation First, we start with the bandwidth allocation problem that ensiders the
part of the system topology without the EDs. We introduce theoncept ofcluster weighto calculate
the proportion of bandwidth to allocate, thus accomodatirdgsign preferences based on the geographic
location of the clusters. This results in the cost function

c ®)
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Control Coordinator node

n, || End Device node

i-th leaf cluster

set of all the leaf clusters

set of all control coordinators
component transmission arrival curve
d |l component resource demand curve
component service curve

j-th operating mode of an ED

E || ED energy level

modei energy level

Q || ED quality level

g, || modei quality level

X ; || number of nodes of cluster in mode
total number of nodes of cluster

M || number of modes per node

LC || number of leaf clusters
TABLE 2. System notation

with each componentg, of € being the weight of clustek.

At the coordinator level enforcing the network topology regires the incoming bandwidth for each
cluster to be the sum of the incoming bandwidths of the childusterg nodes. Given a clustek, the
topology constrairis

R

8 ki() k() - (6)

i=1
In order to operate, all the nodes of thie!"-leaf cluster, it demands a minimum bandwidth requirement
of Ny g,l when all of its nodes are in lowest operating mode. On the other hand, the maximum
bandwidth demand of thek'"-leaf cluster is bounded b, | ; where all the nodes operate in the
highest operating mode 3. Notice that E,l and g,s denote respectively the low-mode and high-mode
bandwidth resource demand of any ED node of theth leaf cluster, assuming the node bandwidth
requests equal for any node within a cluster. This seconddtygy constraint has to bound the leaf
cluster bandwidth to the minimum and maximum bandwidth amau requested by the ED nodes
composing the cluster

8k 2 N ¢, b N £, ©)

Mode Assignmentn order to seek for the optimal mode assignment at any leafster, the band-
width assigned to the leaf cluster has to be known rst. At tHeaf cluster level we associate to each
mode a quality, and we want to maximize the number of nodes inet higher quality modes, so our
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FIGURE 8. Hierarchical architecture withC, as the root control coordinator.

value function is:

q X (8)

where each componery; is the quality index for modei.

For any leaf cluster, thdopology constrainte ne the number of EDs per cluster and enforce a
feasible solution for the hierarchical topology of the cltes itself. For thei-th leaf cluster, the number
of nodes is given by the topology of the network, so that theisuof the components ok is constrained
to be equal to the number of nodes in the cluster:

xu
% ;= N;. ©)
j=1
Since an ED component transmits its information upwards ihe logical network topology, it requires
bandwidth from its CC. The bandwidth constraintdlescribe within the leaf cluster, the dependency
among the bandwidth request and availability as:

8 7O X% 0, (10)
where for a generic leaf clustéreach mode has its proper transmission demand cur?eand i isthe
bandwidth provided by the cluster coordinator.

To take into account the energy consumption of the EDs and tortrol the energy assigned to
each cluster we introduce an additional constraint:

E X E, (11)

whereEi models the energy consumption of each mode dfds the maximum amount of energy that
the i-th cluster is allowed to consume.
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Linearization. Using ¢ and curves as constraints, requires a substantial amount of pota-
tion to solve a non-linear optimization problem. In order tabtain a linear problem we approximate
Constraints (6), (7), and (10) using linear bounds to theiaat and service curves.

In case of arrival curves, the bounds ase d(y & ;andb () bl forthe
service curve. In a conservative approximation, we wse with a = al to bound the transmission
bandwidth requirement 9, andb with b = b or bl to bound service curves. In particulab is
applied to approximate the at the right hand side of Equation 6, whil®! is applied to the left hand
side s. P

The linearized bandwidth constraints a@ X b, and M b b.

The solution obtained with the simpli cations above beconsean approximated one, but makes
the problem solvable with standard linear optimization thoiques. SefGBO03] for a discussion on the
loss introduced by this simpli cation.

Referring to the topology notation previously de ned, the andwidth allocation optimization
problem, with the bandwidth constraint linearization, beames:

max¢c b (12)
subject to

X
i=1
8k 2 Neacr b Niaes
The linearized mode assignment optimization problegn ; 2 is
maxg; X, (13)

subject to

%

We rst solve the global bandwidth allocation problem (12)hen we solve the mode assignment prob-
lem (13) for every leaf cluster.

The exibility obtaining by decoupling the problem into two sequential optimization problems al-
lows to model an increased set of WSN applications. Nevet#&ss, our approach can be easily extended
by applying other objective functions taking into accountifferent WSN conditions.

2.5.3. Optimization Algorithms. We broadly classify the algorithms to nd a solution to the mb-
lem into design (off-line) and execution (on-line) algdmihs.

(1) The off-lineor design stagalgorithm computes an optimal initial condition for the WSN
system; the initial mode per each node is obtained by using #implex algorithm on the
optimization problem. The initial problem at the design stg is not constrained by energy
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or quality requirements, since we assume that at the begngnall the nodes have the same
battery level and quality index.

(2) Theon-lineor execution stage algorithm is employed upon occurrenceaaly dynamic event:
whenever there is an occurrence of an event at a location nvar@d by a leaf cluster, it could
trigger a change in the quality requirement of the nodes attad to that cluster, thus asking
for a change in the demanded bandwidth. The on-line probleragto quickly provide a sub-
optimal feasible solution allowing the WSN to promptly chage mode within a short delay.

Off-line Optimization. The off-line solution for mode assignment is solved usingettwo single
objective functions, one for the bandwidth allocation andh¢ other for mode assignment. The Global
Mode Assignment (GMA) algorithm is based on the linearizequations of the optimization model
and it is described below. The solution is obtained with theslp of the simplex algorithm. The result
of the GMA algorithm is used as an initial con guration to setip the WSN. At this stag, all the leaf
clusters have equal importance and the bandwidth assignnigebased on the number of nodes within
each cluster which determines the lower and upper bound faetincoming bandwidth.

On-line Problem.Since it is not feasible to run the optimal bandwidth and modssignment prob-
lem on-line, we have developed algorithms to quickly achéefeasible sub-optimal solutions to the
optimization problem. We consider two types of transitionthat can trigger the request for on-line
optimization. The rst transition is the occurrence of a phgical event that increases the importance
of that speci c leaf cluster. The second transition is duedadecreagéncrease in the available energy,
which forces the nodes to work in a low operating mode, thusrtguming less energy. In both cases, the
event can request a change to a higher quality mode (whichuregs more bandwidth); or a change to a
lower quality mode (which frees some bandwidth). We propos®o on-line algorithms for bandwidth
reallocation and an on-line algorithm for mode reassignnhen

Bandwidth Re-Allocation Algorithmshe on-line algorithm is invoked by occurrence of an exter-
nal event. In this case, the system has to decide the impartanf the event and accordingly increase the
weight or priority assigned to that leaf cluster. Dependiruy the coverage of the search for bandwidth
reclamation we propose two algorithms.

The Local Bandwidth Re-Allocation Algorithm (LBR#ies to reallocate the bandwidth among the
sibling clusters according to the new weight assigned tdheafdts child cluster. The weight assigned to
the child cluster determines the fraction of the parent'stmwidth assigned to that particular cluster.
Since the bandwidth is reclaimed locally within the siblingusters, this is a local reclaiming algorithm.
The complexity of the search is reduced at the expense of @ptal loss of overall system quality.

The Global Greedy Bandwidth Reclaiming Algorithm (GGBR#)an on-line global bandwidth
search algorithm. Any occurrence of an external event tragg the algorithm, which in turn updates
the weight assigned to each child cluster. The algorithm sa@ters weight as a cluster importance. In-
stead of reallocating the bandwidth among the sibling clers, this algorithm rst tries to update the
mode for a certain number of nodes.

The event can trigger a request for a higher quality mode or olower quality mode. The algo-
rithm has to nd a way to obtain more bandwidth from the siblirg clusters. If it is not possible to do
so, the algorithm goes up in the hierarchy triggering a regtiéor more bandwidth to the upper layers.
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Mode Re-assignment Algorithms (MRBRje mode reassignment algorithms try to update the modes
of the nodes attached to those speci c leaf clusters whichevaffected due to on-line bandwidth recla-
mation algorithms. In case the cluster gains more bandwidile to higher importance, the nodes must
be moved to higher quality mode and vice-versa. The modegrssient during the off-line con gura-
tion was managed by solving the simplex algorithm at evergfieluster. Due to the high computation
complexity of simplex algorithm we propose two alternativen-line algorithms for this purpose.

This problem is similar to a bin packing problem. In this casee need to distributey; bandwidth
amongN,; nodes of a leaf cluster; in order to achieve the maximum quality. Since the total sgst
quality depends on the local quality, we solve this problers a local problem. However, an optimal
solution to this local mode assignment problem does not methat we have a global optimal mode
assignment.

The GReedy Mode Assignment Algorithm (GRI44)ased on the greedy solution similar to the bin
packing problem. We rst try to allocate as many nodes as pib#s in the higher quality mode, such
that the required bandwidth is less than the reallocated Haidth. Any remaining bandwidth is then
assigned to lower quality modes in a greedy manner.

2.5.4. Example. In order to explain the bandwidth allocation and mode assigant with respect to
different algorithms, we exemplify a simple dynamic topady reactive to physical events. This con gu-
ration is set up for the WSN topology as shown in Table 3. ThegenodeC, to C, are the coordinators
of WSN which communicate with the EDs responsible for moniting the physical events. In order to
assign the initial bandwidth allocation and modes, we runetioff-line GMA algorithm. At this stage
we consider that all the cluster§; have equal importance and set the weiglgfsequal to one. In this
case study we have, as a high quality mode and,, 5as medium and low quality operation mode
respectively. The [42 1], E [421] andq[8 4 ] coef cients are set according to the mode quality.

Step 1: off-line optimization/e allocate an initial PAN bandwidth (root bandwidth) of 80@inits
for the entire system and run the off-line GMA algorithm. Evg leaf cluster is assigned a maximum
energy of 8000 units so that we can ignore the bandwidth andde@onstraints arising due to limited
energy. We show the effect of energy constraint on the totaiaiity in our simulation.

The results of GMA are shown in Table 3. The total quality forhis con guration, i.e 2 GO;
X;, is 1429.

Step 2 (GGBRA Algorithm)The con guration obtained by GMA algorithm is deployed in a pysi-
cal environment with mode settings and network bandwidth kees set according to the results obtained
in Step 1. At this stage, there is an important event at leafster 3, which triggers a change in the sys-
tem state. According to the importance of the event, we incnent the weight assigned to cluster 3 by
one: c; = ¢+ 1= 2. The system either initiates the GGBRA algorithm or LBRA gbrithm. Table 4
shows the change in con guration, i.e bandwidth reallocati and mode reassignment, according to
GGBRA.

The GGBRA moves 10 nodes i@, from ,to . Thisis becaus€; has gained more importance
due to the occurrence of an external physical event. The GGBFRclaims this bandwidth from cluster
C, which is a sibling cluster with lower weight.Since it was p&ible to reclaim the required bandwidth
from a sibling cluster, the GGBRA exited without moving up irthe topology and searching for more
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D O®
poor ()

50 50 150 100 50

Mode| c, | c, | ¢ | ¢4 | C,
. |16]|16]41] 0 |0
, |33|33|108] 0 |0
. | 0| 0] 0 |100]49

by | by | by | by | b5 | bg | by
649| 150| 133| 133| 383| 100| 50
TABLE 3. Of ine GMA Algorithm; initial weight ¢ = 1

complex. The total quality for this con guration is 1718. Tks increase in quality with respect to the
initial total quality re ects the fact that a cluster with mee importance has received more bandwidth.

Step 3 (LBRA Algorithm)Similar to GGBRA, LBRA modi es the weight assigned t€,, ¢; = 2.
Now LBRA reallocates the bandwidth among the sibling clusseaccording to its weight. Then, it exe-
cutes the mode reassignment algorithm to reassign the maaesrding to the new bandwidth. Since,
this algorithm is local, the recon guration only affects ta sibling clusters, whereas the other cluster
components within the topology remains unaffected by thifiange. The result of LBRA algorithm is
shown in Table 6. The bandwidth reallocation moves more bamidith to cluster C; by reclaiming it
from C, andC;. The total quality as a result of LBRA algorithm is 1752 whidb greater than the total
quality achieved by GGBRA algorithm.

Step 4 (GMA Algorithm)Only for comparison, we show the result of GMA algorithm by asigning
the same weight assigned @; as in case of LBRA and GGBRA algorithm. Table 6 shows this band
width reallocation and mode reassignment with off-line GMAlgorithm at the instance of physical
event at clusteC,.

The GMA algorithm runs an off-line simplex algorithm which fpbally re-distributes the band-
width in order to get an optimal result. In this case the bandith is re-distributed among the sibling
clusters ofC; without effecting other clusters, due to the effect thaly and C,, which have lower
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OO® O®
poor ()

50 50 150 100 50

Mode|C;|c,| s | cs | C,
. | 26|16/ 41] 0 |0
, |23]16|108] 0 | O
s | 0]17] 0 |100] 49

by | by | by | by | bs | b | by
649| 150| 150| 116| 383 100| 50
TABLE 4. Online GGBRA Algorithm as a result of an event &t

Mode| C; |C, | C5| Cy | G4
., |49]16|41] 0 | O
2 0[33{41| 0 | O
3 0| O0|67|100| 49

by | by | by | by | b5 | b | by
649| 150| 200| 133| 316| 100| 50
TABLE 5. Online LBRA Algorithm as a result of an event &,

importance, are already having all its nodes in lowest ofggrg mode. The total quality obtained by
GMA is 1813 which is higher than the quality obtained by the eline algorithms.

2.5.5. Simulation Results and Remarks.In this section we describe the performance of different
algorithms with respect to the total quality of the WSNPBy th total quality we mean the aggregate of
number of nodes in each mode for every leaf clustgr ~ , 6T X; whereg is the importance of
thei-th cluster.
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Mode| C; |C, | C5 | C4 | C4
. 4912|111 0 | O
2 036|138 0 | O
3 0| 0| O |100| 49

by | by | by | by | b5 | bg | by
649 150 200| 133| 316| 100| 50
TABLE 6. Of ine GMA Algorithm as a result of an event atC,

The total quality function is quite general and with its pamaeters allows to model most of the
quality function that real applications want to pursue.

We show the analysis for a xed topology. We compare the ondiralgorithms with the global
optimal algorithm as described in Section 2.5.3. The graphHigure 9 compares all three algorithms
against the total number of sensing nodes in the WSN. We keke energy assigned to each cluster
and total bandwidth of the network xed. The energy value isfected such that it does not affect the
bandwidth constraints, i.e, all the nodes can operate in rimaxm mode with suf cient available energy.
In each of three algorithms the total quality increases witle number of nodes up to a certain point.
This is because the total available bandwidth is more thahaant for all the nodes to operate in the
highest mode and we have maximum quality. There after the necgklection depends on the applied
algorithms up to a certain point. In this range, it can be sesom the gure that the global optimal
algorithm always gives better total quality compared to tlo@-line algorithms. After a saturation point,
increasing the total number of nodes does not increase thaltquality. This is due to the fact that our
analysis helps us to determine the maximum number of node#mihich we can guarantee a minimum
bandwidth to every node within the network.

Figure 10 shows the comparison among the total network qualalues obtained with different al-
gorithms. The total bandwidth and the number of nodes in thgstem is xed; we can see how increas-
ing energy allows nodes to operate in higher modes and herge more bandwidth. Energy directly
affects the maximum allowed bandwidth for every cluster, ag the energy increases the bandwidth
increases and more nodes can operate in higher modes. Thideaseen in the gure where increas-
ing energy results in increasing total quality. This trencue be observed up to a certain point where
any further increase in cluster energy cannot increase thsigned bandwidth due to the constraint of
Equation 10 constraint. After this saturation point the t@tl quality remains almost unchanged.

Remarks.We addressed the problem of adaptive bandwidth allocation feactive WSNs, orga-
nized in a hierarchical cluster-tree structure. Our teclupie is based on a component-based methodol-
ogy that increases the exibility of the system by allowingpteasily plug-in new components into the
system. We presented an off-line optimal global solutionr fbe initial con guration of the network.

In addition, the problem of optimally allocating the availsle bandwidth has been decomposed into
smaller local sub problems that can be solved on-line by gsireuristic approximations. Our solution
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is scalable with the size of the network, and in particularig possible to nd sub-optimal solutions
without the need of a complete exploration of the clusterete.
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CHAPTER 3

Local Processing: Image Mining Techniques

ATHERING information from a network of scattered cameras, pssibly covering a large area, is
G a common feature of many video surveillance and ambient Ifigent systems. However, most
of classical solutions are based on a centralized appro@ctvhich image processing is accomplished
in a single unit. In this respect, the introduction of in-n&tork processing is well motivated by several
advantagepRem04:

Speed: in-network processing is inherently parallel; inditibn, low-level nodes of a hier-
archical architecture permit to reduce the computationalifslen of the high-level decisional
nodes;

Bandwidth: in-node (local) processing permits to reduce tiuantity of transmitted data, by
transferring only relevant features about the observedrszand not the redundant image data
stream;

Redundancy: a distributed system may be recon gured in ca$éilure of some of its com-
ponents, still keeping the overall functionality;

Autonomy: each of the nodes may process the images asynabusty and may react au-
tonomously to the perceived changes in the scene.

These motivations suggest to move part of the intelligenoa/airds camera nodes. In these nodes, arti -
cial intelligence and computer vision algorithms should bble to provide autonomy and adaptation to
internal conditions (e.g. hardware and software failur@s)well as to external conditions (e.g. changes
in weather and lighting conditions).

In a distributed reactive application, the prerogative dfe¢ WMSNSs is to report any relevant change
in the scene, where some real-time constraints must be satisTo this end, one should take into
account both local computation and network communicatiorssues to bound the maximum latency
in the reaction.

In this Chapter we focus on the aspects of local processingpsidering a wireless multimedia
sensors network for monitoring applicationfMMN * 11]. Techniques to extract compact information
from the acquired images are studied with a twofold obje&iweduce the amount of data that has to be
transfered by the camera node, thus limiting the network canunication delay; have an light-weight
ef cient implementation, thus limiting the computation déay.

A hierarchical organization can be used to combine thesehtéques at different levels. For in-
stance, local data mining can produce partial decisionsjlevthe nal decision is taken at an aggrega-
tion point. Two main approaches are considered: change détem and machine learning. The rst,
based on simple background subtraction, is generally ligghéind faster, though less accurate. The sec-
ond, based on a cascade of classi ers, is more effectiverdmuires more resources. The two can be

47
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combined in a hierarchical manner in a two tier architecturdn the lower tier, nodes with limited
power execute the change detection algorithm and produceakiwg signal for the upper layer. This
signal triggers the elaboration of more powerful nodes rung machine learning one.

Alternatively to the cascade of classi ers, a neural netl@pproach has been thoroughly studied.
This provides a lighter implementation that, under certamperating conditions, can avoid the usage of
a multi-tier architecture.

The approaches are demonstrated in the domain of Intelligdnansportation Systems (ITSs),
where a parking area monitoring application is developed.

3.1. Background

Data mining of visual information involve particular probéms in computer vision, such as change
detection in image sequences, object detection, objeagadion, tracking, and image fusion for multi
view analysis.

For each of this problems, a vast literature exists with seleapproaches and solutions, see e.g.
[RAAKRO5] for a survey of change detection algorithms. However,modtthem are not suitable for
WMSNSs, due to their high complexity demanding large memoryd heavy computations. Never-
theless, some attempts to employ non-trivial image anadysiethods to WMSNs have been done. For
example] YGMO8] presents a WMSN able to support the query of a set of imagesrihen to search for
a speci ¢ object in the scene. To achieve this goal, the systeses a representation of the object given
by the Scale Invariant Feature Transform (SIFT) descrigtow04]. SIFT descriptors are known to
support robust identi cation of objects even among clutted background and under partial occlusion
situations, since the descriptors are invariant to scaléentation, af ne distortion and partially in-
variant to illumination changes. In other words, using SIFdescriptors allows retrieving the object of
interest from the scene, no matter at which scale it is imaged

Interesting computer algorithms are also provided on the @Mam3 vision systenfRGGNO7].
Besides basic image processing Iters (such as convolsjianethods for real-time tracking of blobs on
the base either of color homogeneity or frame differencingeaavailable. A customizable face detector
is also included. Such detector is based on a simpli ed innpéatation of Viola Jones detectdivJ04,
enhanced with some heuristics to further reduce the comptigaal burden. For example, the detector
does not search for faces in the regions of the image exhilgitow variance.

Camera sensors have limited FOVs and can only perceive aiparbf a scene from a single view
point. In addition, monocular vision totally lacks 3D infomation. To mine the entire scene and to
deal with occlusions, it is natural to consider the multi-@v capabilities of WMSNSs.

Due to bandwidth and ef ciency considerations, however, gges cannot be routinely shared on
the network, so that no dense computation of 3D propertiesk@g disparity maps and depth) can be
made. Nevertheless, the static geometrical entities obsdiin the scene may be suitably codi ed during
the setup of the acquisition system. In addition, speciallgsigned references may be introduced in the
scene for obtaining an initial calibration of the views acyed by each camera, thus permitting to nd
geometrical correspondences among regions or points oéiast seen by different nodes. To this end,
a coordinator node, aware of the results of such calibratistep, may be considered, so as to translate
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events from the image coordinates to physical world coordies. Such approach may produce more
robust results as well as a richer description of the scene.

Neural Networks are used as core logic in WSN based systempé&rforming RSSI based local-
ization [AFDO7] or for data aggregatiorjFX09]. For high end systems, several examples exist in
literature where Neural Networks have been used for imagecognition. In the remainder of this
Chapter we show how the same approach can be effectively aedfor resource-constrained systems
such as WMSNs.

3.1.1. Neural Networks. The origin of Neural Networks dates back to the proposal of gperceptron
by Rosenblaf Ros89, a computational model for mimicking the neuron activity. igilarly to human
neurons, perceptrons have weighted inputs (resembling laimsynapses) and they are red (they change
their output) hen a suf cient stimulus is applied. Mathemiaglly, the perceptron is de ned as:

X

y=f w,x + b
|

where the outputy depends on the weightedy(, vector of weights) sum of the input vectog, and on
a bias componenb.

Similarly to human neurons, perceptrons must be trained thugh a set of examples. Given an
training set, composed by an input vector', and an expected output valug', by acting on thew
vector, the training process tries to minimize the quadratrror of the network output

Ey vy’
Notice, that the training algorithm does not converge if thmput vectors of the training set are not
linearly separabl¢ Nov63].

Different connection schemas produce networks which unigéeatures can be exploited for solving
different problems. In literature, two categories of netwk topologies are considered: fully connected
and layered networks. In the rst case, all the perceptroneeaonnected with the others through
a complete connection of output and inputs. This topology,rniown asattractorsor Hop eld Net-
works [Hop88], is generally used for its capability to store informatiomesembling human memory.
The dimension of this storage, expressed by the number of noei@s that this network can conserve
is proportional to the number of neurons. Layered Networksalso known as Feed-Forward Neural
Networks have more similarities with human sensory cortexThey are characterized by non-linear
activation functions and they process data in a sequensitdp-based manner. A particular case of these
networks is the so-called Multi-Layer Perceptron (MLP).

MLPs are composed of a variable number of layers, each coiagia different numbers of percep-
trons. The rst and the last layers are known respectively iaput and output layers, while the internal
layers are called hidden layers. Perceptrons are locallyaomnected (i.e. no connection exists between
elements of the same layer) but are linked with the two adjatéayers (Figure 1). A fundamental
property of MLPs is that, given at least one hidden layer, thean approximate every function using
a nite number of perceptrons[Hor91]. The successful application of MLPs to pattern recognition
data tting and system modeling, largely depends on this perty. Different MLPs con gurations can
be generated acting on at least four parameters:
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FIGURE 1. A Multi-Layer Perceptron (MLP) with three layers.

The number of layers;

The number of perceptrons per layer;

The activation function of each perceptron;
The training algorithm.

Different functions can be adopted (Table 1 lists common @)éeading to different network behaviors.

Training algorithms can be classi ed to three main familiesupervised, reinforcement and unsu-
pervised learning algorithms. The main differences is repented by the way the training set is created.
We focus only on the rst category.

The algorithm typically used for supervised training of ML$is the back-propagation algorithm
[BH69]. Inits original formulation, this algorithm uses thelescendent gradignt nd the combination
of neurons weights that minimizes the network error. This ntkeod requires the activation functions
to be differentiable and the de nition of a valid error fungbn. The rst condition can be satis ed by
sigmoid functions (e.g. tan-sig and log-sig de ned in Talb)ehat are completely differentiable and by
functions with a nite number of singularities (e.g. hardshit in Table 1 has two points of singularity,
-1 and 1). For the error function, the general approach is tdopt the sum of errors present at the
output layer.

The idea of the back-propagation is that, the input is preseshto the network and is forwarded
up to the output layer. Here, the error is computed and used W moving backward in the layers
(i.e. from output to input) to adjust the weights accordingtthe method described ifiBH69]. This
forward and backward procedure is repeated until the outpartror is below a target threshold.

The algorithm inherits the gradient descent limitations; particular, it can produce solutions that
are local minima (instead of the desired global minimum) aitcan require long time to converge.
For mitigating the rst issue, various algorithm modi catbns can be adopted: Completely re-initialize
the system with different initial weights when the algoritim stops; Apply a perturbation on weights
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Function Formula Differentiable Use

Purelin f(x)=x Yes Typical in output layer

< 1 x>1
Hard-limit | f(xX)= . x 1 x 1 | Yes, excluding dist Both in output and hid-
' 1 x< 1 continuity  points | den layers
land1
Tan-Sig f(x)= 1+§ = 1 Yes Hidden layers
Log-Sig f(x)= 1+_lex Yes Hidden layers

TABLE 1. List of common activation functions.

when for various consecutive iterations the error remairtalsle; Prune or change the training set. The
second issue is due to possible oscillations of the gradisicent around the solution, yielding a large
number of iterations before converging. This depends on thed value of the algorithm step size,
the learning rateKnown solutions to mitigate this problem are: making the é&ning rate a decreasing
function of the error (i.e. use a faster learning rate in thedinning and a slower one when approaching
the minimum); using low-pass lter on the weights update. Aalternative to the gradient descent is
the Resilient back-PROPagation (RPROPRB93] that shows signi cant improvements in terms of
convergence speed. The basic idea of this approach is touggedhe weight adjustment amount from
the magnitude of the gradient of the error. The gradient is lgrused to calculate the sign of the weight
increment, while a xed step determines the amplitude. Todrease convergence speed, the weight
amplitude step is a changes according to the sign of the grdin two consecutive iteration of the
learning algorithm.

3.2. Application Scenario

Intelligent Transport Systems (ITSs) are nowadays at theu® of public authorities and research
communities aiming at providing effective solutions for iproving citizens lifestyle and safety. The
effectiveness of such kind of systems relies on the prompiqassing of the acquired transport-related
information for reacting to congestion, dangerous situatis, and for optimizing the circulation of
people and goods. To obtain a dynamic and pervasive enviremtiwhere vehicles are fully integrated
in the ITS, low cost technologies (capable of strongly perating the market) must be let available
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by the effort of academic and industrial research: for exdmjpw cost wireless devices are suited to
establish a large-area roadside network.

In the following we present an application scenario inspitdy the ITS problem. The two ap-
proaches for image mining described in this Chapter are esééd with respect to a prototype de-
ployment of an ITS within the scope of the IPERMOB projecfwww11a]. IPERMOB proposes a
pervasive and heterogeneous infrastructure to monitor acwhtrol urban mobility. Its multi-tier ar-
chitecture aims at the integration and optimization of thehain formed by data collection systems;
aggregation, management, and on-line control systemsjio#f systems aiming at infrastructure plan-
ning; information systems targeted to citizens and munieifiies to handle and rule the vehicle mo-
bility. Moreover IPERMOB proposes to use camera-based Wéss Multimedia Sensor Networks to
collect traf c-related data. Tiny smart cameras nodes hdeen prototyped and used for the actual
deployment. Each node is essentially equipped with: a micantroller; an IEEE 802.15.4 transceiver;
a low-resolution CMOS camera.

Within the scope of the IPERMOB project, a parking area mooiting application is considered.
In particular, a WMSN has been deployed to produce a real#iinformation about the occupancy of
parking slots in a given area. More details on the project gigen in Chapter 6.

FIGURE 2. The parking slot occupancy problem in the IPERMOB project

The main advantage of smart camera over classic sensorssatifity. An image (and a sequence
of images) contains much more information than a scalar \@ltherefore camera-based sensors can
perform a wide range of tasks, functionally replacing diféat types of sensors. For example, a smart
camera can be used as a light sensor, a motion detector, ampaccy sensor, etc. Smart cameras can
also quantitatively replace classic sensors. For exammeuse a single smart camera to monitor the
occupancy status of up to 10 parking slots, instead of usimg énductive sensor for each space. The
major drawback of smart cameras is higher cost and power congtion. Yet the higher cost per
unit is offset by the reduction in the number of sensors, thatso leads to cheaper deployment and
maintenance. The power consumption problem is tackled adiog local (on-board) image processing:
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only relevant information (e.g., parking slot occupancyatts) is sent over the network, thus reducing
the number of exchanged messages which are the main causeegfyeconsumption.

3.3. A Multi-tier Image Mining Approach

The rst approach proposed is based on a hierarchical pra@ieg architecture. Essentially, three
types of processing can be identi ed

change detection: fast low-level algorithm that producepraliminary information, i.e. oc-
currence of a change in the parking slot, which is used to tré&g the processing of higher
levels;

object detection: slow and complex mid-level algorithm tharoduces a re ned information,
i.e. partial decision, about the occupancy status of thekiag slot;

decision making: highest level algorithm that aggregates information of the lower layers,
both the change detection and the object detection; suctomnfiation are provided by more
than one node, i.e. multiple views.

A common hypothesis for the multiple views aggregation press works on the basis of a given knowl-
edge base of information, relative to the approximate pddsipositions, or Regions of Interest, where
the objects can be detected. Under this assumption, the sleni making algorithm can be “partially”
implemented on the single node. For example, the same noddgpming the low- and mid-level pro-
cessing can produce a partial decision on the level of ocogpeof the parking slot. The decision-
making node can use its knowledge about the network deployméo aggregate the nodes' partial
decisions: e.g. weighted according to the nodes' view of tle¢ected objects. In the following Section,

Top level

Aggregation of
data for mining

Higher level processing Higher level processing

Quick change detection

FIGURE 3. A multi-tier approach for parking slot monitoring.
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some details about the low-level processing algorithmsgiven.

3.3.1. Change Detection. The task of identifying changes, and in particular regions the image
under analysis, taken at different times is a widely diffdsepic encompassing very different disci-
plines[RAAKRO5]. In this context, the goal is the identi cation of one or moreegions of pixels,
relative to a change in the scene, and occurring within a $ielesand a priori known area. In order to
perform fast, ef cient, and enough reliable methods for thichange detection, the generally adopted
low-level methods are based on both frame differencing, atatistical methods. This assumption can
be either the quick and immediate answer to a simple problemisa preliminary synthesis for a deeper
and more effective higher level analysis. The general magsd is mainly based on background sub-
traction, where a single frame, acquired in a controlledusition, is stored (BG-image) and thereafter
used as the zero-level, for different types of comparisorthie actual processing.

The rst methods are very low-level ones and are thought inckua way that it can be possible and
feasible to implement them also at rmware level. Examplekthese are be:

Thresholding of the background-subtracted images;
Basic edge detection on binary image obtained by threshoddi

Another class of methods is based on statistical histogramralgsis. Template histograms of the regions
of interests in the BG-image are computed and stored. Theteadard distance, such as the Kullback-
Leibler divergence is computed between the region of BG-geaand the region of the actual image. If
such distance overcomes a xed threshold, then a change tegatetected.

3.3.2. Object Detection. As it is well-known, the problem of detecting classes of otie in cluttered
images is challenging. Supervised learning strategies iemonstrated to provide a solution in a wide
variety of real cases, but there is still a strong researdiivég in this eld. In the context of WMSN,
the preliminary learning phase may be accomplished oftsiwvhile only the already trained detectors
needs to be ported to the network nodes.

Among machine learning methods, a common and ef cient onebiased on the sliding windows
approach; namely rectangular sub-windows of the image awsté¢d sequentially, by applying a binary
classi er able to distinguish whether they contain an instee of the object class or not. A priori
knowledge about the scene or information already gatheregddiher nodes in the network may be
employed to reduce the search space either by (a) disreggisthme region in the image and (b) looking
for rectangular regions within a certain scale range (e.gctangular regions covering less than 30%
of the whole image area). In our case, both information can bktained by the change detection
algorithm. Essentially, only those regions are processegdlie classi er where a change has occurred
and where the change has involved an area with the minimuniscaquirements.

Concerning the binary classi ers itself, among various sisilities, the Viola-Jones method is par-
ticularly appealing. Indeed, such classi er is based on tise of the so-called Haar-like features, a class
of features with limited exibility but which is known to support effective learning. A Haar-like feature
is essentially given by the difference between sum of pixelectangular blocks; such Haar-like feature
is computable in constant time, once the integral image haeib computed (sev/J04 for details).
Thus, having enough memory to store the integral image, treafure extraction process requires low
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computational power. Classi cation is then performed by @lying a cascade of classi ers, as shown in

Figure 4.
= ?@ @?@?@Tme

False False False False

FIGURE 4. Example of a cascade of classi ers for object detectionase of parking
slot monitoring.

A candidate sub-window which fails to meet the acceptancierion in some stage of the cascade
is immediately rejected and no further processed. In thisywanly detection should go through the
entire cascade. In addition, the cascade may be trainedefample using gentle AdaBoost, in such
a way that most of the candidate sub-windows not correspamglito instances of the object class are
rejected in the rst stages of the cascade, with great congpiginal advantages.

The use of a cascade of classi ers permits also to adapt thgamse of the detector to the particular
use of its output in the network, also in a dynamical fashiom order to properly react to changes
to the internal and external conditions. First of all, the &de-off between reliability of detections
and needed computational time may be controlled by adaptieal-time requirements of the overall
network. Indeed, the detector may be interrupted at an earlistage in the cascade, thus producing
a quick, even though less, reliable output which may be suéat for the current decision making
problem. In the same way, by controlling the threshold in thiast stage of the cascade, the WMSN
may dynamically select the optimal trade-off between faldarm rate and detection rate needed in a
particular context.

3.3.3. Performance. For what regards object detection, several cascade ofi@estave been trained,
each one specialized in detecting particular view of carg.(dront, rear and side views). A large set
of labeled acquisition has been made of the real case studyuard for training purposes. We notice
that rst stages in the cascade have low computational coaxity but reasonable performance (that is
almost 100% detection rate but even 50% false alarm rate)n@asition of the stages entails then high
performance of the entire cascade, since both overall d@ecate and overall false alarm rate are just
the product of the detection rate and false alarm rate of thegle stages. For example, usihg= 10
stages in the cascade, each one with detection rate99.5% and false alarm rate= 50%, one gets an
overall detection rate 4, = n 95% and false alarmrateyp, =y 0.1%.

3.4. A Neural Networks Approach

The second approach proposed is based on Neural Networks @NEssentially this can be con-
sidered an alternative implementation of the Object Detemmt mechanism described in the previous
Section. In the following the overall process of the de niih and implementation of a Neural Net-
work for parking slot monitoring is presented.
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3.4.1. Design process for WMSNSs. The implementation of a car parking monitoring system inveés
various steps, with a complexity level increased by the Ited computational power of our target de-
vices.

The design process requires a preliminary phase of dataectihn. Long-term data acquisition
campaigns were performed in different parking areas. Inmgere acquired in various ambient condi-
tions using prototype boards. To manage the data acquisitmyocess we developed a con gurable data
acquisition software based upon ROOT (Root), the CERN framerk for data processing.

The next phase involves the identi cation of optimal NN strature and properties. For reduc-
ing the duration of this process, we extensively exploiteldetMatIabTM Neural Network and Image
Processing Toolboxes. These toolboxes provided a fast waymplementing and testing different con-
gurations of the NN on real datasets. In this way it was posseé to focus on the following design
issues:

de nition of the input that shall be given to the NN and identication of the algorithm to
extract such input;

de nition of the NN con guration that provides the best accuacy;

acquisition of the training set.

Research of the optimal network inplihe effectiveness of the pattern recognition algorithm gy
relies on the selection of the optimal neural network inputn general, when MLP Networks are used
for image recognition, a step composed of one or more prep@ssing algorithms is adopted to reduce
the information redundancy of the image. This because inputharacterized by limited redundancy
provide, in general, advantages in terms of increased netwarcuracy and reduced computational
cost. In our case, shrinking the amount of resources reqdingas extremely important and thus we
spent a great effort in researching an optimal preprocegsifgorithm.

Transformation ‘ Complexity ‘ Memory ‘ Input Size

Mean and Variance O(N) N 2
M-bin Histrogram | O(N W) N+ M M
Edge Energy O(KN) 4N Variable

TABLE 2. Computational cost associated with candidate pre-pssieg functions.
Algorithm complexity and memory usage are presented for Brpixels image. The
Canny algorithm for edge detection requires at led&t> 60 operations.

This research started with an analysis on various image pssing algorithms, focusing on the
amount of computational power and memory required. Table Bis the algorithms in order of com-
plexity, showing: number of operations, memory and NN inpusize. Notice that, independently from
the chosen algorithm, the input dimension impacts on the aomt of memory and computational
power required for both training and running the network. ldeed, for each input there is a weight
that the system has to store and update. A large number of alhms, for example SIFT] Low04]
and SURF[BETVGO08], have been discarded for excessive requirements in termmeyhory and or
number of operations per pixel.
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For all algorithms listed in Table 2, complexity and memoryequirement can be reduced by feeding
them with a subset of the original image. This portion of thedme is the Region of Interest (ROI). In
our case, it is convenient to choose the ROI as the area of glgiparking slot.

While the de nition of the rst two algorithms is straightforward, the Edge Energy requires addi-
tional explanations. The core of this preprocessing methisdthe Canny algorithm[ Can86] used as
edge-detector. This algorithm is presented in literatureviarious avors, but it generally requires more
than 60 operations per pixel (i.e. in Table &, > 60). The output of this algorithm is a binary imag€
representing the edges of the original image. The binary gadas the same dimension of the original
image and thus it is too big to be directly used as network irtpu~or this reason, we computed the

energy ofC as
X
Ec = ‘ G

i

obtaining an index representing the amount of edges in theaige.

Original Image Extracted ROI Image Edges

Image Luminosity R OI Luminosity
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FIGURE 5. Outputs of algorithms of Table 2 when the Region Of Interedoes not
contain vehicles. First row contains the original gray-$edémage (320x240 pixels), the
ROI subset and the edges extracted from the original imagesécond row, the rst
two plots from the left contains the trends of the luminosityalue computed for the
full image and for the ROI, while the plot on the right contais the edges extracted
from the ROI. In third row are plotted the image and ROl normaked histograms
and Edge Energy trend.

Lacking direct quantitative approaches, we continued thesearch of a feasible algorithm through
a qualitative analysis. The candidate algorithms were fethwmages extracted from a real dataset
characterized by variations on slot statuses. Their outpwiere plotted in order to visually analyze
their behaviors in case of empty or busy slot (Figures 5 ande6pectively).
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Original Image Extracted ROI Image Edges
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FIGURE 6. Outputs of algorithms of Table 2 when the ROI contains a vigte.

The visual approach allowed us to infer the principal advages and limitations of the three algo-

rithms:

The luminosity value computed for the complete image has milied correlation with the
status of the slot. The value computed for the ROI, instead:epents signi cant variations
associated to the slot condition (Figures 5 - 6, second rognteal column). Unfortunately,
ambient light variations can not be discerned from modi cains on the slot status.
Histogram proves to be a good metric for the status of the slmtit only when computed
over the selected ROI. In particular, distribution computefor busy ROIs have sparser dis-
tributions than for empty ones (Figures 5 - 6, third row, cerdl column). In our datasets,
in fact, ground appears to be more homogeneous than cars. @arad to luminosity value,
histograms presents a better behavior when light variatioaccur. Unfortunately shadows
inside the ROI can be interpreted as cars, leading to wronguiés.

Edge EnergyE. varies accordingly the presence or absence of vehicles énsiilected ROI
(Figures 5 - 6, second row, third column). This parameter peats an useful independence
from ambient light but it is unusable when the ground is chartrized by signi cant irregu-
larities.

From these considerations, it results that luminosity vaan be a valid NN input for ITS systems
operating only in arti cially lighted environments (i.e. imited light intensity variance). Both the edge
energy and the histogram variables, instead, have a higblerance to luminosity variations and thus
are still valid candidates as preprocessing transfornraioConcerning their limitations, they can be
considered negligible in a preliminary design of the system

Being potentially capable of providing similar performaecwe adopted the preprocessing algo-
rithm less resource-hunger: the M-bins histogram. The bigtam is normalized with respect to the
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number of pixels in the ROI. The normalized histograms bec@s independent on the number of pixel
in the in the ROI image. Therefore, to some extent, the NN traed on ROI with a given scale can be
used to operate on ROI with different scales.

Neural Network TopologyAfter the de nition of the NN inputs, it was possible to evalate the
performance levels associated with different NN topologie To verify the quality of the different
con gurations, we extracted two independent sets from ouath traces: one to be used for training the
different NN and the other for validating them (i.e. accurganeasurement).

The basic topology considered is a tWwthree layers MLP as depicted in Figure 7. The various NN

Input
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X1 @— \Layer
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FIGURE 7. Core logic of the park slot monitoring algorithm. From a deed ROI
of the original image (left picture, red square) &uh-bins histogram is computed and
then fed to a 2 or 3 layers MLP network. During the testing phaghe number of
perceptrons of the input layemN, were varied in the interval[ 6,18 while for the
hidden layer their number, in [0, §.

under test differed in four parameters:

M the size of the input vector, i.e. the number of bins in the noralized histogram;

N, the number of perceptrons of input layer;

N, the number of perceptrons of the hidden layer, might be zetfaio hidden layer is used,;
tr the training process.

The input layer and the hidden layer (if present) were con ged with the same activation function:
Tan-Sig. For the output layer the Log-Sig was adopted asvatiton function.

Concerning the setup used to evaluate the NN topology, 4 ipmndent ROIs were extracted from
a 5 hours acquisition trace (2950 frames). For each ROI, guutrvector| and an expected output value
O (i.e. ground truth) were created. Th® value were manually generated, specifying whether or not
the parking slot corresponding to the ROl was empty output dull. Empty and full conditions are
coded inO respectively with 0 and 1.

Two of the four ROIs were used to specify the training s&t = f(T,,Ty),..gwhereT, is an input
vector for a ROl in a given frame and, is the expected (ground-truth) output corresponding .
In particular, the input vectors were computed from ROIs wiit different resolutions over a limited
number of frames out of the overall acquisition trace. The owother ROIs, from other frames, were
used to generate a validation 8ét= f(V,,V),...gin the same way of the training one.
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Several network topologies have been generated varyingrthmber of perceptrons in the input
layer and the number of perceptrons in the output layer. In gicular the variations adN, 2 [6,1§ and
N, 2 [0, were combined to generate different NNs.

Figures 8 and 9 depict the results achieved adopting:

histogram resolutions of: 256, 64, 32 and 16 bins;
two different training process: Gradient Descent and Résilt Back-propagation;
different NN topologies.

The accuracy levels obtained by networks trained with thesient back-propagation (Figure 9)
are signi cantly higher and with lower variance than the oiseachieved using the Gradient Descent
algorithm (Figure 8). Concerning the topology, networks g@ear to be more accurate when the number
of neurons is kept limited, with optimal con gurations fourd for values ofN, 2 [10,18 andN, 2 [0, 4.
Zero perceptrons in the hidden layer means that the layer istused and the input layers is directly
connected to the output one.

Figure 10 depicts the number of weights used by each con dgima. This information is impor-
tant to determine the amount of memory required by each NN coguration. Considering that each
weight can be represented with 2 bytes (16 bit xed point regsentation) or 4 bytes (32 bit oating
point representation), the memory requirement can be expsed in bytes. The optimal trade-off in
terms of resources request and accuracy can be reacheddtdram resolutions of 96, 64 and 32 bins.
With these design choices, at least 4 different neural nekgp implementing different inpuf output
transformations, can be stored in a single WMSN nodes eqeippvith 128KB or RAM and 512KB of
ash.

Training Set GenerationThe last design question that we had to address was aboutrdiaing set
generation and actual training of the network. We encounget this problem during the IPERMOB
project, where we had to con gure our algorithms for operatg on speci c regions of the image (i.e.
ROIs).

These ROIs have been designed by implemented a simple mestrara human operator in a con-
trol room that queries a speci ¢ node for the transmission affull image or part of it. The transmission
is performed through the IEEE 802.15.4 channel and in caske$§ of packets the operation can be re-
quested again. With a simple Graphical User Interface (GWi¢ operator can draw the ROI on top of
the image. The parameters characterizing the ROI extensand width are sent back (in a protected
manner) to the node that stores them for later use. The singtly and reliability of this solution mo-
tivated the reuse of this approach for this application. Iragicular, we designed a simple graphical
interface for training the network. The user can request amdérame, draw a ROI on it and specify
the status of that ROI (i.e. busy or empty). The overall traiing process takes place off-line. When the
training is completed, the weights and the ROI parameterg aransfered back to the node.

3.4.2. Evaluation on actual WMSNs. After the de nition of the main properties of the network,

we obtained all the information required for implementingur ITS system on 8EDEYE boards. The
SEEDEYE has been prototyped for the IPERMOB project and shall be peesed in the last part of this
thesis. The main characteristics of this board are:
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FIGURE 8. Accuracy achieved by system against the validation teacEhe training
set input is computed from 7 images using histogram resaasg of 256, 64, 32 and 16
bins. Results obtained by network trained with the Gradieimescent algorithm Each
plot shows the accuracy reached by networks characterizgdiififerent combinations
of N; (ordinate) andN, (abscise). Color bars placed on the right side of images v
a mapping between the color and the accuracy level reachethkyspeci ¢ network
con guration.

A Microchip micro-controller PIC32MX795F512L with a MIPS3 architecure running at 80
MHz, 512KB of ash and 128KB of RAM;

A VGA CMOS camera HV7131GP from Hynix, operated in gray scalaode;

An IEEE 802.15.4 transceiver.
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FIGURE 9. Accuracy achieved by system against the validation teacResults ob-
tained adopting the Resilient Back-propagation algoritimax number of iterations:
5000, error threshold: 0.00001).

The drivers for acquiring images from the camera, as well deva complexity version of the IEEE

802.15.4 communication stack were part of the work carriedtdan the IPERMOB project. The same
for the ERIKA Real-Time Operating Systems, that was used faciently schedule the various tasks
composing the system.

The core application logic related to the NN was developedasextension of the SEDEYE plat-
form. The two components, histogram computation routine ahneural network, were developed
favoring con gurability over performances. The functiondr computing the histogram can operate on
any rectangular ROI and can output different resolution higgrams. Table 3 shows the amount of time
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FIGURE 10. Number of weights as function of histogram resolution dmetwork structure.

(in milliseconds) required for computing the histogram oh¢ SSEDEYE board, varying: the size of the
ROI and the number of bins.

Concerning the neural network, the design process leadedatsimpli ed library for MLP net-
works. The functions exported by the library allow to createrun and debug MLP networks on
generic low-power and low-memory micro-controllers. Theetwork topology can be con gured ei-
ther at compile time or at run time. The rst case favors a bett utilization of memory resources and
a faster initialization. The second case introduces moragtdbility at the cost of more run time com-
putation resources. In particular, the run-time initialetion simpli es the assignment of the network
weights permitting an “over the air” update.



64 3. LOCAL PROCESSING: IMAGE MINING TECHNIQUES

| 128 bins‘ 96 bins| 64 bins‘ 48 bins| 32 bins‘

160x120 pixeld) 91.55 | 90.35 | 89.85 | 89.08 | 89.01
100x100 pixeld) 50.06 | 49.12 | 48.43 | 47.87 | 47.95
75x75 pixels|| 29.67 | 28.78 | 28.04 | 27.57 | 27.22
50x50 pixels| 15.08 | 14.25| 13.47 | 13.05| 12.67

35x35 pixels| 9.06 8.28 7.50 7.10 6.72

TABLE 3. Histrogram creation execution time in milliseconds foraviable number

of bins and variable ROl areas. Overall measurement errorinsthe order of
0.0Ims.

Training processes, performed generally once, can be rudioe on machines with higher com-
putational power, obtaining coef cients that are then trasmitted to SEDEYE nodes. The bene ts of
this approach are:

Execution times are signi cantly reduced and errors can bemm easily detected;
GUI can used for the training process, simplifying the netwlocon guration process;
If necessary, other training processes, too complex for eutded devices, can be exploited.

From these premises, we decided to spend more effort on ojitimg the network execution than on
speeding up the network training. The outcomes of this optimation process are depicted in Table 4.
Adopting a 4 bytes resolution (double representation) fdng weights, the results generated by the
SEEDEYE completely matched with the ones produced by the MatlabNeural Network toolbox.

Input Size | #Perc. Input Layer‘ #Perc. Hidden Layer| #Perc. Output Layer| Exec. Time

96 18 4 1 3.86 ms
96 18 0 1 2.87ms
64 18 4 1 2.86 ms
64 18 0 1 2.59ms
48 18 4 1 2.41ms
48 18 0 1 2.15ms
32 18 4 1 1.83 ms
32 18 0 1 1.57ms

TABLE 4. NN execution time for various topologies. Tan-Sig is usad activation
function in input and hidden layers, while Log-Sig is adoptén the output layer.
Zero hidden perceptrons measn no hidden layer. Overall ma@snent error is in the
order of 0.0Ims.

The frame acquisition, the core logic and the transmissidittre slot status have been implemented
through four separated tasks, delegating their activationthe scheduler provided by ERIKA RTOS.
Periodically, the scheduler executes the rst task (franoguaisition) that contains the logic necessary for
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extracting a new image. After the completion of this task,dthistogram can be computed and its output
can be passed to the neural network. When the neural netwoekrhinates its computations, the value
representing the network status can be stored as a packeh@ttansmission FIFO of the transceiver.
The last task is completed when the transceiver informs th€M that the packet has been successfully
transmitted. This process, depicted in Figure 11, can besidered concluded after the transmission
completion. The time between two executions of these actigs, namelyT , is a con gurable parameter
that represents the temporal granularity of the monitoringystem. As a reference, in the IPERMOB
project, this parameters was set in the range of 60 to 300 sés0

FRAME HISTOGRAM NEURAL STATUS
ACQUISITION COMPUTATION NETWOK EXEC TRANSMISSION (X 1]
<33 ms <92 ms
* T
<1D> <

ACTIVE PHASE IDLE PHASE

FIGURE 11. Structure of one application cycle. The functionaliseare implemented
through four tasks, which execution is managed by the RTOSirfeach task its worst
case execution time (WCET) is shown. The sum of the WCETs camdeen as the
amount while the system is in an active state.

It is important to stress that the power consumption of theEgEDEYE board can be drastically
reduced adopting a proper energy aware policy. This becathseapplication duty cycle is extremely
small compared. Indeed, assumimg= 60 seconds, the application duty cycle is:

_ ActivePhase 115ms

- T ~ 60000ns
thus, for more than the 99% of the time the device can be keptthe sleep state. The proper use of
the low power features leads to the consumption curve depitin Figure 12, that, in case of the device
powered with a 2800 mAh 9 Volts battery packs, can extend thede lifetime from about 10 hours
(i.e. when power awareness policies not adopted) up to 3 nianti.e. with power-aware policies).
Considering the wireless communications, performing tharcslot status extraction directly on the

= 0.0026

LEGEND
26 mA McuU
CAMERA
120 mA 120 mA 120 mA 120 mA
<0.3mA
J FRAME HISTOGRAM NEURAL STATUS NOP
ACQUISITION COMPUTATION NETWOK EXEC TRANSMISSION
> -1 <]
ACTIVE PHASE IDLE PHASE

FIGURE 12. Consumption associated with one application cycle ating the correct
Power Aware Policy. During the NOP phase no operations aregeired.

board signi cantly reduces the network load. The extent dfiis reduction is presented in Table 5.



66 3. LOCAL PROCESSING: IMAGE MINING TECHNIQUES

‘ ‘ 1 slot monitored | 4 slots monitored| 8 slots monitored

ROI (70x70 pixels) 49 193 385
ROI (35x35 pixels) 13 49 97
Histogram (96 bins) 2 8 16
Histogram (32 bins) 1 3 6
NN output 1 1 1

TABLE 5. Number of packets to be transmitted for each system updatelifferent

scenarios. In the rst two rows, the number of packets reqeid for transmitting raw
ROIs (1 byte per pixel) is shown. In Row 3 and 4, instead, thelwme of packets
required for sending histogram (2 bytes per bin) is presehtéast row contains the
traf c generated by the system based on NN. Standard IEEE 84 packets with
102 bytes of payload are considered.

The proposed system can achieve an satisfactory accuraisyglharacterized by an extremely com-
petitive cost, it requires a limited amount of maintenancedit can be easily scaled for covering wide
areas. Furthermore, the developed low-power image protegalgorithms can be extended to provide
additional features, without requiring major changes todtproposed approach.



CHAPTER 4

Distributed Processing: Target Tracking

RACKING is one of the most advanced and challenging appliicats of wireless multimedia sen-

T sor networks. Traditional approaches for the tracking prédm had been formalized considering
acentralizecprocessing scheme. With the availability of sensor nodgsatae of performing computa-
tion on-board and exchanging information, new formulatiehave been proposed baseddistributed
processing.

In particular, distributed target tracking has been recgnteformulated more recently considering
distributed particle lter techniques for wireless sensaretworks. However, the adaptation of dis-
tributed tracking Iters to WMSNSs, i.e. sensor networks wh limited eld-of-view and large raw-data
management constraints, under realistic networking cotidins has not yet received enough attention.
In this Chapter we discuss an extension to the formulation the distributed particle Iter and enable
its operation in realistic scenarios by introducing a nelxbp selection mechanism for the aggregation
chain and a target hand-over strategy that is capable of fiagdietection misses and target losses. The
lter is tested using a network simulation environment ovesin area of 600én? and networks of up to
1000 sensors.

4.1. Background

The problem of tracking is a problem of estimation of a dynamsystem that changes over time,
using a sequence of noisy measurement of the system. The-sjadce time-discrete modeling of the
dynamic system is used for the formalization of the trackimgoblem.

The unknown state of the system, or target, is de ned by a vectx = ( ,, ,,..., g), where each
component is an internal unknown variable of the state-spamodel of the system (e.g. position,
velocity). An noisy observation of the state is performedrtbugh measurement and is de ned by the
vectorz=( 4, 5. )

The dynamic evolution of the target is described as follows:

X, State of the target at timé& 2 N (discrete-time);
z, Measurement of the target at timke 2 N (discrete-time);
fx, :k2 Ng Sequence (or trajectory) of states of the target, modelledrat-order
Markovian process;
fz, : k2 Ng Sequence of measurements of the target state.
The target state evolution can be de ned by the generally rbnear function

X = R (% 1,V 1) (14)

67
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FIGURE 1. Target tracking problem. The statg, of the target at timek is unknown
and has to be estimated from the noisy measuremgpbbtained by the sensor.

the state measurement can be de ned by the generally nomdinfunction
7= H (X, ny) (15)

where
fv, ;:k2Ng i.id. sequence of process noise generally non-Gaussian;
fn,:k2 Ng iid. sequence of measurement noise generally non-Gauossi

F.() State transition function;

H, () Measurement function;
The state transition functionF, describes the evolution of system state to a given degreencéctainty
represented by the process noigg ;. The measurement function describes the sensor behaviat,th
given a system state, produces an observation thereof wighvan uncertainty associate to the measure-
ment noisen, .. The objective of target tracking is to estimate the statetbé systemx, at time k based
on the previous (estimated) statg , and the sequence of measureméaf, g*.

4.1.1. Bayesian Formulation. The Bayesian formulation of tracking is directly deriveddm the pre-
vious de nition. Essentially, the state transition funabin (Equation 14) and the measurement function
(Equation 15) can be rewritten in terms of probability dertgifunction (PDF). The state transition
function F () can be expressed as the conditional probability of the tareing in statex, given the

ILet us use the following convention for subscripts to inditatemporal sequences;, = z,,2,, ...,z
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statex, ,, thus de ning thetransition PDFas

Fe 7' p(%xe 1) - (16)

The measurement functiorH, () can be expressed as the conditional probability of the measent
z, given the statex, , thus de ning thelikelihood PDFas

He 70 p(zx) - 7)
The objective of target tracking is to estimate the state bktsystem at timek given the state at
k 1 and the sequence of measurement from ktowith the Bayesian formulation the objective is to
reconstruct theposteriolPDF
P(XJz1y) - (18)
The problem can be solved using a recursive formulation lwhea two steps:

(1) prediction the previous (estimated) state is used to predict the cotrggate from the transition
function (14); in terms of probabilities, the prior PDF is deulated using Equation 16;

(2) update the current available measurement is used to update theljgted current state using
the measurement function (15); in terms of probabilitiedye prior PDF is updated in the
posterior PDF using Equation 17.

The mathematical formulation follows. Let us assume to know
P(Xizy) P(%) Initial target state, i.e. the initial posterior PDF, where, is the empty
measurement;
p(X 1iz;4 1) Previous posterior PDF (at tim& 1);

The prediction stage calculates the prior PDF at tinkethrough the Chapman-Kolmogorov equation:
Z

P(XJzix 1)= POdXe )P 1iZix )% 4 (19)

where the rst-order Markovian process assumption has beesed to simplify p(X,jX, 1,Z;4« 1) =
p(x X 1)- The update stage calculates the posterior PDF at tiknom the available measurement
z, through the Bayes' rule:
D% j211) = p(zijk)p.(xk UZix 1) (20)
P(ZJzyy 1)
where the normalization constant at the dzenominator is

P(Zizix D)= PzIX)PXiZix DA%

derived from the likelihood function (17).

The recursive relation between (19) and (20) representsthieoretical optimal solution to the
Bayesian formulation of the tracking problem. Analytic sation to the general formulation is not
possible, since the exact evaluation of the integrals is pagsible. Two approaches exists to solve the
Bayesian problem in practice:

Optimal Algorithm: using some restrictions on the problemadrmulation, analytical optimal
solutions can be derived;

Suboptimal Algorithm: restrictions are not given on the ptdem formulation, but the solu-
tion is an approximation of the theoretical optimal solutio.
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The most popular optimal algorithm for Bayesian tracking the Kalman Filter (KF)[Kal60]. The
KF operates under the assumptions that

the process noise, and the measurement noisg, can be drawn from Gaussian distributions
(one for each noise);
the state transition functionF, and the measurement functiohl, are linear functions.

In such conditions, an analytical solution to the Bayesiaratking problem can be derived, and it is
proven that the KF is an optimal algorithm.

In many cases the linearity and Gaussianity assumptionsh&f KF do not hold. Approximation
methods have been proposed to address this issue. The Egttidiman Filter (EKF) relaxes the as-
sumption on linearity. Taylor expansion is used to produceliaear approximation of the non-linear
transition an measurement functions.Gaussian approxiioatis used for the process and measurement
noises. A further extension of the EKF is the Unscented KalmEilter, which uses an unscented trans-
form to better approximate the non-linearity of the systemna the Gaussian parameters.A different
approach, based on Monte Carlo methods, is tRarticle Filtering In this case the problem is not ap-
proximated with a linear and Gaussian one. A sequential Mer@@arlo approach is used to approximate
by samples the true PDFs of the Bayesian formulation. In thenmainder of this Chapter we will focus
our attention on the latter approach.

4.1.2. Particle Filter. The basic overview of the Particle Filter (PF) is given in thSection. For a
thorough de nition the reader might want to refer tof AMGCO02].

The idea behind the PF is that probability density functioran be approximated by Monte Carlo
samples of the same density. Essentially, the idea is togsegnt the posterior PDF (18) with a set of

particlesrandom samples (of the state space);
weightsa weight associated to each random sample.

The particle represents a possible realization of the staftéhe target, while the weight represents how
such realization is plausible. For instance, assuming t@Wthe exact state of the target, the particle
that is closest to that state shall have the highest weighthé particle is exactly equal to the target state
its weight is 1. To some extent, we can say that a weight represhe probability of the particle to
represent the target state.

Given the above de nition, the PDF is then approximated by #nlinear combination of the par-
ticles and the weights. If the number of particles (and weighincreases, the approximation becomes
more accurate; theoretically, if this number grows to in ny the linear combination converges to the
true PDF. More formally, considering:

XE) i-th particle at timek;
w,’ i-th weight at timek associated ta,’;
fx”,w’d_, Particle (and weight) sgh wherR is the number of particles (and weights) and the
weights are normalized WE) =1;
given the system statg, , the posterior PDF at timek can be approximated as

»® o .
P(XZy4) Wf(') (% XE)) : (21)
i=1
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Sequential Importance Samplinbhe algorithm to implement the recursive predict-and-upga
steps to estimate the target state is known as Sequentialoigmce Sampling (SIS). The problem of
Bayesian tracking is that the posterior PDF is not known andib to be estimated. The SIS is based on
the idea that an alternative PDF proportional to the posteti PDF  ()/ p(). Assuming that particles
are drawn from a proposal distributiorg( ) known asimportance PDuch that

(@)
X o q((iz)) 8i=1,..P
q(x®)
Owing to the proportionality between () andp(), the approximation de ned by Equation 21 is valid
with weights de ned as

p(XE)j Z1:k)

q(XE)j Z1:k)

From those assumptions it can be demonstrated that the reste Bayesian solution is approximation
by SIS algorithm as

(0]
k

(1) initial condition: In the initial particle set all particles are set to the il state, sincep(x,) is
known, and the weights are all initialized to the same value:

fxgwy @ x) = x"wy'=1=Pg 8i=1,..P ;
(2) prediction P particles extracted from the importance function:
X aq(4ix) z) 8i=1,.P ;
(3) update Weights are updated according to:
iy (@ (@) 54,0)
w®=w" p(zijk,)p,(xijk L st X
K k1 Q(XE)JXE) 1 %) i=1

It can be shown that in (21) the particle approximation comges to the true posterior PDFP(X,jz; )
for P11

Sequential Importance Resamplidg alternative algorithm for particle Itering is the Sequetial
Importance Resampling, that operates under the followingsamptions:

wi=1 . (22)

The transition function (14) is known and samples can be drafvom the process noise,;
in terms of Bayesian formulation, samples can be drawn fronetprior PDF (16);

The measurement function (15) is known; in terms of Bayesfanmulation, point-wise eval-
uation of the likelihood (17) is possible (at least up to progionality).

The SIR algorithm can be derived from the SIS algorithm byeeting the prior PDF as the importance
function q( ). Moreover, anresamplingstep is performed at every iteration of the SIR. The resanmgji

“transfer” the information about the plausibility of the paticle from the weight to the particles. This
is done by de ning a new particle set where the new particles abtained by replicating particle from
the original set. In particular, a particle is replicated meotimes proportionally to the weights in the

original set. The weights in the new set are all equals t”1 Now, considering the prior PDF as the
importance function

CI(XE)J'XE) 1'Zk) = p(XkJXE) 1
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and substituting in (22), and considering the resampling &very iteration, the SIR algorithm can be
de ned as:

(1) initial condition:
fx(‘)”,wg) : xg)z Xo ™ WS)I 1=Pg 8i=1,..P ;
(2) prediction P particles extracted from the prior PDF:
X' p&ix) ) 8i=1,..P ;
(3) update Weights are updated according to:

. . » o
w) = p(zjx) st.  w’=1 . (23)
i=1
Although the assumptions of the SIR algorithm are quite restive with respect to the SIS algorithm,
the SIR provides a simple solution in terms of weight updatedain terms of importance sampling.

4.1.3. Multi-Sensor Tracking. The formulation of the tracking problem has to be extended a ton-
sider the distributed nature of wireless multimedia sens@twork, where measurement from spatially
distributed sensors need to be used to for the state estiomatMulti-sensor trackingims at estimating
the target statex,, at each discrete-time stdp given a set of measurements (observations) obtained
from N sensor-nodes, each producing a local measurem@ntvith n=1.N.

The formulation formerly introduced in this Chapter still lolds when considering the (global)
measurement vectoz, as the composition of the local measurements:

2.=(2.2,,...2))

Early approaches for multi-sensor tracking useentralizedlter, where all the measuremenlzl’(1 are
sent to a central node that holds the vecteg and executes a classic single-node tracker. This approach
is not scalable and it is not feasible in bandwidth-consiradl wireless networks, where the physical
communication link is potentially shared by all the nodes ithe network. A solution to this problem
is the use of a decentralized or distributed approddC114]. In decentralizettacking, the network is
partitioned into clusters according to some sensing redaship between the nodelgViP09]. For each
cluster, a cluster-head is responsible of performing catibed tracking. This solution is effective when
nodes observing the same target belong to the same cluster.

In distributedtracking, the estimation is cooperatively performed thrgin collaboration protocols.
The network has a common “distributed” knowledge of the pastior PDF p(Xx,jz;,). This can be
achieved through two different information exchange paiigths, namely consensus and token passing.
The consensus-based appraetuivalent to a data dissemination mechanisms, but is enefrcient in
terms of communication bandwidtf OsFMO07]. Token passing a sequential aggregation mechanism:
each node receives a partial aggregate, creates a new atggnéti its local information and sends the
new aggregate to the next node.

Early proposals for multi-target tracking were operatingnder the linearity and Gaussianity as-
sumptions, essentially implementing extension of the KamFilter to deal with distributed sensors.
Originally decentralized approaches for Kalman Filteriritave been studied (e.pgGGGA07,MP09]).
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FIGURE 2. Multi-sensor target tracking problem. The statg of the target at time
k is unknown and has to be estimated from the set of noisy measuentsz, =

fz!,22,zgobtained by spatially distributed sensors.

More recently, approaches based on consensus algorithne heen proposed for truly distributed pro-
cess. Those solutions are also known as Kalman Consenstey$-{(KCFs). In this case each node runs
a modi ed version of the classic Kalman Filter, where a megs&xchange mechanisms is introduced to
obtain a common agreement on the nal predicted state on dletnode§ OSS08 SSC09SKS' 1(].
Multiple target tracking An important issue that should be considered in large-scglstems such
as WMSNSs is the presence of multiple targets at the same tinmethis case, the problem of target
tracking needs reformulation in order to account for the psible interaction between the multiple
targets. This leads to the de nition of Multi-Target Trackig (MTT) [LCRO7]. In order to give an
idea of the MTT problem, let us consider the example in FiguBe The essence of MTT is thdata
associatioproblem. The sensors produce a measurement for each taigéten the targets (and their
states) are “well separated”, it is trivial to associate theasurement to the corresponding target state.
In this case, multiple single target tracking algorithm caperate as described before. When the targets
are “close” to each other, the association of measurementhtarget state might not be straightfor-
ward. In this case, multiple hypotheses (about the assacigtmight need to be considered, e.g. for
targeta we should consider bott'p(xl':‘j z&) and p(xl'jj zlf). The approach of enumerating all the possible
hypotheses for association is known as Multiple HypothesBsicking (MHT) [Rei79 This approach
has the drawback that the number of hypothesis increasesogqgmtially with the number of targets.
Alternatively, Joint Probabilistic Data Association Fikr (JPDAF) has been proposed by Fortmann,
Bar-Shalom, and Scheff&BSS8(. JPDAF scales linearly with the number of the targets by talg
into account a linear combination of the measurements whepdating the target states. Both MHT
and JPDAF might be combined with multiple (parallel) singlarget tracking in order to operate only
in a region of signi cant interaction. Essentially, when tgets are far away, a single-target tracking is
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FIGURE 3. Data association problem in multi-target tracking. Whehe two target
interact (i.e. getting close to each other) it is uncertaithather z& is associated ta?
(and zlf to xl?) or vice versa.

executed; when the targets enter a region of interaction i T approach is adopted. In the remainder
of this Chapter we shall focus on the problem of single-track, assuming that the data association is
solved by a possible target detection algorithm.

4.1.4. Distributed Particle Filtering. In order to relax the assumption on linearity and Gaussiait
imposed by the the Kalman Filter, approaches based on P#gthltering have been developed. Dis-
tributed Particle Filters (DPFs) for WSNs have been propodey Coates infCoa04. Each node of the
network executes #ocalParticle Filter, a slightly modi ed version of the classicH In particular, each
node has a particle set and exchanges some partial infomatith other nodes according to a speci ¢
protocol with the goal of keeping all the particle sets cosgnt in all the nodes, i.e. an agreement on
the patrticle set is reached by the nodes at each time stephdlgh Coates has the merit of formulat-
ing the problem of the DPF for the rst time, its paper remaingeneral and unclear about the type of
information that nodes should exchange.

Solutions based on the de nition of @ommon posterior distributiowere proposed i SHRO5,
Gu07,HDHOQ9 ]. Each node executes the PF by drawing particles from an intaace function chosen
as the common posterior distribution at the previous iteiiah step. The goal is therefore to have the
same posterior in all the nodes. However, exchanging thetjde set among nodes to approximate the
posterior probability is not ef cient and does not scale witthe size of the target's state and the number
of particles. To reduce the amount of data exchanged, i.ee pfarticles and the weights, independence
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from the number of particles is obtained by approximating éposterior with aGaussian Mixture Model
(GMM).

In [SHRO5] the authors proposed two approaches based on a two-levelahihical architecture
in which nodes with correlated measurements are organizedgénsor cliques, and then clique-heads
are organized in clusters observing the same target. Dathiwia clique are sent towards the clique-
head and the distributed algorithm takes place at the cludével, i.e. among clique-heads. The rst
solution in [ SHRO5] is based on a spatially sequential approximation of the go&ir with a GMM.
The mechanism is based on a chain similar to that[i@oa04, but, rather than the likelihood, the
posterior is approximated and transferred. The second ol in [ SHRO5] uses a parallel approach
and each node derives its own GMM for the posterior. Then, #fle GMMs are exchanged among
the nodes and a k-mean algorithm is used to create the nal GMigproximation of the posterior. A
similar sequential solution is used [fHDHQ9 ]. The two have a slightly different formulation of the
weight update function and the GMM parameter generationtlaugh the underlying idea is the same.
The authors also propose an alternative “look-ahead” teiciue to design a more accurate proposal
distribution for the importance sampling process, makinge of a two-step Gaussian sum lter. Finally,
the approach presented ifGu07] is based on consensus algorithms. The problem is to have #mees
GMM approximation in all the nodes. The global parameters tife GMM are obtained by averaging
local statistics of the nodes using a consensus algorithm.

4.2. The distributed tracking algorithm

The algorithms discussed in the previous section are de @ high level of abstraction, without
considering issues related to their applicability to restlc networking scenarios. To address issues
related to the distributed implementation in the context & realistic network environment and line-of-
sight sensors (cameras), in this section we discuss ounsiaes for realistic WMSNSs of the algorithms
presented if SHR05,HDHO09 | .

4.2.1. Model. Let us consider for now that all the nodes\, in the network observe the target, i.e
each node has a measurement and has to be involved in the D&ratibn. A set of P particles and its
relative set of weights is held by each node. The nodes' olzatons are synchronized, i.e. thk-th
measurement is generated at the same time in each node. THeddporithm is based on a sequence of
aggregation steps, theggregation chaiff he aggregation chain is performed every time a new measure
ment is available. Let the indek indicate a speci ¢ instance of the aggregation chain, i.a@raaking
step; whereas the indelx indicates the steps of the aggregation chain, i.e. dlggregation steps

In order to apply DPF to FOV-based sensors (cameras), we havaddress the algorithmic con-
straints introduced by their limited FOV. The “content” of he measurement,' is generated from the
detection process performed by nodeat time k. If the target is not in the node's FOV, such content
cannot be generated. This problem, here referred toda$ection misss not considered in the original
algorithm and has an impact in the cooperative protocol. $athe target can exit the FOV of a node,
we will introduce a mechanism to manage thiarget hand-over.e. when a target that was detected in
the previous step is no longer detected in the current one.igmechanism is dependent on the role of
the node in the aggregation chain. Note that we are not coresithg here false positive detections.
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FIGURE 4. Example of aggregation sequence using GMM-PP

Partial Posterior PDFThe basic idea of the DPF is that each nodes re nes the estiombf the
posterior PDF making use of its local measurements. In thiaywthe measurement is not exchanged
between the nodes and only the estimation is transfered. &ese the posterior PDF at the local node
is created using a subset of the entire measurement vextpwe refer to this posterior agpartial. In
particular, the Partial Posterio(PP) is the posterior PDF obtained at the intermediate stegfsthe
aggregation chain. In order to reduce the amount of infornia exchanged between the nodes, the PP
is approximated with a Gaussian Mixture Model. Figure 4 shethe token passing mechanism used to
exchange the (GMM-) PP. We denote the GMM approximation ofetlpartial posterior as GMM-PP:

h h _ . 1h

pGMM PP pPF'_ p(Xszlik 1’Zk )

Notice that z, 1:k 1 is the sequence of the full measurement vectors, Whﬂ@ is the partial mea-
surement vector at timek that includes the measurement from node 1 to notle

4.2.2. Algorithm. At initialization, P particlesx® are set equal to the initial target statg and all
the weightsw® are set equal to4P. One of the nodes is selected to be the rst node starting the
aggregation process.
Node SelectionThe mechanismto select the next nodethe aggregation chain is an important

component of the algorithm. The node currently holding theaken, n,, queries then,, ; node that

is closer to the (partially) estimated target positidlj:. The queried node can refuse if it has already
been included in the aggregation process or if it determirtiest its local measurement is not accurate
enough[HDHO9 ]. Unlike the original approaches, in our case the nodes areaeof the FOV in-
formation of the cameras that could be in the same active #stlpgical neighborhood). However, it
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could be also suf cient to know only which are the cameras di¢ node's neighborhood. In this case
the node shall query all the nodes in the neighborhood withbany preference or Iter related to the
estimated target's state. In our implementation ting, , is selected by considering the node that should
be observing the same target (accordingttt) at the same time. The order in which the neighbor nodes
are queried is related to the expected proximity of the tatge the center of the neighbor's FOV.

Active NodesAnother important limitation of the original algorithm is that all the nodes in the
network must observe the target at any time, which in case afhteras would mean that the FOVs of
all the nodes should overlap and that a target only moves desthe overlapping region. To remove
this unrealistic assumption we de ne a subsetasftive nodethat, for a given tracking step, are able to
generate a detection of the target.

First Node Iteration.The rst node , n,, starts the iteration for the current tracking stef. The
noden, has the global posterior probability from timé 1 (and does not receive a PP at tirkg This
could be possible, for instance, if the rst node in the cumetracking step is also the last one of the
previous one. Noden, performs the posterior prediction and measurement updateps in order to
create the rst PP from the previous posterior.

The particle seffx’ ,w,’ 1q3:1 from the previous tracking step describes the previous @&ir

k 1’
probability. This particle set is re-sampled, generatirgtset

AT i
The predictionstep is obtained by drawing a new particle from the state tsition function for each
re-sampled particle:
X|(<i) p(xkj%k” L 8i=1,...P . (24)

The measurementpdate uses the local measuremaﬂnto update the weights for the new particle

set through the likelihood function,
Liy®
WE):P:(LXKL)@) 8i=1,...,P. (25)
j=1 f (ZkJXk )
The new particle sefx’,w ¢ represents the PP in the rst node. The GMM-PP is then created
and sent to the next node. The creation of the GMM-PP is basedumsupervised algorithm that uses
expectation maximization and minimum description lengthrder estimation[ Bou97].

In case of a detection miss in the rst node of the aggregatirain, the algorithm shall not start
until a new rst node is found. A solution could be to restarthie rst-node selection mechanism, but
this will require several iterations to converge. In the pposed solution the rst node with a detection
miss selects the next node, according to the standard pracedto which it forwards the previous
GMM-Posterior and a noti cation of its failure. The receivig node is now in charge of starting the
aggregation chain. If this node fails too, the same procedligr repeated until a new rst node is found
or a target loss happens.

Intermediate Nodeslhe intermediate nodes n, with h=2,... N 1, i.e. all nodes but the rst
and the last one, receive a PP as input and send a new PP astolEpehn,, receives the (GMM-)PP
from the previous aggregation stefn ( 1), updates the PP with its local measuremml'(i‘t ! creates a
GMM approximation of the PP and sends it to the next nodg,, ;.
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The received GMM-PP is used as importance functigy(x, ) for the Sequential Importance Sam-
pling algorithm. A new patrticle set is created by drawirfg particles from the received GMM-PP:

XD P w4ize" ) 8i=1,...P. (26)
The relative weights are calculated according to the impammte sampling rule
1y, 0) i51h 1
VT/E) — p(ZkJXk )pGMM ::—'(XkJZk ) 8| _ 1, o ,P
p(x")
W(i)
0 — k
We=Ps o
=1k

However, since the importance function is equal to the incany GMM-PP, the weight calculation is
simpli ed as in (25):
hiy @
w:(”:p;l(LXE.)” 8i=1,...P. (27)
i=1 P(ZX)
The new PP is then approximated with a GMM-PP that is sent toemext noden,,, ;.

In case of a detection miss in an intermediate nodes, the probis solved by skipping the local
processing (since the detection is not available) and fadireg the incoming GMM-PP to the next node
directly.

Last Node.The last nodeof the aggregation chaim,,, reconstructs the global posterior probabil-
ity and performs the estimation of the target's state. Theoghl posterior is reconstructed following
the same mechanism described for the intermediate nodesthé&nlast node, the PP resulting from
Equations (26) and (27) is also the global posterior,

1N

p:,\lp = p(Xjz, ") = P(XJz) -

The target's state estimation is then possiblerig as

xP
R = wOxO (28)
i=1

This last node will act as rst node in the next tracking stggHDHO9 ]. Note that, however, the
algorithm could be easily modi ed by selecting a differentst node, provided the nal global posterior
is transferred fromny | to Ny, ;.

A detection miss at the last node does not require particupaocedures. The node will produce
the estimate considering the incoming GMM-PP as the nal GMgbsterior.

Target Losslf all the nodes appear to have lost the targetfaget lossondition happens. This
condition is due to the target hand-over and takes place wimen rst node can be selected from the
candidate neighborhood. As soon as the target is lost, the@adetecting this condition noti es all the
nodes in the network with a broadcast message. This messadedes the last known posterior. When
the target is visible again, the node currently observingethkarget shall start the rst node selection
process. Note that, owing to imprecisions of the state esétion, it might be possible that the target
was visible by other nodes not originally included in the rghiborhood. In this case the tracking will
immediately restart.
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4.3. Validation

In this section, we evaluate the performance with (and withi) limited resources of the distributed
particle Iter we presented in the previous section. Withduesource limitations, the target's state
estimation is immediately produced for each new observatiby the distributed tracking algorithm.
With resource limitations, network delays and packet lossagnreduce the number of estimations,
compared to the total number of available measurements.

LetK,, be the number of estimations and let an estimation be avdgsditer a certain delag (k).
The average estimation dela, is de ned as

d(k), (29)

L. (30)

E quanti es the total number of estimations (detected eventwer the total number of observations
(all the events).

We de ne an area of 10@ 60m surveilled by theN cameras having a FOV of 18 6m and
with a top-down view. The FOV of the camera is calculated catsring angles of view of cameras and
assuming a distance of6from the ground plane. The camera are positioned accordingatrandom
uniform distribution. The sampling period isT, = 1s and there areK = 600 observations per run.
The network is based on the T-MAC protoco[vDL03], con gured with the request-to-seralear-to-
send and acknowledged-transmission mechanisms and witlmalrer of retransmissions set to 10. The
bandwidth isBW = 250 kbps. The target motion is a linear motion with a random \kathat follows
a zero-mean normal distribution with a variance of M8 We reproduce the realistic networking envi-
ronment using a network simulator engine based on Cast@iag and Omnet++ [ www10d]. Due to
the probabilistic nature of the lter, 100 simulation runseach of 10 minutes, are generated by varying
the number of nodes in the network fromN = 10 toN = 1000. The average values with standard
deviation are considered in the analysis.

Figure 5(a) compares under ideal (i.e. no delays) and teafistworking conditions the ef ciency
of a traditional DPF (0-GMM), when the whole particle set ixehanged across nodes, while varying the
number of sensors from 10 to 1000 and the number of particlesi 100 to 500. It is possible to notice
that in case of ideal networking conditions, the ef ciencyriproves as the number of nodes increases, as
deploying more nodes gives a higher degree of coverage dfuineeillance area. Howevewhen realistic
networking conditions are modeled, the performances ®fdtean are sensibly differenhile E is still
decreasing in the rst part of the curved\( = 10,50, 100), for larger values Bbf it increases with the
number of nodes. This loss of performance is related to theéwerk delays, which are clearly visible
in Figure 5(b). Because of the limited communication bandith, the delay required to completely
perform a tracking step increases witk. Indeed, more and more nodes have to be involved in the
iteration mechanism of the aggregation process, thus delgythe time when the estimation is ready.
The larger the number of particles, the steeper the slope oé D when increasing the number of
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sensors. When the delay is larger than the sampling time, sambservations are ignored: if a new
sample is ready but the network is still completing the aggegion process, that sample is dropped.

Figure 6 shows the impact of using the GMM approximation, apfosed to sending the entire par-
ticle set, on the ef ciencyE when using the realistic network model. We consider threerncgurations,
namely the traditional DPF with no GMM (0-GMM); the single Gassian approximation of the DPF
(1-GMM); and the approximation with a mixture of ve Gaussiacomponents (5-GMM). The GMM
approximation considerably reduces the amount of infornian that the nodes have to exchange. As
it can be observed from Figure 6(b), the delay increases mmhe slowly for 1-GMM and 5-GMM
than for 0-GMM. When the GMM approximation are used, the delaemains suf ciently below the
sampling time limit (15). It can be also observed that transferring 5 componentsted GMM demands
clearly more bandwidth (higher delay) than 1 component onliotice also that the performance of the
1-GMM and 5-GMM are almost comparable to those obtained wlFGMM under ideal assumptions.

Remarks.We have addressed the problem of distributed target trackiior WMSNs using dis-
tributed particle Iters and extended the formulation of aegjuential algorithm to deal with realistic
network scenarios. More speci cally, we designed the aligom to work with sensors with limited
eld of view, dealing with problems such as detection misarget hand-over and target-loss. We demon-
strated the proposed algorithm using a network simulatorinflation results showed the importance
of the co-design of distributed tracking algorithms and comunication protocols.
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FIGURE 5. (a) Ef ciency of a traditional DPF (0-GMM) while varying he humber
of sensors and particles, under ideal and realistic netvimgkconditions. (b) Average
delay of a traditional DPF (0-GMM) under realistic networkig conditions.
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CHAPTER 5

Towards Real Systems: Tools and Platforms

ECENT technological advances have favoured the evolutiohtiaditional WSNs operating on
R simple scalar measurements towards WMSNs dealing with mooenplex vectorial data such
as video and audio. Although the literature on WMSNs has migifiocused on multimedia stream-
ing [MRXO08] and bandwidth allocatio]f CPLLO09], new applications such as human behaviour recog-
nition and wide-area target tracking are demanding the diion of cooperative distributed applica-
tions for WMSNSs.

Because of the complexity of such systems, it is common to ertdke pure theoretical or sim-
plistic approaches, thus moving too far away from actual fplems. In order to drive the research
efforts towards real-world problems, it is fundamental, wur opinion, to seriously take into account a
methodology based on:

(1) simulations environments: that should allow to model emlex aspects inherent to the differ-
ent disciplines involved in the problem (e.g. networkingeal-time operating systems, com-
puter vision);

(2) real platforms: the availability of programmable deeig is crucial, since technology highly
motivates research challenges, and solutions, for WMSNSs;

(3) real deployments: ultimately, the research efforts skallow to put in place real network of
sensors capable of operating in real-world environment.

5.1. Background

In the following Section, a brief review is given of the staté the art for: simulation environment,
sensor-node platforms, real deployments.

5.1.1. Simulation Environments. The understanding and the modeling of the complexity of dis-
tributed applications based on WMSNSs require competenaesif several areas, ranging from network-
ing to control theory, and from computer vision to data managnent. However, until now researchers
have studied algorithms, applications and protocols for WVBMIs without a holistic approach that ad-
dresses complementary and interconnected issues fromhaké disciplines. In particular, one of the
main obstacles towards an integrated approach is ldek of a common simulation framework where
all the aspects related to different disciplines can bé&thadd analysed simulteneoushpme limited
attempts have been made in this direction, such agfhalQ, although speci cally tailored to surveil-
lance applications.

In the following we rst discuss the state of the art in netwdérsimulators and then we focus on the
main approaches adopted in computer vision to simulate distited applications with WMSNSs.

83
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Discrete Event Simulationin discrete event simulation, the operation of a system igpresented
as a chronological sequence of events. Each event occuns iastant in time and marks a change of
state in the system. Discrete event simulators are usualiplemented making use of a resizeable event
queue where to post and pop events for appropriate procegsiRor instance, time-triggered activities
regularly post expiration events into the queue to produceariodic sequence of actions. The queue
is reordered at every post to always keep the closest evenfrant; the physical notion of time is
discretized and incrementally elapses by the interval bebm the two latest expiration events at every
pop.

Network SimulatorsPopular network simulators, including NS-2, OMNet+ , TrueTime, and
OPNET [www10c,www10d,Lun10,www10e€], can be compared based on the programming language
they use, their script-ability, the support for standard ptocols, and their extendibility integrability.
The last two properties of a network simulators are importarior the appropriate modeling of local
processing at each node. Table 1 summarizes the consideztuaonk simulators with their characteris-
tics. A comparative review of the most popular network simators is presented also [TGMB * 0§].

| NS-2 OMNet++ TrueTime | OPNET |
Language C++ C++ Matlab C++
Con g/ Setup Tcl/ Tk Scripts NED les, ini les Matlab GUI
|IEEE 802.15.4 with GTS with GTS CSMA only -
OS aspects Through Extensiong PCL* 10] - Native -
Extendibility / Integrability Bad Good Good in Matlab -

TABLE 1. Comparison of network simulators

NS-2 the most popular network simulatorf www10c], is written in C++ and has a simulation
interface based on TCL scripts. It was originally designext S§imulations based on TCAP com-
puter networks, but extensions have been provided to supporobile ad-hoc networks. Mobility of
nodes requires further extensions, and mixing wired and &less nodes in the same simulation is not
straightforward. Since NS-2 was originally designed foitwerks of computers (high-end systems), the
network stack of the nodes results more complex than in adtWdSNs. Support for the IEEE 802.11
and IEEE 802.15.4 standards is provided by external conttibn modules.

OMNet++ , a component-based network simulator designed for hiehacal nested architectures
[www10d], provides a discrete-event simulation engine and a GUI ifaee. The modules are writ-
ten in C++ , while a high-level Network DEscription (NED) language issed to assemble modules in
components and to interconnect components to each other. éncguration le is used to specify the
parameters of the simulation and the parameters of the magtul The tool can be used in a command
line environment quite easily, since it provides severat@tools to simplify the generation of make-

les. However, the version 4.x is also based on the eclips€elBDMNet ++ is highly exible and the
simulator can be integrated with external libraries, such APl to access Matlab from €+ programs
and framework with advanced statistical analysis. Modejiextensions are provided to support for
example mobility, wired wireless standard and non-standard protocols, and energglefs. Different
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simulation packages provide an implementation of the IEEB215.4 standard. To the best of our
knowledge, at the time of writing this thesis, there are vefgw example of extensions that integrate
OS aspects in OMNet+ (e.g. an attempt can be found ffHLNO9 ]).

TrueTime a Simulink toolbox developed for MatlapLun10], has been designed to test the effect of
task scheduling on control algorithms, and it also includgmple high-level network models. Although
TrueTime cannot be considered a full network simulation eingnment, it could be an easy way to
add networking aspects to already existing Matlab-basedugations. The toolbox can be integrated
with any type of Matlab functions, since the activities penfmed by the nodes have to be coded as
Matlab functions (m- les or s-functions). A simple implenmtation of the IEEE 802.15.4 standard is
also included.

Finally OPNET, a commercial network simulation softwar¢www10€], whose source code is
based on G+ , has a GUI to con gure the simulation scenarios and to devploetwork models. There
are three level of con guration, namely the network leveldtcreate the topology); the node level (to
de ne the behaviour of the node and the data ow among the nodemponents); and the process level
(to de ne the protocols through a formalism based on nite ate machines).

The Real-Time Network Simulataviotivated by the need to jointly explore the two dimensional
design space with respect to computation and communicatiare have extended the NS-2 simulator
in the Real-Time Network Simulator RTNS [PCL* 10]. This essentially adds support for the mod-
eling local processing, i.e. simulating operating systerffibe extension also include the support full
support for the IEEE 802.15.4. RTNS is a simulation suite tooalel operating system mechanisms for
distributed networked applications, built by integratinthe popular NS-ZRTSIM(Real Time operating
system SIMulato PLL* 02]) packages. This tool facilitates designers to work in theotdimensions
of communication (packet priority) and computation (tasknority) in a systematic manner to achieve
a more accurate and realistic WSN system's performanceusatain.

Computer Vision SimulationThree main simulation categories can be identi ed based ba tevel
of abstraction with respect to the vision problem used to \@déte distributed computer vision algo-
rithms. These category are frameworks based osiraplistic world assumptipon virtual reality or on
using directly real-world datasets.

Frameworks using aimplistic worldapproach assume point-like objects that have basic progect
models in the image plane of the cameras and move on a grourhéglwith or without obstacles
and boundaries (Figure 1). The use of point-like objects glnes the problem of extracting features
from objects. This approach is useful when one wants to foaus high-level problems, such as the
coordination of a distributed application, while neglectg aspects related to the vision pipeline. For
example, most works in literature on distributed tracking ith WMSNSs adopt this simplistic model.
An example ig ST1(q for distributed target tracking with smart camera network§ he authors show a
simulation based on Matlab with a simplistic communicatianechanism. Cameras have a eld of view
identi ed by an angle on the 2D world plane and the connecttyiamong cameras is based on circular
communication ranges.

A second level of abstraction is reached when usindual reality environments. In this case the
objects and the surveillance areas are more complex, andcimeera sensors produce more realistic
synthetic images.Virtual Vision [QTO08] can reproduce complex situations by simulating scenarios
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image

FIGURE 1. Example of simplistic world simulation using a poin targand a simple

2D space

where recording real images is dif cult, expensive or noafgble. However, the effectiveness of this
framework depends on the degree of accuracy achieved whenig and modeling the necessary

details in the simulation environment.

The most realistic computer vision simulations useal world datasetsWhile this approach is

very common for single-node computer vision, in distributecomputer vision there are important
issues to be considered in order to use the datasets in teatismmunication and topology conditions
within a network simulator. Basically, we must be able to repduce the real world in the simulation
environment itself, e.g. obstacles and absolute distate#®/een nodes. For instance, a complete 3D
representation of the scene should be provided togetherhittie multi-camera dataset. To the best of
our knowledge such a ne simulation approach has not yet bemnsidered for distributed applications

in WMSNSs.
| | shirmohammadi 201p5T1g | WVSN [Pha1g | Virtual Vision [QT08] |

Platform Matlab OMNet ++ -

World 2D, simple 2D (3D), simple 3D, complex
Targets multiple, point-like single, point-like| virtual reality objects
Images point-like obj (2D image) point-like obj synthetic images
Network simple complex med

TABLE 2. Comparison of WCSNs Simulations
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5.1.2. Sensor Node Platforms. Technology was, by far, the early driving force for the reseh com-
munity towards Wireless (Multimedia) Sensor Networks. Theopularity and the breadth of the lit-
erature produced around WSNs and WMSNSs has been possiblads of two fundamental enabling
aspects:
Hardware: the availability of small embedded programmaliieards, equipped with sensors,
capable of communicating and processing data;
Software: the availability of high-level programming albattions such as operating systems
with hardware abstraction APIs, communication stacks, hidevel libraries, middleware and
So on.
Early Hardware Platforms. Motgthe name universally used to identify the hardware platfio of
a sensor node. The origin of Wireless Sensors Networks, dsrmamous systems with communication
and computation capabilities, dates back to the Smartdisng project (1998). The futuristic vision
was to create motes with a size in the order of the cubic millater, but the project ended quite early in
2001. However, many similar projects followed up in the majoesearch center. From such experiences,
companies such as Crossbdwbo] and Dust Networks[dus] started producing the rst examples of
commercially available motes.
The Micafamily by Crossbow is based on the Atmel ATmegal28L microrteller boards with
4 kB of EEPROM and 128 kB of Flash. In this family, the MicazZ ixjaipped with an IEEE 802.15.4
compliant transceiver, capable of transmitting data to 2k0ps. The boards have connector to plug
external peripherals, and in some releases they are alrpaalyided with light sensors as well as buttons
and LEDs.

FIGURE 2. The MicaZ board.

A similar board is theT-mote skypy Moteiv. The board is based on the TexasInstruments MSP430
F1611 micro-controller, with 10 kB of RAM and 48 kB of Flash. Ae same IEEE 802.15.4 compliant
transceiver is also available on this board. T-mote has arBW®nnection to the host computer to
simplify development. The board integrates a humidity, tgrarature and light sensors.

Smart Camera Hardware Platform3echnological achievements have extended the capalslivie
the early prototypes of motes to manage more complex sensaord data such as cameras and images.
Several research projects produced prototypes of embeddsdn platforms suitable for application of
WMSNSs.

Among the rst experiences, Panoptes projedEKFB05] aimed at developing a scalable architec-
ture for video sensor networking applications. The key feaes of Panoptes sensor are a relatively
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low-power and high-quality video capturing device, a pritizing buffer management algorithm to
save power and a bit-mapping algorithm for the ef cient qugng and retrieval of video data. Never-
theless the size of the sensor, the high power consumptidre telatively high computational power
and storage capabilities make the Panoptes sensor moreginlevel device than a sensor node.

The Cyclops projec{ RBI* 05] provided another representative smart camera for sensdamogks.
The camera node is equipped with a low-power ATmegal28 8rbitro-controller. From the storage
memory point of view the system is very constrained, with 128 of Flash program memory and only
4 KB of RAM data memory. The CMOS sensor supports three imagerhats: 8-bit monochrome,
24-bit RGB color, and 16-bit YCbCr color at CIF resolution (2 x 288). In the Cyclops board, the
camera module contains a complete image processing pipdtinperforming image size scaling, color
correction, tone correction and color space conversion.

FIGURE 3. The Cyclops board RBI*05].

In the MeshEye projecfHA06], an energy-ef cient smart camera mote architecture wasigiesd,
mainly with intelligent surveillance as target applicatioc MeshEye mote has an interesting special
vision system based on a stereo con guration of two low-résion low-power cameras, coupled with a
high resolution color camera. In particular, the stereo i6s system continuously determines position,
range, and size of moving objects entering its elds of viethis information triggers the color camera
to acquire the high-resolution image sub-window contaimgjirthe object of interest, which can then be
ef ciently processed.

FIGURE 4. The MeshEye boardHA06].

Another interesting example of embedded vision system igressented by the CMUcamBRGGNO7],
developed at the Carnegie Mellon University. More precigethe CMUcama3 is the third generation
of the CMUcam series, which has been specially designed tvjgle an open-source, exible and easy
development platform with robotics and surveillance as ¢gat applications. The hardware platform is
more powerful with respect to its predecessors and may beduseequip low-cost embedded system
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with simple vision capabilities, so as to obtain smart sersal he hardware platform is constituted by
a CMOS camera, an ARM7 processor and a slot for MMC cards. 8tad RF transceiver (e.g., TELOS
mote) can be easily integrated.

FIGURE 5. The CMUcam3 board RGGNO7].

More recently, the CITRIC platform [CAB* 08] integrates in one device a camera sensor, a CPU
(with frequency scalable up to 624 MHz), a 16 MB Flash memorydaa 64 MB RAM. Such a device,
once equipped with a standard RF transceiver, is suitabletiffie development of visual WMSN. The
design of the CITRIC system allows to perform moderate imageocessing task in-network, that is
along the nodes of the network. In this way, there are lessisgrent issues regarding transmission
bandwidth than with respect to centralized solutions. Sucksults have been illustrated by 3 sample
applications, namely (i) image compression, (ii) objecadking by means of background subtraction
and (iii) self-localization of the camera nodes in the netko

FIGURE 6. The CITRIC board[CAB*0§].

Software PlatformsA fundamental enabling factor for the research communitytiee availability of
programming abstractions. This allows researchers to fecuore on algorithms and general problems
than to spend long time on low-level implementation detail3wo are the main features of a software
platform that ef ciently supports the underlying hardwarewhile exposing a simpli ed and effective
interface to the programmer: an operating systems and a caimioation stack.

The Operating System (OS) provides an abstraction of the fmae hardware and is in charge
of reacting to events and handling access to memory, CPU, &addware peripherals. Especially in
constrained hardware devices like those of sensor boatus gfffectiveness in the OS paradigms largely
affects the response in the target application. The exemutinodel is the key factor differentiating the
many solutions in existing OSs for WSNSs.
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TinyOS [tin] is the most popular OS for WSNs. It has been developed by theiténsity of Berke-
ley in collaboration with Intel Research and Crossbow. TilYS has been the rst OS for WSN motes,
providing an high-level programming language: network esdded system C (nesC). The language
follows a component-based, event-driven programming mhga. Concerning its internal features,
TinyOS uses a stack shared among the processes and no heelp.irisdance of the task runs until the
end of the code unless it is preempted by an Interrupt Serierjuest (ISR) activated by an event occur-
rence; ISRs can in turn spawn a new task or call a function (ecoend). The task scheduler implements
a First Come First Served (FCFS) strategy. Lacking prioesiand preemption, it is impossible to give
precedence to more important activities.

Other Operating Systems (e.g. ERIKA , nanoRKEsw03) allow task preemption and real-time
priority-driven scheduling. For this reason, the term Re@lme Operating System (RTOS) is generally
used. Tasks can block on certain events, can activated upmuoence of internal or external events
(the reception of a network message or other hardware intgots, or explicit activation by other tasks),
or upon expiration of software timers. To permit pre-emptio, some machine-dependent mechanisms
must be implemented to save the “context” of the task (reg@ist and stack pointer) at suspension occur-
rence. Such mechanism permits to resume the suspended ctatipn when the task is rescheduled.

An intermediate software solution is given by Contikf DGV04]. This OS uses a monostack
memory model for an event-driven kernel. The application pgrams are dynamically loaded at run-
time. It supports a thread-like coding style (protothreddsut enforcing a sequential ow of control;
optionally multi-threading can be adopted, linking to a spiec library.

ERIKA Enterprise RTOS[eri] is a multi-processor real-time operating system, implertieg a
collection of Application Programming Interfaces (APIs)msilar to those of OSEK VDX standard for
automotive embedded controllers. ERIKA is available forveeal hardware platforms and it intro-
duces innovative concepts, mechanisms and programmingufea to support micro-controllers and
multi-core systems-on-a-chip. ERIKA features a real-tisoheduler and resource managers, allowing
the full exploitation of the power of new generation microantrollers. Tasks in ERIKA are scheduled
according to xed and dynamic priorities, and share resoascusing the Immediate Priority Ceiling
protocol. Interrupts always pre-empt the running task to egute urgent operations required by pe-
ripherals. RT-Druid[eri] is the Eclipse-based development environment for ERIKA Enprise that
allows writing, compiling, and analyzing an application. RDruid is composed by a set of plugins for
the Eclipse FrameworK ecl]. The RT-Druid Code Generator plug-in implements the OIL lesditor
and con gurator (for a review on OSEKVDX standard and OIL language sd®sq), together with
target independent code generation routines for ERIKA Enpeise.

TinyOS is distributed with a collection of state-of-the comunication protocols. The support
for the IEEE 802.15.4 was provided as external contributiby the Open-ZB project. The Open-ZB
toolset is available as open-source cpdpe] and aims at implementing, testing and evaluating the cur-
rent functionalities de ned in the IEEE 802.15/&igBee protocols as well as new add-ons. It includes:
(1) the IEEE 802.15.4 protocol developed in TinyOS (v1.15dav2.0), for the MICAz and Telos-B
motes; (2) ZigBee Network Layer functionalities for suppting the Cluster-Tree network model (syn-
chronized multiple cluster topologies) developed in Tiny® for the Telos-B motes; (3) a simulation
model of the IEEE 802.15.4 protocol developed in OPNEbpn]; and (4) several tools for network



5.2. A SIMULATION ENVIRONMENT FOR WMSNS 91

dimensioning and timing analysis. The IEEE 802.15.4 implkemtation supports the beacon-enabled
mode, therefore includes functionalities such as the gotversion of the CSMACA algorithm, differ-
ent types of transmission scenarios (e.g. direct, indiraetl GTS transmissions), network management
(devices association and disassociation), channel seapnsehergy detection and passive scan) and bea-
con management.

One of the main drawback of ERIKA ROTS with respect to the othréDSs, is that it does not pro-
vide a native communication stack. An IEEE 802.15.4 compligtack has been provided as extension
by the author.

5.2. A Simulation Environment for WMSNs

In this Section we presentViSE-MNeta Wireless Simulation Environment for Multimedia Net-
works. WiSE-MNet is a generic network-oriented simulatienvironment that addresses the need for
co-design of network protocols and distributed algorithnier WMSNSs. To the best of our knowledge,
this is the rst uni ed environment for WMSNSs that exhaustiely addresses networking issues as well
as computer vision and distributed application constramtA modeling of the WMSNSs is presented
considering camera nodes with a simpli ed perception mod@l distributed tracking algorithm is also
developed over the proposed simulation environment to denstrate the effectiveness of WiSE-MNet
in modeling cooperative applications.

The simulator is an open-source project and is availableirma] www11b].

5.2.1. TheCastalia/f OMNet++ network simulator. Our goal is to de ne a exible simulation envi-
ronment for distributed applications in WMSNSs. The simul&in environment we propose is based on
the OMNet++ framework [www10d]. The core of the simulator is a discrete event simulation erey
based on modules and message exchange among modules. Agmesshange mechanism allows to de-
ne local events (self messages) and remote events (massagher modules). In OMNet-+ there is
no concept of network node: everything is either a simple ocamposite module. A node is generally
de ned as a composition of modules, and, given the aforeniened paradigm, it is possible to de ne
local and distributed behaviors in the same way: the OMNet simulation core is extremely exible

in terms of de nition of local and distributed elements.

Simulation models available for the OMNst+ framework are sets of prede ned modules provid-
ing the user an interface to simulate state-of-the-art natiaprotocols. Examples of simulation models
are the INET framework [ www10a], which contains the most popular wireless and wired protdso
(e.g. UDP, TCP, IP, OSPF); and the MiXiM projeciwww10b], a collection of mobile and xed wire-
less networking protocols. We propose to use tiastaliasimulation model for OMNet++ [ cag as
it has been designed to model distributed algorithms forsda&c WSNs under realistic communication
conditions. Castalia enables extensions and includes rack@ wireless channel and radio models; a
physical process (events) and sensing model; a model foer@dU with clock drift and power con-
sumption; and the availability of MAC and routing protocolsincluding IEEE 802.15.4.

The nodes are interconnected throughnareless channelodule, which is responsible for modeling
the wireless link. Each node is also interconnected with asranore physical procestiest model events
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occurring in the external environment. Each node is the cowgition of a communication module, a
sensor manager, an application module, a resource manageaanobility manager.

The distributed algorithm to be tested has to be de ned in tla@plication moduleFrom a network-
ing view-point this is theapplication layerThe communication modulases a simpli ed network stack
model based on three layers, namely radio (physical layendi®n), MAC and Routing; and provides
communication capabilities to the application module. Tleensor managerresponsible for providing
to the application module new samples from the external emmriment by interacting with the physical
processes. Thenobility managelis responsible for the location of the sensor in the simulati area
(however note that we will consider here only sensors in xqEbsitions). Theresource managean be
used to model the local resource usage such as energy contummemory usage, and CPU states.

5.2.2. Extensions. Although Castalia has been wisely designed for WSNs, itspdion to WMSNSs
requires extensions to the original framework. These exs@ns include a generalized structure to
support complex data typesather than simple scalars; a model for thargetmovement and for the
video sensofcamera); andealistic communication mechanismtest algorithms without considering
the impact of the network, while still designing them in a disbuted manner; and a simpl&UI for 2D
world scenariog-igure 7 summarises our extensions to the network and nodedal.

One of the main limitation of Castalia is the sensor data-typhat is forced to be a scalar value,
while WMSNSs are based on vectorial data such as images. Wpgs®ed a generalized sensor data-
type exploiting the object oriented paradigm provided by+€3 and NED. The information exchanged
between the physical processes and the sensor managersnisddiarough a base class calleym-
snPhysicalProcessMesshagh can be specialized in concrete classes containingtgpg of data. To
support this extension, even the physical process module haen generalized, so that we could either
use aVmsnMovingTargetlass to model the movement of a target in a 2D plane, or us¥iaeVideoFile
to feed the sensor manager with real-world video sequence.

Following the same principle, the sensor manager and agilmn modules have been extended.
In this case &VmsnCameraMangealass has been provided to model a simplistic sensor-camérae
different application classes have been developed to téfgrdnt algorithm. Indeed, theNmsnBaseAp-
plicationis the basic application class that the user should derivéntplement the logic of its own
distributed application.

The idealistic communication mechanism is necessary beeahere is no possibility in Castalia
to entirely bypass the communication components. More pisely, Castalia gives the opportunity to
implement a pass-through communication stack with ideatlra. Unfortunately, with this con gura-
tion, if two nodes attempt to communicate at the same time thesult will be a failure in the radio
component, since the Castalia ideal radio cannot send anckiree at the same time. We proposed
an alternative module that bypasses the Castalia commuiecamodules by interconnecting directly
application layers of the nodes.

Simplistic and complex networlhe underlying network infrastructurés con gurable and the fol-
lowing setups are possible:

a fully connected network with in nite bandwidth and each nde can communicate with all
the other nodes without delays;
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FIGURE 7. Extensions introduced t&Castaliafor (a) the network model and for (b)
the node model

limited transmission ranges with in nite bandwidth;
limited transmission ranges with nite bandwidth (commurmiation delays);
realistic wireless stacks, with standard protocols.

Energy consumption is not currently considered, althoughis already supported by Castalia.

Simplistic world modelThe current version of WiSE-MNet works with a simplistic wdd model
and extensions to the case of real-world dataset is possifile minimal effort. Similarly to [ST1(q,
the surveillance area is modeled as a 2D plane and the extensithe 3D world is simpli ed by the
support provided in OMNet++ and Castalia. Given the native support of OMNet- and Castalia to
3D node positioning, this will be straightforward as long ag take into account 3D world coordinates
in our extension code.
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Unlike [ST1Q that represents objects as points, to model the results obaject detection stage
applied to real-world images we describe objects with a (bding) box. The cameras are assumed
to be top-down facing, thus obtaining a simpli ed projectio model. More complex placement and
projection models will have no major impacts on the de nitio of the distributed application. The
relationship among cameras (calibration, overlappimgn-overlapping elds of view) are statically de-
ned.

5.2.3. A distributed tracking application example. In this section we present an example where a
distributed particle Iter (DPF) inspired by[ HDH09 ,SHRO5] is implemented in a network of cameras
and is used to estimate the position of a moving tar¢BiC11]. The nodes exchange information about
their (partial) posterior probability using a Gaussian Mixre Model (GMM) to reduce the amount data.
We con gure the algorithm to operate with a set of 500 partes and with a 5-component GMM ap-
proximation. The eld of view (FOV) of a camera is calculatezbnsidering its view angle and assuming
a distance of & from the ground-plane, thus resulting approximately in a ROof 10m 6m. The cam-
era are positioned according to a random uniform distriboti, and the overall area under surveillance
isof 100m  60m.

The communication modules provided with the Castalia page and the proposed extensions
allow to con gure the network in different ways. In this demastration we adopt the T-MAC com-
munication protocol [vDLO3]. We con gure the protocol as follows. Theaequest-to-sef®TS) and
the clear-to-sen@TS) mechanisms are used. The RTI'S is a classic mechanism to avoid (or to re-
duce) the number of collisions in wireless communicationgtocols. The basic idea is that a node can
transmit only when the access to the channel has been granide RTS CTS mechanism has an over-
head, which reduces the effective available bandwidth f@mismission, although retransmissions due
to collision might be savedAcknowledged transmissi@used. The use of acknowledged transmission
is required if we want a packet to be delivered after a cobliisitakes place. If for some reason (generally
a collision) the packet is not received, the source node cambti ed by a missing acknowledgement
from the destination and restart the transmission. If thekeowledgements are not supported a dif-
ferent mechanism to detect the failure might be required. &mactive period (node in sleep mode) is
disabled. The inactive period is designed to extend thetilife of the nodes by periodically switching
from an active state (normal operation condition) to a slesfate, where the node cannot perform any
operation (including communication). The inactive periodas been disabled to avoid the situation in
which a node attempt to communicate during the sleep mode. \Mever, it is possible to consider a
different de nition of the DPF algorithm, which is aware of hose inactive intervals, thus saving node
energy. The number ofetransmission attempis 10 and theransmission bandwidtis 25&b ps Let
us consider two setups, one with a network deployment of 50 des (Figure 8(a)) and one with the
number of nodes increased to 500 (Figure 8(b)). The trueetcspries of the target (ground truth) and
the corresponding estimation produced by the network usitiyze DPF are shown in Figure 9. As it can
be observed by comparing the results for the trajectoridse fperformance obtained in the deployment
of 500 nodes are much better than the case with 50 nodes. Thisainly due to the poor coverage that
is obtained in the latter case. When the target moves in thetfm of the surveillance area uncovered
by the cameras' FOVs, the estimation of its position is not psible. In case of the deployment with 500
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FIGURE 8. Example of sensor deployment in WiSE-MNet. Coverage oétarea un-
der surveillance with (a) 50 nodes and with (b) 500 nodes. Jélkow boxes represent
the FOV of each camera, whose center is identi ed by the matgeaircle in the mid-
dle. The target is the small green box in the top left side otkagure

nodes, the surveillance are is completely covered. Thei@ss a second contribution which is related
to the redundancy of camera views. In the setup with 500 nodles number of camera observing the
target at the same time is higher than the case of 50 nodes.s&maultiple observations are exploited
by the distributed particle Iter to improve the estimationwith respect to few (or single) observations.
Notice that this consideration is valid under the assumptidhat the bandwith demand related to the
communication of the 5 GMM components is compatible with thavailable transmission bandwidth.

To understand the effect of the network delay we runned a sitation for the setup with 500
nodes, comparing two con gurations of the DPF: with the GMM pproximation of 5 components (5-
GMM); without the GMM (0-GMM), i.e. nodes exchange the wholearticle set. The results are shown
in Figure 10. Although avoiding the Gaussian-mixture appimation is theoretically more ef cient,
since the partial posterior of the DPF is represented withelentire particle set, in a realistic networking
scenario the situation is different. Owing to the larger amnot of data produced in case of 0-GMM,
the network delay to transfer the partial posterior from a rae to the other increases considerably with
respect to the 5-GMM case. Consequently, the estimationgass is slower in case of 0-GMM, resulting
in a loss of performances with respect to 5-GMM.
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5.3. A Sensor-Node Platform for WMSNs

Design of a node for Wireless Sensor Networks is a complekt&#®ing the cost effectiveness and
power consumption the rst two design target. In wireless nitimedia sensor networks, the design
is furthermore complicated by the presence of complex senss@.e. camera ariér microphones)
requiring additional signi cant amounts of computationapower and memory. In 2009, during the
IPERMOB project [www11a], our group was in charge of designing a WSN device equippethsi
camera to be adopted in an ITS application.

5.3.1. SEDEYE : a board for WMSNSs. Due to the complexity of the design, we conducted a prelimi-
nary investigation for identifying the various design cotmaints present. The outcomes of this analysis,

Requirements ‘ High Level Design Constraint Low Level Design Constraint

Nodes must be battery pow; Low power consumption hardware| Consumption on wake, idle,
ered. components. sleep states of: Micro-controller,
Transceiver and Camera.

Maintenance must be minimal.| Energy management policies.

Nodes must acquire color off Camera must support required resg-Camera hardware model.
gray-scale images with suf cient lution.

resolution.
MCU must store/ retrieve images fo MCU internal memory, num-
elaboration. ber/ speed of 1O ports.

Network must be reliable. Transceiver must comply with pub- Transceiver with standard transmig-
lic standards and speci cations. sion bandwidth.

Wider coverage is preferred. | Transceiver transmits with suf cient| Transceiver con gurable with high
energy. transmitter/ receiver gains.
TABLE 3. Requirements for the SEDEYE board.

summarized in Table 3, well depicts the complexity of the digs process, emphasizing how crucial and
strictly related were the choices associated with the mi@ontroller and the camera.

Memory RequirementCamera resolution affects the amount of memory required toet system.
Considering a low resolution image in the QVGA format (320 x4® pixels), a single frame occupies
76800 bytes for gray-scale images and 153600 bytes for colages (2 bytes per pixel required by 5-
6-5 RGB or 4-2-2 YUV formats). Standard low power MCUs adogtéy WSN nodes, such as the
ATmegal281 installed on Cyclops possess an extremely 8chiRAM memory (8-16 KByte) and thus
are incompatible with our requirements. In IPERMOB , when wencountered this limitation, we
initially decided to extend the limited internal RAM conneting an external memory. The choice
of this component was not trivial due to strict requirementi® terms of power consumption, access
speed and ReadlVrite latencies. Furthermore, the reduced number df® pins available on low power
micro-controller (usually less than 50), was incompatilléh a large number of parallel memories. The
solution we adopted for a rst prototype was the Ramtrom FM2B10, a serial 8 Mbit Ferromagnetic
RAM. This satis ed all these constraints but was later disdad due to its high cost.
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Micro-controller.In the nal prototype we decided for a Microchip MCU PIC32MX®5F512L,
characterized by a suf cient amount of internal RAM (128 KBWhile being more consuming than
popular MSP430 platform (i.e. widely adopted in WSN appligans) and 30% more costly, the PIC32
satis ed memory requirements providing, at the same timdl, the necessary/IO peripherals and up
to 80 MIPS of computational power. It must be point out that,&ing an MCU designed for embedded
systems, (i.e. no dedicated oating point unit, reduced fnsction set), the design of internal software
logic was not a trivial process.

Camera. Concerning the image sensor, since the rst release, we ehoan highly con gurable
module from Hynix (HV7131GP, CMOS camera) originally desigd for the cell phones market. For
reducing the system power consumption, the camera was diyeconnected to the MCU, without
relying on external frame-grabber devices. Through a catinterface, it is possible to con gure the
camera for acquiring images with periods of seconds or misit Furthermore, this device can be set
into a low power state, highly reducing energy consumption.

Radio TransceiverWireless connectivity was made possible by Microchip MREZOMB devices.
These IEEE 802.15.4 compliant transceivers implement imdveare the full physical stack layer and
some functionalities of the MAC layer. Furthermore, they pgsess the highest transmission gain (up
to +20dBm, limited by ETSI rules tor 9dBm) available on commercial IEEE 802.15.4 devices. This
feature allows communications characterized by reduced Biror Rates [PGS" 11] also for nodes
spaced up to 50 meters. Similarly to the other electronic cpoments, also this device can be set into a
low power state through its control interface.

Other InterfacesConcerning the wired connections, the board provides an Etinet, a USB and
two RS232 interfaces. The last release of the device (nal@&pEYE ) used in the IPERMOB nal
testbed is depicted in Figure 11. Concerning the power comgion of the device, Table 4 remarks the
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FIGURE 11. The $EDEYE board.

importance of a correct setup of the hardware components particular, the total consumption can be
signi cantly reduced by bringing MCU and camera into theirdw power state (sleep mode) when no
elaborations are required and by minimizing wireless tranissions.
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Component Active Consumption | Low Power Consumption

MCU 120 mA 40mA
CAMERA 26 mA 48mA
130 mA (data TX)
TRANSCEIVER 5nmA
25 mA (data RX)

TABLE 4. Comparison of network simulators

5.3.2. Porting ERIKA RTOS. In order to provide an programming abstraction for the new atform,
the porting of the ERIKA RTOS has been implemented. The portj of a minimalistic embedded OS
requires two main aspects to be addressed:

multi-tasking support;
device drivers.

For multi-tasking support, ERIKA has a modular architectarbased on an Hardware Abstraction Layer
(HAL). The HAL allows to segregate the implementation of ptiorm-independent components from
the underlying hardware. For instance: task de nition, seduling policies and synchronization prim-
itives rely on the same C-language implementation. In thisyy porting such functionalities to new
platform is simpli ed. Essentially, the architecture-depdent context switch for task preemption and
Interrupt handling is the minimal part that has to be coded teave a working kernel. For the device
drivers, the original structure of ERIKA was less exible. df this reason we have introduce a mini-
mal architecture that allows for code reuse. The rst steptis provide support for micro-controller
unit (MCU) peripherald buses such as: Digital O, Universal Asynchronous Transmitter-Receiver
(UART), Serial Peripheral Interface (SPI), Inter Integeat Circuit (I12C). To facilitate portability of
application code, the primitives to access these periph&mato have common API and to hide the
implementation details to the application layer. Once MCUuses are supported, drivers for external
devices, accessible through such MCU buses, can be providée external device drivers developed
for ERIKA are structured in two components: a peripheral-gdendent part and an MCU-dependent
part. The rst one implement the logic necessary for the devthe external peripheral, while the sec-
ond one hides the implementation details related to the MCW#® being used. For instance, given a
radio transceiver, this is connected to the MCU through théSbus. The logic related to control of the
transceiver, i.e. the control commands and data exchangiean be coded irrespective on the underlying
implementation of the SPI bus. Such logic is the periphed@lpendent part. The MCU-dependent one
is responsible for the management of the SPI bus. Owing tostlsieparation, when the same external
peripheral (e.g. radio transceiver) is used on a differemtno-controller, only the MCU-dependent side
(e.g. SPI) needs to be done; this might be a simple adaptatfairivers already available for the MCU
bus. Using this approach, several drivers have been deeldpr radio transceiver, camera and others.

5.3.3. nWireless : a portable IEEE 802.15.4 stackA fundamental component of a WMSN platform
is the wireless communication stack. The de facto standard\WSN is the IEEE 802.15.4 protocol.
ERIKA RTOS did not provide any native support for wireless gamunication. For this reason, one
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the early stages of our work we have decided to provide an IE®IR.15.4-compliant communication
stack for ERIKA : nWireless .
The IEEE 802.15.4 features the current implementationmWireless supports:

Beacon-enabled mode;

Coordinator/ End-device time synchronization;

Data transmission and reception in slotted and unslotted d&p
GTS allocation and transmission;

End-device association.

The architecture ofmireless is depicted in Figure 12. TmdVireless stack uses an OS-independent
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FIGURE 12. Software architecture afWireless : HAL provides abstraction to access
the radio transceiver; KAL provides abstraction for realvte multi-tasking (periodic
and aperiodic tasks are required by the stack from the OS).

architecture to implement the IEEE 802.15.4 protocol. Siiaily to what ERIKA does,mWireless has a
modular and exible architecture that allows independenérem the underlying hardware. Moreover,
mVireless allows also independence from the hosting opemgtsystem. This is possible because of an
abstraction layer with two components:
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Hardware Abstraction Layer (HAL): hiding details of the halware platform such as the dri-
vers of the radio transceiver and other MCU-peripheral deks (for external Interrupts, Digi-
tall/ O, etc.);
Kernel Abstraction Layer (KAL): hiding details of the multtasking functionalities provided
by the OS.
The real-time multi-tasking support is necessary to exexnitVireless . This is essentially due to the
beacon-enabled mode of the IEEE 802.15.4 standard thatiregyperiodic operations to be performed
with a precise time schedule. The KAL exports the RTOS mufirogramming APl in common repre-
sentation, this allowing to easily port the stack on new pfatms.
Summarizing, when the stack has to be ported to a new H8W architecture, ideally only the
HAL and KAL have to coded. The current platform support is:

micro-controllers: Microchip dsPIC-33F, Atmel Atmegal2éd Microchip PIC32;
radio transceiver: Texas Instruments CC2420 and MicrocMRF24J40;
ROTS: ERIKA OS.

5.3.4. nCV a low-complexity computer vision library. In order to provide a basic support for the
image processing, a low-complexity computer vision libyawas developed in the scope of the IPER-
MOB project: nCV . The is particularly optimized to be executed on low powemnicro-controllers.

In particular we avoided the usage of dynamic memory alldcatand oating point operations. El-
ementary computer vision processing are supported such kararization via different thresholding
algorithms, morphological operations, frame differenanhistograms. The library, written in pure C-

FIGURE 13. Example of operations witmCV library: binarization and morpholog-
ical closing.

language code, is architecture-independent and thus extig portable to any HW architecture. This
allowednCV to be executed also on normal PC, an fundamental featurattpermitted the develop-
ment of algorithm off the embedded platform. Essentiallynage processing techniques were tested on
image acquired from the &=DEYE board, but making use of all the debug tools available of naim
workstation. Once the algorithms were validated, the ponij to the SSEDEYE was merely a matter of
verifying the execution time.



CHAPTER 6

Case study

N the period from 2000 to 2020, reliable estimatiofi€om08] forecast a growth rate of 50% for
I freight transport and 35% for passenger transport. The Epean Commission is proposing to con-
ne the civic and environmental problems arising from thisénd by reducing road traf c congestion
(amounting to 0.9-1.5% of the EU GDP), road transport-re¢at CO, emissions (accounting for 72%
of all transport-related emissions), and road fatalitiabgut 40,000 in 2006). As a matter of fact, trans-
portation is not ef cient: vehicles travel empty for more thn 50% of their capacity, as capacity in the
transport system is not fully utilized. Vehicles uselesslgnsume energy in congestion and aggressive
driving, waste a lot of users' time to reach the desired deation and to look for a parking, creates
social problems due to incidents and pollution generatedahses, requires maintenance interventions
to repair damages caused by weather, incidents or impropgage. Constructing new infrastructures
and upgrading the existing ones cannot make by themselvasgport more sustainable, which means
ef cient, clean, safe and seamless; scientists and poliakers feel that proper exploitation of the op-
portunities offered by Information and Communication Techologies (ICT) can help in reaching this
goal.

6.1. Background: The Urban Accessibility Problem

A prominent component of the mobility problem highlighted #ove is that of accessibility, most
frequently viewed as a concept that somehow relates to cansts ability or willingness to enter into
any system (e.g. the health care, the transport hubs likeait, rail stations, bus terminus, industrial
aggregates); naively speaking, access represents theedefgrt” between the clients and the system
iteself. A unique de nition for access is not widely acceplterather a set of “accessibility indicators” are
proposed in the literaturgl Koe8( in order to support evaluation studies especially at a dipagate
level; they appear to be an effective determinant of peoplashavior and thus a key variable to be
introduced into traf ¢ or urban development models.

The accessibility problem imposes a proper management ofrbad” and “off-road” resources
aiming at improving the road network system balancing themand to the offer by:

privileging certain kind of services;

delivering to end-users accurate enough information apmiately ltered to match their in-
tentions (e.g. destination, path, etc.);

supporting the decisions to be taken by road and parking ogtars;

acquiring a suf cient data set aimed at supporting infrastture studies.
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6.1.1. ITS managing urban accessln such perspective, Intelligent Transportation Systenit$) are
the ICT proposal to control mobility and accessibility in diersi ed scenarios like those of urban areas
(e.g. London and Stockholm congestion charge systems),higliways networks, the national road
networks.

The Tuscan regional authorities have been incorporated theectives coming from the EC related
to the urban systems; this special attention is motivatedthy criticality of the urban road infrastruc-
ture, intermingling private services and freight logisticexposed to pollution, thus directly impact-
ing on the quality of life of citizens. It is therefore beneial to support for the wider deployment of
an updated multi-modal European ITS Framework architedturintelligent transport systel#stion
2 in [ComO08]); these target systems wilhclude an integrated approach for travel planning, trartsp
demand, traf c management, emergency management, raadgprand the use of parking and public
transport facilities

The technical aspect is translated into how to take actioalexting the proper installations eligible
to scale (for costs and communication capabilities) to tyal urban size, and limiting the required
interventions of civil infrastructures (for instance poge supports, cables, etc.). The wireless approach
is that of connecting the sensing stratum to the upper levéds computation and user applications
without relying on wired backbones.

Another important aspect is that of guaranteeing interogvility/ interconnection with infras-
tructure systems and facilities; the new ITS framework muestable users with different mandates and
disciplines to operate in a cooperative and cohesive marioeacquire access, retrieve, analyze and
disseminate traf c-related data and information in an easyd secure way.

Finally the ergonomics of the different classes of nal usanust be taken into account to permit
an effective pro ling and exploitation of the services praded by the ITS.

6.1.2. Contribution. This Chapter reports about an ITS project in the region of Taany (Italy):
IPERMOB ?, a multi-tier Information System for urban mobility. IPERMOB proposes a new gen-
eration of integrated systems based on the optimization a@ntér-operability of the chain formed by
data collection systems; aggregation, management, antineneontrol systems; off-line systems aim-
ing at infrastructure planning; information systems tartgl to citizen and municipality to handle and
rule the vehicle mobility. Speci cally IPERMOB proposes ig-cost wireless technology (like that of
Wireless Sensor Network) and image processing techniqoesstimate traf c-related information. As
testbed, IPERMOB will provide real-time information abouparking availability and vehicle ows on
the land-side of the International Airport of Tuscany (Pis#aly).

6.2. System Design

The IPERMOB project proposes a pervasive and heterogeneofimstructure to monitor and
control urban mobility. Within the project, a prototype of such infrastructure has been implemented
and deployed at the Pisa International Airport. The IPERMORBrchitecture has three tiers:

(1) data collection,

Infrastruttura Pervasiva Eterogenea Real-time per il ¢anlo della Mobilita (“A Pervasive and Heterogeneous
Infrastructure to control Urban Mobility in Real-Timehttp://www.ipermob.org
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ScanTraffic

Communication Manager

Code
Update

Remote

Monitoring Configuration

Drivers, Network Stack,
Vision Algorithm, etc

(a) General architecture (b) Finite State Machine

FIGURE 1. ScanTraf ¢ software design.

(2) data sharing, and
(3) data consumption.

The data collection tier employs different technologies &mquire data related to urban mobility. Specif-
ically, the prototype employs Vehicular Ad-hoc Networks (WNETS) and visual WSNs to collect traf ¢
data. The data sharing tier provides, to the upper layer, arstard interface for accessing the data pro-
duced by the lower layer and stores it for future use. The datansumption tier is the application layer.
Applications can be on-line control systems providing retne information to the users (drivers, po-
lice, etc.), or off-line systems aiming at infrastructuréapning. The implemented prototype provides
example applications of both types.

To manage and control the visual WSNs employed in the datalection tier, we designed and im-
plementedScanTraf ¢ AAP * 12], a distributed software infrastructure running within th&VsSN (i.e.,
in each node of the network) and providing three main servicemonitoring, remote sensor con gu-
ration, and remote code-update. We argue that this is the imal set of services to be provided by
any visual WSN in order to fully exploit the potentiality of snart camerasMonitoring is the primary
service offered by any WSN. It allows to control the sensingtiity performed by the nodes and to
retrieve the collected dataRemote sensor con guratigmoften not necessary in traditional WSN em-
ploying simple sensors which can be con gured (e.g., cadited) before deployment. On the contrary,
it is an important service for smart cameras whose visuabaiifpm needs to be con gured for the cur-
rent camera view, i.e., after deployment, and usually ad@gsover time.Remote code-updaessential
to bene t from smart camera versatility. By replacing sensomware, code-update allows to improve
or completely change the functionality of a smart camera sen Figure 1(a) shows the software archi-
tecture of ScanTraf c. There is a total of 4 software module3 service modules (one for each of the
main services previously discussed), plus the “CommunmaiManager” controlling and coordinating
them.
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FIGURE 2. A view of the Pisa International Airport land-side. We dégyed ow
sensors in the main intersections, and parking sensors ithktbe outdoor parking
lot (on the right) and the indoor parking lot (on the left).

Contributions. The contribution to the IPERMOB project are mostly relatedd the lower level of
the general architecture depicted in Figure 1 1(a). In peutar:

De nition of and RTOS support for the hardware platform SEDEYE
De nition of the IEEE 801.15.4 wireless communication steaWireless
De nition of the computer vision processing librarynCV and algorithms

6.3. Implementation and Deployment

We implemented a prototype of the system infrastructure gyosed by IPERMOB and deployed it
in the land-side of the Pisa International Airport (depialén Fig. 2). The prototype serves as a proof-of-
concept for the entire system, including visual WSNs manddey ScanTraf c. The goal of such visual
WSNs is to collect information about parking lot occupancyna traf ¢ ow. For this purpose, we used
the two embedded vision algorithms described[iIMMN * 11]: one algorithm counts cars passing in a
road section; the other algorithm detects the occupancytssof a set of parking spaces (presented in
Chapter 3). For the sake of brevity, we use the name “ ow semsto denote a smart camera running
the former algorithm and the name “parking sensor” to denocéesmart camera running the latter. As
described in Chapter 3, those algorithms achieve an oveatatection rate of 95% with a false alarm rate
of 0.1%.

Each visual WSN is connected to the rest of the system via &haal link. A special node in the
WSN, the coordinator, acts as a gateway between the WSN arel Wpper layers. In the IPERMOB
prototype the backhaul link is a HiperLAN link (see Fig. 3) ah the coordinator uses the UDPIP
protocol to communicate with upper tiers.

6.3.1. Hardware Description. The smart cameras used in the prototype were designed witthia
IPERMOB project. Speci cally, two different boards were deloped. The rst board, designed to be
particularly low-cost and low-power, is the EEDEYE described earlier in this Chapter. In the develop-
ment of the second board, power constraints have been sligrglaxed in order to explore a solution
with more exibility and processing capabilities. The send board is an FPGA-based device equipped
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FIGURE 3. Network architecture of the IPERMOB prototype: backhaulinks con-
nect WSN coordinators to upper tiers.

FIGURE 4. The SEDEYE smart camera used in the IPERMOB project. The board
is equipped with a Microchip PIC32 micro-controller, an IEE 802.15.4 transceiver,
a CMOS camera, and an Ethernet port used for debugging pugssSince the device
is battery-powered and communicates wireless, it can béyemstalled almost every-
where.

with 32 MB of RAM. The FPGA hosts a soft-core microprocessahus allowing to reuse the code
developed for the other board. The FPGA also drives the caméo its maximum frame (i.e., 30ps),
although the soft-core runs at only 40 MHz. This feature, tether with a relatively high amount of
RAM, makes the board suitable for monitoring traf ¢ ow.

6.3.2. Software Platform. Each node runs ERIKA RTOS, both in case ofEEDEYE boards and the
FPGA-based boards. ERIKA 's IEEE 802.15.4-compliaWireless stack supports the beacon-mode
and the GTS features which are required by the monitoring male of ScanTraf c, i.e., Mirte§ APN " 10].
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TABLE 1. Memory requirements for each possible combination of kavare plat-
form and node type.

Device Node Type RAM [KB] ROM [KB]

SEEDEYE Coordinator 26.7 150.1
SEEDEYE Parking Sensor | 24.5+ Image Size 111.6
FPGA Flow Sensor 16.0+ Image Size 80.0

ScanTraf ¢ memory requirements for each possible combiimat of hardware platform and node type
are shown in Table 1. Sensor node RAM requirements have aalde component depending on the
chosen image resolution, e.g., in case of 16020 frames, 19 KB of additional RAM is accounted.

6.4. Testbed Planning and Implementation

The deployment of the system in a complex urban scenario reqd an accurate planning, with
the following objectives:

(1) minimize the number of sensing devices, keeping the nanbf monitored parking spaces as
large as possible,

(2) minimize the number of WSN coordinators, i.e., nodes witboroadband connection to the
control center;

(3) reducing installation time;

(4) enhancing the reuse of existing poles and supports;

(5) maximizing system performance, carefully choosing tpesitions of the sensors, avoiding
non-line-of-sight communication.

We deployed a total of 21 smart cameras, speci cally: 14 pagksensors monitoring 83 parking spaces,
and 7 ow sensors monitoring 8 traf c lanes.

The deployment of smart cameras was greatly simpli ed anedpip by the availability of remote
con guration and code-update. The actual deployment (j.excluding the planning phase) was carried
out by two people and it took less than three days. Most of thiente was spent to physical install the
sensors to pre-existing poles or trees. The con gurationgse (including camera orientation) took just
half a day. We programmed every smart camera with a speciglaenent rmware which constantly
acquires the current camera view and sends it to a laptop ctad to the Ethernet interface, thus al-
lowing to properly orient the camera to capture the desiredene. Once the installation was completed,
we remotely uploaded the operational rmware ( ow or parkilg sensor) to each smart camera and we
con gured the algorithm using the remote con guration seige. We could have used the con guration
service also to remotely acquire the current camera viewjsravoiding the need for the procedure just
described. However, this approach would actually have bestower, because the limited bandwidth
does not permit a fast image retrieval, thus considerablynghg down the camera orientation setup.

6.4.1. Validation. The IPERMOB prototype served as a test-bed to validate Seah€ design and
implementation. ScanTraf ¢ real-time features (inherddrom Mirtes) proved to be essential for the
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TABLE 2. Power consumption of both devices for different con gut®ns.

Device Node Type  Image Size Frame Rate PB,,  Pie

[fps] [mW] [ mW]

160 120 1 450 6
SEEDEYE  Parking Sensor

320 240 1 462 6

160 120 30 1230 25
FPGA Flow Sensor

320 240 20 1230 25

correctness of the information produced by the WSNs. Jitteee periodic queries guarantee that the
number of counted vehicles is related to a known time intethvequal to the query period (tunable at
run-time). It is therefore possible to precisely computeetiraf ¢ ow with a speci ¢ time resolution.
The synchronous sensing enforced by ScanTraf ¢ permits toild a time-coherent status of the whole
parking lot from the single parking spaces.

The prototype deployment showed that visual WSNs running &tTraf ¢ can be quickly installed
in a urban scenario reusing existing poles and supportshwitt the need for costly and time-consuming
engineering works. Indeed, one unique characteristic o&®lraf ¢ visual WSNs is that they can be
easily deployed on-request where needed, and subsequentipved. Such temporary installation can
be used to provide ITS services during big events (e.g., edis¢ festivals, etc.) or to collect data for
planning infrastructure improvements.

Power ConsumptionCurrently ERIKA does not support the idle state for our boarsland we did
not implement it, since IPERMOB main goal is to prove the fahagity of using visual WSNs in ITSs,
taking energy related issues for a possible follow-up. Hawe we measured the power consumption
of each board in idle stateP(,,.,) and at full load P,,,,). i.e., with the radio transmitting and both
the camera and the algorithm running. Results are shown irbl&2. For the parking lot monitoring
application, it is reasonable to assume that, with a monitog period of one minute, the S8EDEYE
-based board powered by 4 AA batteries, i.e., with a total tae V,,,) of 6V, will last for about 3
weeks. Indeed, the camera and the algorithm can run just oadainute, therefore the board will be
on for less than 2 seconds every minute (considering a fraate of 1 fps, the start-up time, and the
computation time). If we use a high beacon order, e.g., 10d anlow superframe order, e.g., 4, the
radio is on for just 1 second every minute. The resulting dutycle () is equal to 5% and, supposing a
battery capacity C, ;) of 2500 mAh the node life is:

™

Cpat Viar 25006  mAh V
= ' 520.9h] (31)
Poat(1l ) Py, .05462+.956 mw

On the contrary, the FPGA board, used for the vehicular ow mnitoring, will last for just 11
hours. The reason is not only the higher power consumptionubprimarily the duty cycle of 100%
required by the ow monitoring. Indeed, entering the sleep atle would cause to miss some vehicles.

Data Transmission Reliability-rom a communication point of view, ScanTraf ¢ must operati
a harsh environment. In public places as the Pisa InternatibAirport the ISM 2.4 GHz band is
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FIGURE 5. ScanTraf ¢ prototype data transmission reliability: Yavolution of the
data loss rate during the 5-hour-long validation experinheand (b) average data loss
rate per parking space.

much crowded. Moreover cars, as well as other metal objebighly re ect electromagnetic waves and
produce multipath interference whose modeling is dif culiecause of the rapid changes in the scenario.
The adopted data protection can reduce the probability oftddoss, but cannot completely avoid it.
However, as long as data loss is moderate, it is not a probleecause IPERMOB target applications
can tolerate missing data. Indeed, their metrics of intdrae aggregate values.

To evaluate the data transmission reliability of the deplay prototype, we set a monitoring period
of 20 seconds and, for every period, we counted the number a§simg parking space and ow updates.
The experiment lasted for more than 5 hours, i.e., for almaBD00 periods. Fig. 5 shows the results
of such experiment performed on the biggest visual WSN degld within the prototype, having 11
sensors monitoring a total of 63 parking spaces. Therefareeach period, 63 updates were expected.
Fig. 5(a) shows the percentage of missed updates for evaiggeOn average, just 4.5% of the data is
lost (i.e., the occupancy status of 2-3 parking spaces isupolated). Fig. 5(b) shows the loss rate per
parking space. Parking spaces monitored by the same seresar the same loss rate, because the sensor
groups all the updates together in one message. For most efsbnsors only 2-3% of the messages are
lost, with the exception of 3 sensors whose loss rate is up 884l Those sensors are responsible for
the data loss peaks shown in Fig. 5(a). Indeed they are thiaést from the coordinator and therefore
their link quality can easily drop under the minimum accepbée level. The easiest solution to x this
problem is to add another coordinator nearer to them, thusaating a new WSN. Indeed, the considered
area, spanning for more than 3000is probably too large to be covered by just one coordinator.

Remarks.We showed how a proper networksoftware design is necessary to fully exploit smart
cameras features. The system was built from two previous k®of ours, i.e. Mirtes and the embedded
vision algorithms. We successfully integrated the compiga-intensive vision algorithm with Mirtes
without compromising its real-time features and we addedagrcorrection techniques to Mirtes in
order to address the communication issues posed by realldvecenarios. However we quickly realized
that to achieve the aforementioned advantages over tradisil scalar WSNs, additional services were
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needed, namely remote con guration and code-update. Theuléing system has been described in the
paper, proving that it is suitable for real-world deploymén






Conclusions

HIS thesis deals with a notable set of issues related to \&BslMultimedia Sensor Networks;
T more speci cally we introduced and discussed a distributgabroach for computer vision algo-
rithms. Following the motivations and challenges, as dissed in Chapter 1, we proposed a set of
technological solutions allowing for pervasive computeision and system-level QoS.

We generally followed a two-fold schema, looking at theoied! and simulation studies on one
hand, and looking at real-world implementation on the othdrand. This approach has provided con-
creteness to this research and contributed to the early eiplion of our experimental results.

We contributed to the design of a new WSN platform, encompassall the most recent advances in
terms of connectivity, computing power, and wireless commigation capabilities; the Seed-Eye board,
shortly going to appear on the market, complies with IEEE8(%.4 speci cations. The same board can
also be con gured as a wireless-to-wired gateway leveigtiie Ethernet and USB connection adapters.

To respond to the typical real-time requirements of visidrased applications, the ERIKA real-time
micro-kernel has been ported to the PIC32 MCU embedded inttet Seed-Eye, formerly unsupported
before this work. ERIKA features of real-time multi-threadg have also permitted a seamless and ef-
fective implementation of the IEEE802.15.4 MAC layer feags (i.e., the Wireless software package).

Simulation studies tackled with the feasibility of a schdihg manager at system-level aimed at
guaranteeing the schedulability of a set of ows (having iane constraints) while preventing the sys-
tem break down by undisciplined admission of data ows. Wesaladdressed the bandwidth allocation
mechanisms in cluster-tree topologies following a compatased approach. All simulation results
have been achieved considering IEEE802.15.4 at the MACrlaypermit early validation of proposed
bandwidth allocation mechanisms in real-world testbeds.

Moving from the network to the application layer, we discusesl several problems related to com-
puter vision in WSN. We looked at the problem of local on-bodrprocessing proposing two possible
solutions based on machine learning: the heavier and moreugste one makes use of mining tech-
niques whereas the lighter, really implemented, on hardwanakes use of neural networks.

To assist the early implementation and rapid prototyping afovel, lightweight computer vision
algorithms targeted to resource-constrained devices we @hplemented a set of functions, organized
in a software library (i.e., the CV software package).

The results listed above have been nally deployed as hardwand software modules in the IPER-
MOB collection layer; this project has demonstrated the &aility of a multi-tier information system
for traf ¢ monitoring and control at the urban scale. In IPERIOB the Seed-Eye boards run single-
node logic based on computer vision to detect parking aviiliy and vehicle ow and classi cation in
real time.
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The results obtained by IPERMOB have nonetheless been lgdito single-node logic. We nally
addressed the problem of multi-node tracking where the nedme expected to collaborate to accom-
plish the purpose of the distributed system. We developedibthe theoretical framework (based on
the distributed particle Iter algorithm) and the simulatn counterpart (based on the OMNe¥+
package) for deploying a large-scale set-up extractingotisition of a mobile target by aggregating the
high-level information from the collaborating nodes.

These latest results are opening a broad set of researchroppities in the domain of distributed
vision algorithms, middleware design, in-network proc@sg and data aggregation, collaborative pat-
terns. These objectives are being addressed by the “Reaé Networks” area of the ReTiS Lab within
speci ¢ research projects and industrial collaborations.
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